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O ELTEX

1 BBEAEHMUE

ABOHEHTCKMIM mapuwpyTtnsatop RG-5421G-Wac (ganee «yCTpOWCTBO») NpegHasHayeH Aaa AOMALIHUX
nosb3oBaTenem u npeacrasndaetr cobon eamHyr0 TOYKY [0CTYNa KO BCEM WHTEPAKTUBHbIM CepBMCaM Mo
NpPoBOAHbIM W 6GecnpoBoAHbIM KaHasnam cBA3n. RG-5421G-Wac saBnsetcAa pasButMem aboHEeHTCKOro
mapuwpytmsatopa RG-4402G-W un mmeet 4 nopta Gigabit Ethernet, nopt FXS, kKHonky WPS u KHONKy gns
BK/IlOYEHMSA, BbIKAoYeHUa Wi-Fi. YcTpoicTBO noaaeprKmMBaeT OAHOBPEMEHHYHD paboTy ABYX 4YaCTOTHbIX
AnanasoHos Wi-Fi IEEE 802.11b/g/n 2,4 Ty n 802.11a/n/ac 5 Ty,

B yctpoiictee RG-5421G-Wac peann3oBaH paclimpeHHbli pyHKUMOHaA ans ctabunbHoi goctasku IPTV
no 6ecnpoBOAHOM CeTU: MNNAaBHOCTb M HEMNPepbIBHOCTb BOCNPOM3BEAEHUA BMAEO obecneymBaroTcs
crneumanbHbiM NPorpammHbIM GYHKUMOHANOM. YCTPOMCTBO NO3BOAAT paboTaTb Ha yactotax 2,4 u 5 [Tu, a
TaK¥Ke NpenocTaBAAeT BOSMOXKHOCTb O4HOBPEMEHHOM TPAHCAALMN BUAEONOTOKOB M Nepesayn AaHHbIX.

B Hactoswem pyKoBOACTBE MO 3KCM/yaTauuMuM W3/0XKEHbl Ha3HAYeHWe, OCHOBHble TEXHWYECKMe
XapPaKTEPUCTUKKN, MpPaBuia KOHOUTYPUPOBAHWUA, MOHWUTOPUMHIA W CMeEHbl NPOrpammHoro obecneyeHun
abOHEHTCKMX MapLUpyTU3aTopoB cepnmn RG-5400.
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2 OINUCAHUE U3AENUNA

2.1 HasHaueHue

YcTpoiictBo cepun RG-5400 — BbICOKOMPOU3BOAMUTENbHbLIN abOHEHTCKMI MapLIpyTU3aTOp C MOJIHbIM
Habopom dyHKLNIM, NO3BOAAIOLLMX NOTPebUTENO NCNONb30BaTh Npenmyluectsa TriplePlay.

RG-5421G-Wac aBnaeTca yHUBepcaibHbiM 6eCcnpoBoAHbIM pPeLeHNeEM AN AOMALLIHEro UCMNo/b30BaHuA.
YCTpOMCTBO MO3BONAET HE TONIbKO CO34aTb OKaNbHYHO ceTb (LAN), HO 1 rMbKo HacTpamBaTb paboTy AOMALLHMX
ycTpoiicte no Wi-Fi. Nogaeprkka npotokona WPS nossonser ynpoctuTb noakntouveHve K RG-5421G-Wac

6osblioro Koaunvectsa 6ecnpoBoAHbIX YCTPOMCTB: HOYTOYK, STB NV-501-Wac, urpoBasa npucrtaBka, ceTeBomn
npuHTep. USB-pazbem MCnonb3yeTca 414 NOAKAUYEHMA BHELHMX HakonuTene unn 3G/4G USB-moaema.

2.2 BapuaHTbl UICNOJIHEHUA

B HacTOALLMIN MOMEHT YCTPOMCTBO BbIMYCKAETCA B CAeAytolen moanduKaumm.

Tabnnua 1 — BapmaHTbl UCNOHEHUSA

HaumeHoBaHue o Konunuyecrtso nopros Konuuecrtso -

7] WAN H Wi-F

moaenu HTepdenc uHtepdeica LAN noprtos FXS anuiue T-H
RG-5421G-Wac RJ-45 4 Gigabit Ethernet 1 +

Yctponcteo RG-5421G-Wac umeeT BCTpOeHHbI agantep Wi-Fi ¢ gByms BHYTPEHHUMM aHTEHHaMM.
BcTpoeHHbit apgantep Wi-Fi noagepxmaet TexHonormio 802.11lac, 4TOo MO3BOAAET MNPenoCTaBAATb YCAyru
nepefaym paHHbix no 6GecnpoBofHoON ceT c 6osiee BbICOKMM KayecTBOM CepPBMCA MO CPaABHEHMUIO C
ycTpoiicTBamu, nopaepuBatowmmm ctaHgapT 802.11n, ocTtaBasacb npu 3TOM 06OpPaTHO COBMECTUMbIM C
ycTpoiicteamum 802.11n, 802.11g n 802.11b. Kpome aToro, nogaeprkmsaeTtca paboTa o4HOBPEMEHHO B ABYX
Anana3oHax vyacTtoT: 2.4 n 51 Twu,.

AboHeHmcKuli wino3 cepuu RG-5400 7
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XapaKTepucTuka ycTpomcTBa

Unmepdpelicor:

o FXS:
e LAN:

e WAN:

1 nopt RJ-11;
4 nopta Ethernet RJ-45 10/100/1000BASE-T;
1 nopt Ethernet (RJ-45 10/100/1000BASE-T) nnu SFP 1000 BASE-X;

o WILAN: IEEE 802.11 a/b/g/n/ac;

e USB:

2 nopta USB2.0.

MuTaHMe WANH03a OCYLLECTBASETCA Yepes BHELWHMUN aganTep 12B nocTosHHOro ToKa ot cetn 220 B.

DyHKYUU:

e cemesble hyHKYUU:

paboTa B pesknume «MOCTa» UAN «MapLLpyTU3aTopar;

noaaep>kka PPPoE (PAP, SPAP n CHAP asTopu3auus, PPPoE komnpeccua);
nopaepxka PPTP;

nogaepxka L2TP;

noafeprkka cratmyeckoro agpeca u DHCP (DHCP-knneHT Ha ctopoHe WAN, DHCP-cepsep Ha
ctopoHe LAN);

nogaepxka DNS;

nogaepxka NAT;

CeTeBOM 3KpaH;

nogaepxka NTP;

noafeprkka MexaHnM3mMoB KadecTBa obcnykmeaHma QoS (QoS no DSCP n 802.1P);
IPv6.

e noaaeprkka GyHKun IPTV;

e JoCTYyn K meana-édaiinam no npotokony DLNA;

e BO3MOXHOCTb CO3ZaHNA HECKONbKKUX SSID B 04HOM AMana3oHe;
e npoToKosbl IP-TenedoHun: SIP;

e 3X0 KOMMeHcauus (pekomeHgaumm G.168);

e [JeTeKTop aKTMBHOCTU peun (VAD);

e reHepaTop KOMPOPTHOrO LWYMa;

e 0OHapy»KeHWe U reHepupoBaHue curHanos DTMF;

e nepegada DTMF (INBAND, rfc2833, SIP INFO);

e nepegaya dakKca:

G.711A/G.711U;
T.38;

e paboTa c SIP-cepsepom u 6e3 Hero;

e pyHKUUU BO:

yaepaHue BbizoBa — Call Hold;

nepepaaya sbizosa — Call Transfer;

yBeAOM/IEHWE O MNOCTYNAeHUM HOBOTO Bbi3oBa — Call Waiting;
nepeagpecauus no 3aHaToctn — Call Forward at Busy;
nepeagpecayms no Heoteety — Call Forward at No Response;
6e3ycnosHas nepeaapecauyma — Call Forward Unconditional;
He 6becnokouTb — DND;

Caller ID: FSK, DTMF;

AboHeHmcKuli winto3z cepuu RG-5400
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— ropsayas anmHuA — Hotline;
— nepexsat BbizoBa — Call Pickup;
—  TMBKMI NNaH Hymepauuu;

obHoBneHwue N0 yepes web-uHTepdelic;
noaaeprkka pesepsHoit sepcun MNO;
nopaeprkka DHCP-based autoprovisioning;
TR-069;

yAaneHHbIA MOHUTOPUHT, KOHPUTIYpupoBaHUe n HacTpoika: Web-untepdeiic, Telnet, SNMP.

Ha pucyHke 1 npuBegeHa cxema npumeHeHusa obopyaosaHua cepun RG-5421G-Wac.

Wi-Fi2,4 My Wi-Fi5 Iy

Ao 300 Méurt/c 1o 866 Mbut/c
G
B — T"
hd
i

STB NV

RG-5421G-Wac

5 -!r| Sorte -

hd ol MK

STB NV

B

PucyHok 1 — dyHKLMOHaNbHAA cXxema Mcnonb3oBaHuA RG-5421G-Wac
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2.4 CrpyKTypa 1 npuUHLMN paGOTbI n3pgenusn
ABOHEHTCKUI TepMUHan cepun RG-5421G-Wac coCcToUT U3 cneayioLmx noacuctem:
— KOHTpoOJI/Iep, B COCTaB KOTOPOro BXOAMUT:
"  BbICOKOMHTErPMPOBAHHAA CUCTEMa, BK/OYaloWasa B cebAa npoueccop, rMrabuTHbIN
KOMMYTaTOp CO BCTPOeHHbIMK PHY, annapaTHylo akcenepauuio Tpaduka L2/L3/L4, USB
2.0 nopTbl, PCI-E KoHTpoAnepsl, 12 KaHanos PCM ana pabotbl npunoxxeHnin VolP;

= flash-namatb — 32MB;

=  onepatuBHasA namaTb — 128 MB (DDR3);
— aboHeHTcKMe KomnaeKTbl SLIC (1 nopt FXS);

—  Ethernet-kommyTtatop 10/100/1000BASE-T Ha 4 nopTa — LAN;
—  Ethernet-moaynb WAN: 10/100/1000BASE-T;

— 802.11ac dual-band Wi-Fi apanTep;

— x2 USB Host nopra.

CTpyKTYpHas cxema yCTPOWCTBa NPUBEAEHA Ha PUCYHKe 2.

RJ45 RJ45 RJ45 RJ45 RJ45

m LAN1 | LAN2 [l LAN3 m

1 I ! |

KOHTponnep

ETHERNET SWITCH

USB-uHTepdeiic

- C I U USB-uHTepdeinc

Wi-Fi moaynb

Soc RTL8954ES

£

FXSO0

RJ11

PucyHok 2 — CtpyKTypHasa cxema RG-5421G-Wac
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YcTpoiictBO paboTaeT nog ynpaBieHWeM ONepauMoHHOW cucTembl Linux. OcCHOBHble ¢YHKLMM
yrpaB/ieHNa CcoCpegoToyYeHbl B MPOLECCOpe, KOTOPbIA  OCYWECTBASeT MaplpyTusauuio  IP-nakeTos,
obecneunaeT paboty IP-TenedoHUK, NPOKCUPOBaAHKWE rPYNNOBOro TpaduKa u Apyroe.

®YHKUMOHAbHO YCTPOMCTBO MOMKHO pa3geninTb Ha 4 610Ka:

— bBbnok nopaepkKku cetTeBbix QYHKLMNA YCTPOMCTBA;

bnok IP-TenepoHuu;

Bnok 06paboTkm multicast-tpaduka;

— bBnok ynpasneHua (onepaumoHHasa cuctema Linux).

Bnok nopaepKu ceteBbiX GYHKUMWA yCTpoicTBa obecneyumBaeT MPOXOXAEHWEe U KommyTauuio |IP-
MaKkeToB B COOTBETCTBUM C Tab/iMuein mapLipyTu3aumm yCTPONCTBA, MOXKET 06pabaTbiBaTb KaK HETErMPOBaHHbIE,
TaK U TerMpoBaHHble NaKeTbl B 3aBUCMMOCTM OT HACTPOIKM ceTeBbIX MHTepdeicoB. MNoaaepsKMBaeT NPOTOKObI
Static, DHCP, PPPoE, PPTP, L2TP.

Bnok IP-tenepoHnMmn obecneumsaeT paboTy ycTpolcTBa no npoTokosny SIP ana nepegaum peyeBbix
CMFHaNoB MO CeTM C KoOMMyTaumel naketos. PeyeBoit curHan aboHeHTa NocTynaeT Ha MoAy/ib abOHEHTCKUX
komnsiektos SLIC, rae npeobpasosbiBaeTcs B uudposon Bua. OundpoBaHHbIA CUTHAA HanpasaseTca B 610K IP-
TenepoHun, rae Koampyercs No o4HOMY M3 BbIbpaHHbIX CTaH4APTOB U B BUAE LMGPOBbIX MaKeTOB NOCTyMNaeT B
KOHTpOA/IEp Yepe3 BHYTPUCUCTEMHYIO Maructpanb. LindpoBbie nakeTbl cogeprKaT, KPOME peyeBblX, CUTHa/bI
ynpaBnaeHusa 1 B3aUMOAencTBuA.

Bnok o6pabotkn multicast-tpadpuka npegHasHadeH gna obpaboTkmM IGMP-coobuweHuin n multicast-
TpadmKa ¢ uenbto nogaepKkum GyHKUM IP-TenesnaeHus.

Bnok ynpaeBneHua Ha 6ase onepauMOHHOW cucTembl Linux KOHTpoaupyeT paboTy Bcex OCTaNbHbIX
6/710K0B M NoACUCTEM YCTPOICTBA M 0becneynBaeT Ux B3anmoaencTeme.

dyHKUMOHaNbHaA cxema ycTponcTea cepun RG-5421G-Wac npeactaB/ieHa Ha pUCYHKe 3.

Bnok

Brok IP-TenedoHnm
NoAAEPMHKM

ceTeBbIX

DYHKUMMA

ycrpoucrea Bnok obpaboTku

multicast-tpachuka

PucyHok 3 — dyHKLMOHANbHAA Cxema YCTponcTBa cepumn RG-5421G-Wac
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2.5 OCHOBHbIe TeXHU4YeCKue napameTpbl

OCHOBHble TEXHUYECKME NapameTpbl YCTPOMCTBA NpuBeaeHbl B Tabauue 2.

Tabanua 2 — OCHOBHble TEXHUYECKUE NApaMEeTPbI

MpoTtokonbl VolP

| MoaneprnBaemble NPOTOKO/IbI | SIP
Ayaunokoaeku
Koaekn G.729, annex A, annex B, G.711a, G.711u, G.723.1, G.726-24,

G.726-32
MNepepaya mogema: G.711a, G.711u
MNepepava ¢akca: G.711a, G.711u, T.38

NapameTpbl WAN-untepdeiica Ethernet

Konunuectso noptos 1
INEeKTPUYECKU Pasbem RJ-45
CropocTb nepegaqn, Méut/c 10/100/1000, aBTOONpPEAENEHNE
NMopaepKKa cTaH4apTOB BASE-T
NapameTpbl LAN-uHTepdeiica Ethernet
Konunyectso nHtepdeiicos 4
DNEeKTPUYECKUI pasbem RJ-45
CkopocTb nepeaaun, Méut/c 10/100/1000, asToonpeaeneHne
NopaepKKa cTaH4apTOB | BASE-T
MapameTpbl aHaN0roBbiX aBOHEHTCKUX NOPTOB
Konnuyectso noptos 1
ConpoTtueneHue wnenda 00 2 KOm

Mpuem Habopa

MMNYAbCHbI/YacToTHbIN (DTMF)

3aumTa abOHEHTCKMX OKOHYaHWI

MO TOKY U NO HanpAXeHuto

Bbipaua Caller ID

FSK BELL202/FSK V.23/DTMF

NapameTpbl 6ecnpoBogHOro uHTepodeiica

CraHaapThbl 802.11 a/b/g/n/ac
YacToTHbIM AnanasoH, My, 2.4~2.48351Tu, 5.15~5.35Ty,
Moaynauma BPSK, QPSK, 16 QAM, 64 QAM, 256 QAM, DBPSK, DQPSK, CCK

CKopocTb nepeaayn AaHHbix, Méut/c

802.11b(CCK): 1, 2, 5.5 ,11

802.11g(OFDM): 6, 9, 12, 18, 24, 36, 48, 54

802.11n (HT20, 800ns Gl, MCS0-7): 6.5, 13, 19.5, 26, 39, 52,
58.5, 65

802.11n (HT20, 800ns GI, MCS8-15): 13, 26, 39, 78, 104, 117,
130

802.11n (HT20, 400ns GI, MCS0-7): 7.2, 14.4, 21,7, 28.9, 43.3,
57.8, 65, 72.2

802.11n (HT20, 400ns GI, MCS8-15): 14.4, 28.9, 43.3, 57.8,
86.7, 115.6, 130.3, 144.4

802.11n (HT40, 800ns Gl, MCS0-7): 13.5, 27, 40.5, 54, 81,
108, 121.5, 135

802.11n (HT40, 800ns GI, MCS8-15): 27, 54, 81, 108, 162,
216, 243, 270

802.11n (HT40, 400ns GI, MCS0-7): 15, 30, 45, 60, 90, 120,
135, 150

802.11n (HT40, 400ns GI, MCS8-15): 30, 60, 90, 120, 180,
240, 270, 300

802.11ac (VHT20, 800ns Gl, 1SS): 6.5, 13, 19.5, 26, 39, 52, 58,
65, 78

12
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802.11ac (VHT20, 400ns Gl, 1SS): 7.2, 14.4,21.7, 28.9, 43.3,
57.8,65,72.2,86.7

802.11ac (VHTA40, 800ns Gl, 1SS): 13.5, 27, 40.5, 54, 81, 108,
121.5, 135, 162, 180

802.11ac (VHTA40, 400ns Gl, 1SS): 15, 30, 45, 60, 90, 120, 135,
150, 180, 200

802.11ac (VHT80, 800ns Gl, 1SS): 29.3, 58.5, 87.8, 117, 175.5,
234, 263.3, 292.5, 351, 390

802.11ac (VHT80, 400ns Gl, 1SS): 32.5, 65, 97.5, 130, 195,
260, 292.5, 325, 390, 433.3

802.11ac (VHT20, 800ns Gl, 2SS): 13, 26, 39, 52, 78, 104, 117,
130, 156

802.11ac (VHT20, 400ns Gl, 2SS): 14.4, 28.9, 43.3, 57.8, 86.7,
115.6, 130, 144.4,173.3

802.11ac (VHT40, 800ns Gl, 2SS): 27, 54, 81, 108, 162, 216,
243, 270, 324, 360

802.11ac (VHT40, 400ns Gl, 2SS): 30, 60, 90, 120, 180, 240,
270, 300, 360, 400

802.11ac (VHT80, 800ns Gl, 2SS): 58.5, 117, 175.5, 234, 351,
468, 526.5, 585, 702, 780

802.11ac (VHT80, 400ns Gl, 2SS): 65, 130, 195, 260, 390, 520,
585, 650, 780, 866.7

MakcnmanbHada BbIXo4HAA MOLWHOCTb nepeaaTtymKka

2,4 Ty (802.11 b/g/n): go 15 dBm
51Ty (802.11 a/n/ac): no 17 dBm

YyBCTBUTEIBHOCTb NPUEMHMKA

2,4 Ty
802.11n(MCS0): -90 dBm
802.11n(MCS4): -79 dBm
802.11n(MCS7): -72 dBm
5 Iy

802.11ac (MCS0): -92 dBm
802.11ac (MCS4): -82 dBm
802.11ac (MCS7): -76 dBm

Be3onacHocTb

64/128/152-6utHoe WEP-lundpoBaHme AaHHBbIX;
WEP, TKIP n AES

YnpasneHue

YpaneHHoe ynpasneHue

Web-uHtepdoeiic, SSH, Telnet, SNMP, TR-069

OrpaHuyeHune agoctyna

no naponto

O6wme napameTpbl

MuTaHne

agantep nuTtaHuma 12V DC, 2 A.

MoTpebnsemas MOLHOCTb

He 6onee 10,2 BT

Pabouunint amana3oH Temnepartyp

ot +5 go +40°C

OTHOCUTENbHaA BNAXKHOCTb Npu TemnepaType 25°C

bo 80%

abaputbl

187x124x32 mm

Macca

He 6onee 0,3 Kr.
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2.6 KOHCTPYKTUBHOE UCNOJIHEHUE

ABOHeHTCKMI MapuwpyTn3atop RG-5421G-Wac BbINOJHEH B NAACTMKOBOM KOPMyce pa3smepamu

187x124x32 mm.

2.6.1 MepepHAs naHenb ycTpoiicTBa

BHewHW BuA nepegHen naHenm yctpoicrea RG-5421G-Wac npusegeH Ha pucyHke 4.

1 2 3 4 5 6 7
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PucyHok 4 — BHewHW BuA, nepegHeit naHenn RG-5421G-Wac

Ha nepegHelt naHenu yctpoictBa cepun RG-5421G-Wac pacnosioKeHbl

MHAMKaTopbl, Tabamua 3.

Tabaunuya 3 — OnncaHMe NHAMKATOPOB INLLEBON NAHENU

cnegyowme CBETOBble

dnemeHT nepeaHeit naHenm OnucaHue

1 | Power WHAMKATOP NUTaHMA U cTaTyca paboTbl ycTpoiicTBa

2 | WAN nHankatop WAN-untepdeiica

3 | uss WMHAMKaTop paboTbl BHewHUx USB-yctpoicte (USB flash, BHeWHWI KeCcTKUn aucK,
3G/4G USB-moaem)

4 | WiFi 2.4 nHAMKaTop paboTbl becnpoBoaHOl ceTn B auanasoHe 2,4 [Ty,

5 WiFi 5 MHAMKaTop paboTbl 6ecnpoBoaHOlM ceTn B AnanasoHe 5 My,

6 | Phone nHAMKaTop paboTbl aHanorosoro TenedpoHHOro annapara

7 LAN nHAnKaTopbl noptoB LAN-MHTepdeiica

AboHeHmcKuli winto3 cepuu RG-5400
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2.6.2 3agHAA NaHenb YCTPOMUCTBA

BHewHW BUA 3agHen naHenn yctpoincrtea RG-5421G-Wac npuBeaeH Ha pUCyHKe 5.

‘ ‘ ON/OFF_ 12V

| ]

R |

LAN 10/100/1000 ‘ ‘

1 2 3 4 5 6

PucyHok 5 — BHelwHMin BUA, 3aaHen naHean RG-5421G-Wac
Ha 3agHei naHenm yctpoiictBa RG-5421G-Wac pacnosioxKeHbl cnegytowme pasbemsbl, Tabaunua 4.

Tabnunuya 4 — OnncaHue pasbemMoB 3agHel naHenm RG5421G-Wac

dnemeHT 3agHei naHenu OnucaHue

1 On/Off Tym6/1ep BKAOUYEHUA/BbIK/IOYEHMSA YCTPOICTBa

2 12v pasbem ANA NoOAKAYEeHUA adanTepa NMTaHUA

3 WAN nopt 10/100/1000BASE-T (pasbem RJ-45) 41 NOAKNOYEHUA K BHELIHEN CETU

4 USB 2 pasbema USB pna noakntoyeHusa BHewHux USB-yctpoiicte (USB flash,
XeCTKu amck, 3G/4G USB-moaem)

5 | Phone pasbem RJ-11 ana noaknodeHMa aHanorosoro TenedoHHOro annapara

6 LAN 4 nopta 10/100/1000BASE-T Ethernet (pasbem RJ-45) ana noaxaoyeHMA
CeTeBbIX YCTPOWUCTB

2.6.3 bBbokoBas naHenb YCTPOUCTBA

BHewHwW Bug 60KoBoI naHenu yctpoiictea RG-5421G-Wac npuBefeH Ha pUCYHKe 6.

oD 0 & /—lm@m

| l

Py W|
f[a@gm mom S22l
|

)

1 2 3

PucyHok 6 — BHewHuin Bug 6okoBoi naHenn RG-5421G-Wac

Ha 6o0KoBoli naHenun yctpoictea RG-5421G-Wac pacnonoxeHbl cneayrolime 3neMeHTbl ynpasaeHus,
Tabnuua 5.

Tabnunua 5 — OnuncaHue anemeHTOB ynpasieHma 6okoBo naHenn RG5421G-Wac

dnemeHT 60KOBOIA NaHenu OnucaHue

OYHKUMOHaNbHAA KHOMKa [ANsA nepesarpyskM ycTpolictBa M cbpoca K

1 RESET o
3aBOJICKMM HaCTPOMKam

2 Wi-Fi dYHKUMOHaNbHAA KHOMNKa Ana BKAOYeHUA/oTKntoueHns Wi-Fi

bYHKLUMOHANbHAA KHOMKA A/A 3anycka MoJlyaBTOMaTMYeCKoro Co3ZaHuA

3 WPS 6ecnposoaHoi cetn Wi-Fi

AboHeHmcKuli winto3 cepuu RG-5400 15
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2.7 CeetoBaA MHAMKAUMUA

TeKylllee COCTOAHME YCTPOMCTBA OTOBpakaetca npu MNOMOLUM WMHAMKATOPOB, PaCMONOMEHHbIX Ha

nepeaHel naHenu. NepevyeHb COCTOAHUN NMHANKATOPOB NPUBEAEH B Tabauue 6.

Tabaunuya 6 — CBeTOBaA MHAMKALMA COCTOAHUA YCTPOMUCTBA cepum RG-5400

UHpukatop CocrosaHMe nHAMKaTOpA CocTtosAiHMe yCTpOMUCTBA
3€e/IeHbIN, FOPUT MNOCTOAHHO cetb Wi-Fi-akTnBHa (2,4 Tw)
2.4 GHz o npovecc nepesayn AaHHbIX No 6ecnpoBoaHOW ceTu
3e/ieHbln, muraet ot PeA A POBOA
2,4 1Ty,
3€e/1eHbIN, FOPUT NOCTOAHHO ceTb Wi-Fi-aktusHa (5 )
5 GHz . npouecc nepesayn AaHHbIX No 6becnpoBogHol ceTn 5
3e/iIeHbln, muraet pou pea A POBOA
MMy,
CTaHOBJ/IEHO COeAUHEHME MeXKAY CTAHLUMOHHbIM
roput 3eneHbim (10, 100Mbps)/ Y A A . 5
TEPMWHANIOM M aBOHEHTCKMM YCTPOMCTBOM Ha
opaHxeBbiMm (1000 Mbps)
WAN ckopocTn 10/100 nan 1000 M6UT/c COOTBETCTBEHHO
npouecc NakeTHOM nepesaym AaHHbix no WAN-
muraet pou . PeA A
nHTepdency
CTQHOBNEHO COEANHEHUNE C NOAKNOYEHHBIM
roput 3esexbim (10, 100 Mbps)/ y . A A
ceTeBbIM YCTPOMCTBOM Ha ckopoctv 10/100 nan 1000
opaH:keBbim (1000 Mbps)
LAN M6uT/c cooTBETCTBEHHO
npouecc NakeTHOM nepeaaym AaHHbix no LAN-
Mmuraet pot . PeA A
nHtepdeicy
3€e/IeHbIN, FOPUT NOCTOAHHO TenedoHHan TpybKa nogHATa (AMHKUA aKTUMBHA)
He ropuT TpybKa nonoxeHa, HopmasabHasa paboTa
B TEYEHWe CeKyHAbl MUraeT ¢ yactoton 20 . .
Ha TenepOHHbIM NOPT NOCTYNaeT BXOAALLMI BbI30B
Phone Iy, 3aTem 4 cekyHAbl Nay3a
3e/1eHbli, Nepuoamyeckoe peakoe OTCYTCTBYET pernmcrpauma aboHeHTCKoro nopTa Ha SIP-
MUraHue proxy cepsepe
OBOMHbIE KOPOTKME MUTFAHUA C
naeT TecT AMHUK
WHTEpPBa/sIOM B 3 CEKYHAbI
USB 3e/IeHbIN, ropuT USB-yCTPOCTBO NOAK/IOYEHO
He ropuT USB-yCTPOMCTBO OTK/AOYEHO
3€e/IeHbli, TOpPUT NOCTOSIHHO BK/IOYEHO NUTaHUe YCTPOMNCTBA, HOpMasibHasA paboTa
OpaHKeBbl, FOPUT MOCTOAHHO OTCYTCTBYET BbIxoA, B MIHTepHeT
Power KPACHbIN, FOPUT NOCTOAHHO 3arpysKa ycTpoicTBa, cbpoc ycTpoiCTBa K 3aBOACKUM
HacTpoMnKam
3 umnynbca/naysa no 50mc, 1 ¢ naysbl BKAtOYEH pexxum WPS

16
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2.8 C6poc K 3aBOACKMM HACTPOMKam

[nA 3anycka ycTpoMCTBa C 3aBOACKMMM HACTPOMKAMM HEOOXOAMMO B 3arpy>KeHHOM COCTOAHMM HaXKaTb U
yAEeprKnBaTb KHOMKY «Reset», noka WHAMKaTop «Power» He 3aropuTcs KpacHbiMm uBeTom. [Mpousonger
aBTOMAaTMYecKan nepesarpyska yctpoictsa. MNpu 3aBoackux yctaHoBKax Ha WAN-nHTepdeice 3anyweH DHCP-

KAuneHT, agpec nHtepdeica LAN — 192.168.1.1, macka noacetm — 255.255.255.0; nma nonb3osartena/naposb
Ana aoctyna yepes web-mHtepdeitc: admin/password.

2.9 KomnaneKT nocTtaBKu

B 6a30BbIli KOMNAEKT NOCTABKM YCTPOMCTBa cepmumn RG-5400 BxoaAT:

abOHEHTCKMI MapLIpyTU3aTop;
— apjantep nuTaHua 220/12B 2 A;
—  PYKOBOACTBO MO YCTAaHOBKE M HaCTpoOiiKe.

AboHeHmcKuli wino3 cepuu RG-5400 17
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3 YNPABJ/IEHUE YCTPOUCTBOM YEPE3 WEB-KOH®UTYPATOP

3.1 Hauano pa6ortbi
[ns Hayana paboTbl HYXKHO MOAKNOUYNTLCA K YCTPOMCTBY No MHTepdency LAN yepes Web-6paysep:
1. Otkpoiite Web-6paysep (Mporpammy-npocMoTPLLMK FTMNEPTEKCTOBLIX AOKYMEHTOB), Hanpumep,

Firefox, Opera, Chrome.
2. BseauTe B agpecHol cTpoke 6paysepa IP-agpec ycTpoiicTsa.

_ fﬂ 3aBopackoit IP-agpec ycTponcrea: 192.168.1.1, macKa nogceTtu: 255.255.255.0

Mpu ycnewHom obHapy»KeHUW YCTPOMCTBA B OKHe bpaysepa oTobpasunTca cTpaHMLua C 3anpoCcom UMEHM
nonb3oBaTeNsa 1 Napons.

Eltex RG-5421G-Wac

NoruH

Napons

3. Beeaute uvmA noJsib3oBaTeNa B CTPoKe «JIOrMH» M Maposib B CTpoke «[llaponby».

3aBoACKMe YCTAaHOBKU: NOrUH: admin, naponb: password.

3.2 CmeHa nonb3oBaTeneu

Ha ycTpoicTBe cyuwiecTtByeT Tpu Tuna nosnb3oBaTesnei: admin, user u viewer. [osnb3oBatenb admin
(maponb no ymonyaHuio: password) MMeeT NOJIHbIN AOCTYN K YCTPOWCTBY: YTEHME M 3anuUCb NHOObIX HACTPOEK,
NOJIHbIN MOHWTOPUHI COCTOSIHWUA YCTpolcTBa. Monb3oBaTeNb user (Maposib MO YMOJYaHUIO: user) umeet
BO3MOXHOCTb BbINOJIHUTL TO/IbKO HAcTponky PPPOE gna nogxntoyeHus K WMHTepHeT u HacTpolky Wi-Fi, He
MMeeT [0CTyna K MOHUTOPWHIY COCTOAHMA YycTpoicTBa. [lonb3oBaTenb viewer MmeeT NpPaBO TOJIbKO
npocmaTpmBaTb BCO KOHQUrypaumio ycTpolictBa 6e3 BO3MOMKHOCTM YTO-MBO penakTMpoBaTb, MOHWUTOPUHT
COCTOSIHMA YCTPOICTBA MYy AOCTYMNeH B NOJIHOM ob6beme.

RG-5421G-Wac

m IP-tenecbonmn  IP-teneenpgenmne  lNokanbHble mHTeptencel  USB-cepeucel  Cucrtema

WHTEpHET PvE QoS lednudr Tpaduka Hactpodka MAC-agpecos DHCP-cepeep NokaneHeln DNS NAT u npobpoc noptoe  CeTeBORA 3KpaH

Wi-Fi DUnsTp MAC WPS MapwpyTu3alua JWHaMU4Yecknid DNS SNMP ALG MNonbaoBaTensckne VLAN

an Ha*aThn Ha KHOMKyY «B8bIXOO» TEKYLW,aA cecCna nonb3oBaTenA 6y,CI,ET 3aBeplleHa, OT06pa3VITCﬂ OKHO
dBTOpPU3aLnu:
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Eltex RG-5421G-Wac

Norwu

admin

[Ons cMmeHbl 4OCTYyNa He0BX0AMMO YKa3aTb COOTBETCTBYIOLME MMA M0/1b30BaTENA U NAPO/b, HayKaTb KHOMKY
«Bolimu».

3.3 Pexumbl pabotbl WEB-uHtepdeiica
WEB-uHTepdelic ycTpoiictBa cepum RG-5400 MmoKeT paboTaTb B TPEX penUmax:

=  MOHUTOPUHT — pPEXMUM MOHUTOPUHIA CcUCTeMbl. WMcnonb3lyetca Ana NpocmMoTpa
pas/fiYyHOro poga MHPopmaLMu, KOTOpas KacaeTcs paboTbl YyCTPOMCTBA: aKTUBHOCTb
NHTepHeT-coeauHEHNA, COCTOoAHME TenedpoHHOro nopTa, 06bem NPUHATbIX/NepeaaHHbIX
[AaHHbIX NO CeTeBbIM UHTepdElcam U Apyroe;

" [AUTKN — peMm ObICTPOro KOHPUIypuUpOBaHUSA cucTembl. B Kaxgoh nnauTke
CrPynnMpoBaHbl HACTPOMKM MO MX QGYHKUMOHANbHOMY HasHauyeHuto: WHTepHeT, |P-
TenedoHus, |IP-TeneBngeHne wn gpyrme. B NANTKY BbIBEAEHblI TO/NIbKO OCHOBHbIE
napameTpbl, NO3BO/IAIOLLME MAKCMMAbHO BbICTPO HACTPOUTL onpeaeneHHyo GYHKLMIO
YCTPONCTBA;

=  HacTpoiKM — pacCLIMPEHHbIA PEXUM KOHPUIypupOBaHUA CUCTEMbI (PeXMM MNOSHOro
KoHdUrypupoBaHusa). NMo3BOAAET BbIMNOJHUTb NOAHOE KOHGUIYPUPOBAHUE YCTPOMCTBA;

= Macrtep 6bICTPOI1 HACTPOUKU — PEKMM HACTPOMKM OCHOBHbIX NapaMeTpPOoB YCTPOMCTBA.

Ona Hasuraumm mexay perkmmamm WEB-uHTepdelica Mcnonb3yetca naHesb, KOTOpas HaxoguTca C
nesoi ctopoHbl WEB-uHTepdelica. Mpy HaBeAEHUMN YKa3aTeNs MbllK NaHeAb PacKpbliBaeTca:

m IP-renecdhoHns  IP-TeneBung m IP-tenechoumnn  IP-Tenesng
WuTepher PvG QoS LernuHr Tpal PvG Qos LeAnuHr Tpag
Wi-Fi Qunetp MAC WPS Mapwpyy WI-Fi DUNLTp MAC WPS MapLpy

Obwme HacTpoRKn LBLLE=HAE TPONKN

@ @ IOHUTOPMHT

EEH £5E MU TEm

o BHewHsa ceTb £ HacTpoiiku JeT
7 # MacTep GbiCTPOR HACTPOAKKM
HacTpoiikh NOgKNIYEHNA Hm. KNHOYEHNA

N3 pesknma «MAnTKn» B pesknum « HacTpoMKM» nepexo BO3MOXKEH TaK»Ke Yepes CCbIIKY «noapobHee» B
Ha3BaHMM NAUTKM.
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3.4 MpumeHeHUe KOHPUrypauum 1 OTMEHa U3SMEHEHUI

1. MpumeHeHWe KOHPUTYypaLMn

Mo Ha)KaTuio Ha KHONKY «[pUMEHUTL» NPOUCXOAUT COXpPaHeHne KoHdurypauum Bo flash-namarts
YCTPOICTBA M NPUMEHEeHMe HOBbIX HacTpoeK. Bce HacTpolKu BCTynaioT B cuny 6e3 nepesarpysku
yCcTpoicTBa.

KHonKa «lMpuMeHUTb» B MeHI ObICTPOro KOHPUIypupoBaHMA M B MEHIO PaCLIMPEHHbIX HACTPOEK

COOTBETCTBEHHO UMeEeT BUA,: ; .

B WEB-uHTepodelice peannsoBaHa B13ya/ibHasA MHOMKALMA TEKYLLETO COCTOSHMA Npouecca NpuMeHeHus
HacTpoek, Tabamua 7.

Ta6m4u,a 7 — Bu3yanbHaa MHAMKALMNA TEKYLEero COCTOAHNA npoL.ecca NpUMeHeHNA HacTpoeK

BHeluHwMit BUA, OnucaHue cocToAHUA

NMocne HaxkaTnA Ha KHONKY «pUMEHUTb» NPOUCXOAUT NPOLECC MPUMEHEHUA U 3annucn

HacTpoAky ceTk £ HacTpoek B NamsaATb ycTpoincTea. O6 sToM MHPOPMUPYET 3HAYOK E B Ha3BaHWUM BKNALKM
M Ha KHOrMKe «[TpumMeHnTbY.

06 ycnewHoM COXpaHEHWM W MPUMEHEHUWU HACTPOEK MHGOOPMUPYET 3HAYOK L] s
Ha3BaHMM BKNALKM.

HacTpoAkW ceTy &

Ecan 3HaueHWe napameTpa 6bIN0 YKa3aHO C OWWMBKOM — Mocne HaxaTMAa Ha KHOMKY
HacTpoikM ceTi @ «MpUMeHUTb» noABMTCA CcooTBeTCTBYyolee coobueHne o6 owmnbKe € yKasaHMem

NPUYnUHLbI, @ B Ha3BaHUW BK/1aAKHN OTO6pa3MTCH 3HA4OK E]

2. OTmeHa u3meHeHun

%}" OTMeHa U3MeHeHUi1 NPOU3BOAUTCA TONbKO A0 HaXKaTUA Ha KHOMKY «MpumeHUTb». B 3TOM cnyuae

=V M3MEeHEHHble Ha CTpaHuUe napameTpbl OBHOBATCA TEKYLIMMM 3HAYEHUAMM, 3aMUCAHHLIMU B
namAatu ycrpoiictBa. Mocne Ha)KatmAa Ha KHoNKy «MpumeHuTb» BO3BpaT K NpeAblayLiMm
HacTpoKam 6yaeTr HEBO3MOMKEH.

KHOMKa oTMeHbl MU3MEHEHUN B MEHIO BbICTPOro KOHOUIYPUPOBAHMA U B MEHIO PaCLUMPEHHbIX HACTPOEK

X X Otmena
COOTBETCTBEHHO UMeeT BUA,: 5
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3.5 Macrep 6bICTPOM HACTPOUKKU

MacTtep ObICTPOM HaACTPOMKM NO3BONSAET MPOU3BECTU ObICTPOE W3IMEHEHME OCHOBHbLIX MapameTpoB
yCTponcTBa. HacTpoiika TemaTuyeckn nogeneHa Ha Cemb LLAroB:

o Tun noOKAYeHUA K cemu — Ha AaHHOM Ware cneayer Bbl6paTb NPOTOKO/l, NO KOTOpOMYy 6yﬂ,ET
OCyLWecTBNATbCA NOAKNOYEHNE K BHELHEN ceTu:

Tvn NOAKNYEHWUA K CETK

TWn coeanMHEHKA * DHCP
Static

® PPPOE
PPTP
= L2TP
3G/4G USB-mogem
o a
e

€ Hazap Oanee »

e Hacmpoliku eHewHeli cemu — Ha J@HHOM LWare HeobXxoAMMO BBECTM HACTPOWMKK, cneumduyHble ana
BbIBPaHHOrO BamMu TUMNa NOAK/IOYEHUS K BHelWwHeW ceTu. MNpu BbIBpaHHOM Ha Npeablaywem Lware
noaknoueHnn yepes 3G/4G moaem A0CTaTOMHO ByaeT BbibpaTh onepatopa M TUM COTOBOW CETH:

HacTpoliki BHeLWHel ceTun

VLAN 1D
MepBnyHbIR DNS

BropuuHelil DNS

€ Hazap Hanee ¥
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e Hacmpoliku IP-menegpoHuu (VolP) — Ha paHHOM ware npousBoguTca 6asoBasa HacTpokKa |P-
TenedoHUU: cnepyet BBeCcTM aapec SIP-npokcu cepBepa, cepBepa perncrpaumu, a TakKe Homepa
TenedoHOB, UMEHa No/Ib30BaTeNEN, IOTUHbI U NAPOAN ANA TenePOoHHbIX AUHWIA:

HacTtpoliku IP-Tenedonun (VolP)

MapameTpei SIP

SIP-npokcK cepeep
Cepeep pervcTpauyn
Homep TenedoHa WMA nonesoBatens Noruk Mapone

TuHna 0 001

€ Hazag Danee »

e Hacmpoliku yugpposoeo menesudeHusa (IPTV) — nossondeT BKAWOYUTbL AMBO OTKAwuuTb IPTV, npu
HeobxoaMMOCTH, BBECTM Ucnonbayembliit VLAN ID, a Tak:Ke BKAOYUTL U BbiBpaTb NopTbl ans STB:

HacTpoitku undposoro Teneenaeruns (IPTV)

IPTV

BknoumnTe IPTV @
VLAN ID

STB

Brnto4nTs STB

€ Hasan Janee »

e Hacmpoliku 6ecnposodHoii cemu (Wi-Fi) — Ha paHHOM Luare npeanaraeTca BKAUYNTb MO0 OTKAKOYUTL
Wi-Fi ana ananasoHoB 2.4 n 5 [Ty, COOTBETCTBEHHO, @ TaKXe HaCTPOUTb UAEHTUOUKATOPbLI CETU U

naponu:

HacTpoiikn 6ecnposogHoi cetu (Wi-Fi)

Wi-Fi 2.4 Ty

BrnounTe Wi-Fi - &
neHTucbukaTop ceTi (SSID)  EltexWiFi
Kniou WPA

WI-Fi5 Ty

BrnounTe Wi-Fi - &
VOeHTHOMKATOp ceT (SSID) | EltexWiFiSG

Knioy WPA

€ Hazan Lanee »
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4

Mocne

Hacmpoliku 6e3onacHocmu — npeaiaraeTca CMEHUTb Napob aAMUHUCTPATOPa YCTPOICTBA:

HacTpoikn 6esonacHocTH

Mapone

MoATBEpHLEHUE NAPONA

< Hasap Oanee »

AT -]

Mepexopd K cnepyowemy LWary HaCTPOMKK 6yaet 3a6/10KMPOBaH 40 YCTAaHOBKU HOBOro napons

(ycTaHaBAuBaemblii Naposib MOXKeT COBMAAATb C TEKYLLMM).

Hacmpoliku epemeHu — Ha AaHHOM LWare TpebyeTcsA BbIOpaTb YaCOBOM MOAC, @ TaKKe BBECTU afpec

cepsepa CMHXPOHM3aLUM BpeMeHu nbo BbIBpaTh cepBep 13 BbiNadatoLwero Crnmcka:

HacTpoiku BpemeHn

Yacosoi nogc Novosibirsk

Cepeep CUHXPOHM3ALIMK

N

NPOAOMKUTb PaboTy C YCTPONCTBOM.

Y

BbINO/IHEHNA BCeX LWaros cneanyet HaXXaTb Ha KHOMKY ((anIMEHVITb)), nocne 4yero BO3MOXHO

Mocne npumeHeHusA K0|-|¢mrypau,uu GYAET npou3iseaeHoO aBTomaTu4yeCKoe nepeHanpas/ieHUue Ha

cTpaHuuy no aapecy http://192.168.1.1/.

M3 mactepa BbICTPON HACTPOMKM MOXKHO B N060I MOMEHT BbliiTH, BbibpaB B GOKOBOM MeHI0

MoHuTopuHr, NAnTKu nnm HactTpoiky.

AboHeHmcKuli winto3 cepuu RG-5400
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3.6 MeHto 6bicTpOro KOHPUrypuposaHma

B meHto 6bIcTporo KoHGUIypUpPoBaHMA OTOOPAXKAKTCA OCHOBHbIE HACTPOIMKN YCTPOMCTBA, PUCYHOK 7.

RG-5421G-Wac W admin
WUHTepHeT nogpoGHee IP-Tenedonns nogpoGHee Wi-Fi nogpoGHee
Peskim paboTel | MaplipyTusatop NMueua 1 SIE 24Ty 50Ty
Mporekon  DHCP M PeskuM padoThl: Touka gocTyna
BHIOYMTE
MepeuyHbIi DNS i .
Homep | 007 BrnioyuTe Wi-Fi
= BTOPMuHbIil DNS A
AyTeHTHdMKALMA SSID | ElexWiFi
= L WMma nonssoearend Pexum 5e30NacHoCTH off v
= MNapone x
IP-TeneBmaeHne noapoGHee Cucrtema noapoGHee
BHNHO4HTE IPTV & DocTyn k Web
BranouuTe HTTP- & HTTE @
MNpoKCH
HTTPS
MopT HTTP 1234
.
.
PucyHOK 7 — MeH1o BbICTPOro KoOHPUrypmpoBaHums
HacTpoiKku pasgeneHbl No cneayowmm KaTeropmuam:
—  WHmMepHem — 6bICTpas HAcTpoOliKa BbixoAa B ceTb MIHTEepHET;
— IP-menegoHus — 6bicTpasa HacTpolika TenedoHuuy;
—  WIi-Fi— HacTpolika 6ecnpoBoHON TOYKKN AOCTYNa;
— IP-menesudeHue — KOHOUIYPUPOBaAHME YCTPOMCTBA ANA NOALEPHKKM dyHKUm IPTV;
— Cucmema — HacTpoliKa CUCTEMHbIX NapaMeTpPoB (A0CTyN K YCTPOMUCTBY, CUHXPOHM3ALMA BPEMEHM
nnp.).
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3.6.1 MWHTepHer

Ons poctyna K ceT MHTEepHET HeobX0AMMO YCTaHOBUTb OCHOBHbIE HAacTPOWMKK B pasgene «UHTepHeT».
Ans yKasaHua LOMNONHWUTENbHbIX MAapaMeTpoB MepenanTe B PEXMM PaCLUMPEHHbIX HACTPOEK, HaKaB CCbIKY
«nogpobHee».

Pexcum pabomesi — pexxnum paboTbl yCTPOICTBA:
"  Mapwpymuzamop — mexgy LAN- n WAN-uHTepdelicom ycTaHaB/IMBAETCA pPEXUM
mapupyTtmsatopa (LAN nsonmposaH ot WAN);
=  Mocm — mexay WAN u LAN-uHTepdeincom ycTaHaBAMBAETCA PEXUM MOCTA: AaHHble
nepeaatorca npospayHo ns LAN 8 WAN 1 06paTHO — paKTMYeCcKn ycTpolicTBo paboTaeT B
pexnme KoMmyTaTopa.

— [pomokon — BbIGOP NPOTOKOMA, NO KOTOpOMYy OyAeT OCyLecTBAATbCA nogkatovyeHne WAN-
MHTepdelica yCTPONCTBA K CeTU NpoBalgepa:

= Static — pexum paboTbl, Npu KoTopom IP-agpec n Bce HeobxoaMmble MapameTpbl Ha
WAN-uHTepderic HasHayatotca cratmdeckn. [lpu  Bbibope Tmna «Staticy gna
peaakTMpoBaHuUs ByayT AOCTYMHbI CAeAyoLWMe napameTpbl:

— BHewHuli IP-adpec ycmpolicme — ycTaHoBKa |P-agpeca WAN-uHTepdeiica
YCTPOWCTBA B CETU NPOBanNAepa;

— Macka nodcemu — MacKa BHELUHEM NoACeTH;

— W03 no ymonyaHuto — afpec, Ha KOTOPbIA OTNPABAAETCA MaKeT, ec/in AN1A Hero
He HakAeH MapLpyT B TabaunLe MmapLpyTUsaumm;

— [epsuyHoeili DNS, BmopuuHeili DNS — appeca cepBepoB AOMEHHbIX WMMEH
(ucnonb3ytoTca ana onpegeneHusa IP-agpeca ycTpomcTsa Mo ero AOMeHHOMY
MMeHM). [JaHHble NOA MOYXKHO He 3aMONHATb, €C/IU B HUX HET HEOBX0AMMOCTH.

=  DHCP — pexxum paboTbl, Nnpu Kotopom IP-agpec, macka noacetn, aapec DNS-cepsepa,
LW/K03 MO YMOMYAHUIO U ApyrMe napameTpbl, Heobxoaumble ansa paboTbl B ceTn, byayTt
nony4veHsl ot DHCP-cepBepa aBTomaTU4eCcKu.

MopneprkMBaemble onumu:

e 1 - mackKa cety;

e 3 —aapec ceTeBOro LWAK3a NO YMONYAHWIO;

e 6-—aapec DNS-cepBepa;

e 12 —ceTeBO€e UMA YCTPOMNCTBA;

e 28— WIKMpOKOBELLATE/IbHbIN agpec ceTu;

e 33 - cTaTMyeckne mapLipyTbl;

e 42 —appec NTP-cepsepa;

e 43 —cneundunyHana MHPopmaLmMa NPOM3BOANTENS;

e 66 —aapec TFTP-cepBepa;

e 67 — nma dalina nporpammHoro obecneyeHma ana sarpyskm no TFTP ¢ cepsepa

M3 onuumn 66;

e 120 - outbound SIP-cepsepa;

e 121 — 6ecknaccoBble CTaTUHECKME MapLLPYThI.
B DHCP-3anpoce B onumnm 60 YyCTPOUCTBO nepegaeT cneayowyo MHPOpMaLMIO
npoussoguTena s popmare:

= [VENDOR:npowussogutenb][DEVICE:T1n yctpoiictea][HW:annapaTHas Bepcus]
[SN:cepuitHbin Homep][WAN:MAC- apgpec wuHTepdenica WAN][LAN:MAC- agpec
nHtepdelica LAN][VERSION:Bepcua nporpammHoro obecneyeHus]
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Mpumep:

[VENDOR:Eltex][DEVICE:RG-5421G-Wac][HW:1.3][SN:VI46XXXXXX][WAN:A8:F9:4B:XX:XX:XX]
[LAN:02:20:80:a8:f9:4b][VERSION:#2.2.0.217]

= PPPOE — pexum pabotbl, npu KoTopom Ha WAN-uHTepdelice nogHumaetca PPP-ceccus.
Mpw BbIbOpe «PPPOE» ans pefakTMPOBaHMA CTAHYT AOCTYMHbI ClegyoLme napameTpbi:

Wmsa none3osamens — umaA NONb30BaTeNA ANA aBTopu3aunmn Ha PPP-cepsepe;
laponab — naponb ana astopusaunm Ha PPP-cepsepe;

Service-Name — nmsa ycnyrn — 3HauyeHue Tera Service-Name B coobuweHuun PADI
ANA vHuumManmsauumn PPPoE-coegmHeHus (Mcnonb3oBaHWe AAHHOM OMuMK He
ABnAeTcA 006MA3aTeNbHbIM, 3TOT NapameTp HAcTpPamMBaeTcA TONbKO MO
TpeboBaHMIO NpoBaliaepa);

Bmopoli docmyn — Tun A0oCcTyna K SIoOKa/ibHbIM CETEBbIM pecypcam.

Mo3KHo BbIbpaTb 2 BapuaHTa:

- DHCP - puHamuyeckun poctyn, Korga |IP-agpec n Bce Heobxogumble
napameTpbl NoayyatoTca no npotokony DHCP;

- Static — cTaTUYeCKUiA — B 3TOM C/ly4ae Heobxoanmble ANnA AOCTyNa napameTpbl
HYXXHO yKa3aTb Bpy4YHyto: IP-adpec, Macka nodcemu, DNS-cepsep.

= PPTP — pexkuUM, Npn KOTOPOM BbIXOZ, B MIHTEpPHET OCYLLECTBAAETCA Yepe3 cneumanbHbIn
KaHan, TYHHe b, ucnosb3ya npotokosn PPTP. Mpwu Bbibope «PPTP» Ans pegakTUpoBaHUA
CTaHYT AOCTYMNHbI cheaytowme napameTpbl:

PPTP-Cepsep — appec cepsepa PPTP (gomeHHoe umsa nan IP-aapec B popmare

IPv4);

Umsa nonbzosamersna — WA NONb30BaTeNA ANA aBTopmnsauunm Ha PPTP-cepsepe;

lMaponab — naponb gna astopusaumm Ha PPTP-cepsepe;

Bmopoli docmyn — TMRN AOCTyna K JIOKajAbHbIM ceTeBblM pecypcam n PPTP-

cepsepy. MoKHO BbI6paTh 2 BapuaHTa:

DHCP - pauHamuyeckuit poctyn, Korgaa IP-agpec m Bce Heobxoanmble

napameTpbl NoayyaroTca no npotokony DHCP;

Static — cTaTU4YecKkuii, B 3TOM c/iydae Heobxogumble ans poctyna K PPTP-

cepBepy NnapameTpbl 334a0TCA BPYUYHYIO:

— IP-adpec — npu cTaTUY4ECKOM AOCTyne C 3TOro aZpeca OCylLecTBAseTcs
poctyn go PPTP-cepsepa;

— MacKka nodcemu — npu cTaTUYECKOM A0CTYNe MacKa NoAceTy;

— DNS-cepsep — npu ctatnyeckom pgoctyne cepsep DNS, mcnonb3yembiii B
NIOKaNbHOM ceTu;

— Wnw3 — npu ctaTMyeckom Aoctyne w3 gna goctyna K PPTP-cepsepy
(ecnn Heobxoaum).

= [2TP — pexum, npu KOTOPOM BbIXOZ B MIHTEPHET OCYyLLEeCTBAAETCA Yepes CneunasbHbli
KaHan, TYHHe b, ucnonbsya npotokon L2TP. Mpwu Bbibope «L2TP» ans pefaKTMpoOBaHUA
CTaHYT AOCTYMHbI CAegyowme napameTpbl:

L2TP-Cepsep — agpec cepBepa L2TP (gomeHHoe uma nam IP-agpec B popmate
IPv4);

Uma nonbzosamesnda — UMa NONb30BaTeNa AnAa asTopusaunm Ha L2TP-cepsepe;
lMaposab — naponb ana astopusaunm Ha L2TP-cepsepe;

Bmopoli docmyn — TWN [OCTYNa K JIOKa/bHbI ceTeBbiIM pecypcam n L2TP-
cepsepy.

Mo3KHo BbIb6paTh 2 BapuaHTa:

DHCP - puHamumyeckuin pgoctyn, korpga |P-agpec n Bce Heobxoaumble
napameTpbl NoayyatoTca no npotokony DHCP;

Static — cTaTMYecKkMin, B 3TOM C/y4yae Heobxoaumble ans goctyna K L2TP-
cepBepy NapameTpbl 334aK0TCA BPYUYHYIO:

26
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— IP-adpec — npu cTaTU4eCcKOM [OCTyrme C 3TOro ajapeca OcyLiecTBaAseTca
poctyn ao PPTP-cepsepa;

— Macka nodcemu — npu CTaTUYECKOM J0CTyNne Macka NnoaceTu;

— DNS-cepsep — npu ctatnyeckom pgoctyne cepsep DNS, mcnonbsyembiii B
JNIOKa/IbHOM ceTu;

—  LWUat03 — npu cTaTUYecKom AoCTyne W3 Ans goctyna K L2TP-cepsepy (ecnm
Heobxoanm).

MpoTtokonabl PPTP 1 L2TP mncnonb3yloTcA AnA CO34aHUA 3aWMLLEHHOIO KaHana CBA3MU
yepes Internet mexay KOMMbIOTEPOM YyAaNneHHOro MO/Ib30BaTENA W YACTHOM CeTbio ero
opraHusaumn. PPTP un L2TP ocHoBbiBaloTCA Ha MpoTokone Point-to-Point Protocol (PPP) u
ABNAIOTCA €ero pacwmpeHusamu. [aHHble BepxHUX yposHer mogenu OS|I cHavana
WMHKancynupytotca 8 PPP, a 3atem B PPTP mnnu L2TP gnsa TyYHHENbHOM nepeaaym Yepes cetu
obwero gocrtyna. ®yHKUMOHaNbHble BO3MOXHOCTU PPTP n L2TP pasaunyHbl. L2TP moxkeT
MCNONb30BaTbCA He TONIbKO B IP-ceTAx, cnyxebHble cOObWEHNA ANA CO34aHMNA TYHHENA U
nepecbisIKWU MO HEMY AAHHbIX UCNONb3YIOT OAMHAKOBbIN GopmaT n NpPoTokonbl. PPTP moxeT
NPUMEHATbCA TONbKO B IP-ceTAx, U emy Heobxogumo oTaenbHoe coeguHeHwe TCP pgns
CO3[aHMA U MCNoNb30BaHUA TyHHensa. L2TP nosepx IPSec! npeanaraetr 6osblie ypoBHeN
6esonacHocTM, 4Yem PPTP, M wuMmeeT BbICOKYlO cTeneHb 6e30MacHOCTU BaKHbIX AN
OpraHmM3aunun AaHHbIX.

OcobeHHocT L2TP penatoT ero o4YeHb MEepPCneKTUBHbIM MPOTOKOJIOM AR MOCTPOEHUs
BMPTYaNbHbIX CETEMN.

= Bridge — ycTpolicTBo paboTaeT B pexunme mocTta (5-noptoBbI KOmMmyTaTop), And
[A0CTyNa K YCTPOMCTBY YCTAaHOBUTE NapameTpbl:
— IP-adpec — IP-agpec mocTa;
— Macka nodcemu — macKa noaceTn MocTa.

Ana BCTynaeHuna B cnny HOBOW KOHd)MpraLI,VIVI M 3aHeCeHMA HaCTpoeK B 3HepProHesaBUCUMMYIO NMamMATb

HaXXMUTe KHOMKY v . Ana oTmeHbl N3MEHEHUN HaXKmuTe KHOMKY

Y106bl MOAKNIOYUTL YCTPOMCTBO K CETM NpoBaiiaepa, HeOBXoAMMO YTOUYHWTbL y OonepaTopa ceTeBble
HacTpolku. MpuM MCNoNb30BaHMM CTaTUYECKMX HacTpoeK B nose «[1poTOKON» HYXHO Bbl6paTb 3HayeHue
«Static», 3anonHUTL nona «BHewHuin IP-agpec yctpoictea», «Macka noacetu», «LUnw3 no ymonyaHuio»,
«MNepBnyHbIin  DNS» w©n  «BTopuuHbii  DNS», npepocTaBieHHbIMM  MPOBaAEePOM  COOTBETCTBYHOLLUMMMU
3HayeHMAMK. Ecnm ycTpolicTBa B CeTM MpoBangepa MoJlyvyaltoT ceTeBble HACTPOMKM no npoTokonam DHCP,
PPPoE, PPTP unu L2TP — B none «[lpoTokon» BbibepuTe COOTBETCTBYIOWMIA NMPOTOKON U BOCMNOAb3YWATECH
WMHCTPYKUMAMM NpoBanaepa ANA NOJHON U NPaBUIbHOM HAaCTPOIKKN YCTPOMCTBA.

[lns KoppeKTHOI paboTbl IPSec cnepyeT OTKNHOUYNUTL TPAHCAALMIO aApecoB OTNPaBUTeNs.
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3.6.2 IP-tenedoHun

Ons pabotbl IP-TenedoHMM HeobXOAMMO YCTaHOBUTb HACTPOWKM B pasgene «IP-tenedoHua». Onn
YKa3aHWA [OOMNOJIHUTENbHBIX MapaMeTPoB MepernauTe B PEXMM PacIMPEHHbIX HACTPOEK, HaXKaB CCbIIKY
«nogpobHee».

Bo BKNaaKke «J/IMHUA 1» BbINOHAIOTCA OCHOBHbIE HAaCTPOMKM TenepOHHOro NopTa ycTpoiicTea «Phonex:

Bkao4Yumb — nNpu ycTaHOBIEHHOM dare AaHHasA JIMHUA aKTUBHA;
Homep — aBOHEHTCKWNI HOMEP, 3aKpeneHHbIl 3a TesiedOHHOM INHUEN;

Umsa nonb3zosamess — UMs NOJSIb30BaTeNA ANA ayTeHTUPUKaumm Ha SIP-cepBepe;

Maposb — naponb gna ayteHTUdMKaumm Ha SIP-cepsepe.

Bo BKnaake «SIP» BbINONHAOTCA OCHOBHbIE HAacTPOMKK ana SIP-npokcu cepeepa:

SIP-npokcu cepsep — ceTeBol agpec SIP-cepsepa — ycTpoiACTBa, OCYLLECTB/IAIOLLENO KOHTPOJb
[0ocTyna Bcex aboHeHTOB K TesiepoHHOM ceTun npoBaiiaepa. MoxHO yKas3aTtb Kak IP-agpec, Tak u
JOMEHHOEe UMA (Yepe3 ABoeTouMe MOXKHO 3a4aTb anbTepHaTuBHbIM UDP-nopt SIP-cepsepa, no
ymonyaHuio 5060);

Pezucmpayus — npu ycTaHOBNAEHHOM dare paspelleHa perucrpauma aboHEeHTCKMX NOPTOB Ha
cepBepe peructpayumu;

Cepsep pecucmpayuu — ceTeBO afpec YCTPOMCTBA, Ha KOTOPOM OCYLLECTBAAETCA perncTpaums
BCeX aboHeHTOB TenedOHHOM CeTU C LeNbio NpefoCcTaBAeHNA UM NPaBa No/1b30BaTbCA YCAyramm
cBA3n (4epes ABOeTOUME MOXKHO yKasaTb a/ibTEPHATUBHbLIA MOPT CepBepa perucrpauuu, no
ymonuyaHuio 5060). Mo)KHO yKasaTb KaK IP-agpec, Tak M gomeHHoe uma. OB6bIMHO cepBep
pervcTpaunmn dpusmyeckn coBmelleH ¢ SIP-npokcn cepsepom (OHM MMEIOT OAMHAKOBbIN agpec);

SIP OomeH — L,OMEH, B KOTOPOM Haxo4UTCA YCTPOMCTBO (3ano/IHATL Npu HeobXoANMOCTH).

[na BCTyNNeHWa B CMAYy HOBOM KOHOUrypauuMu M 3aHECEHMS HACTPOEK B 3HEpProHe3aBMCMMYI0 NaMATb

HaXXMUTe KHOMKY v . Ana oTmeHbl N3MEHEHUN HaXKmuTe KHOMKY

3.6.3 Wi-Fi

Ons paboTbl ycTpolictBa no cetM Wi-Fi Hy»KHO yKa3aTb OCHOBHble HacTpoiku B pasgene «Wi-Fi». Ona
YKa3aHMA [0NOJIHUTENbHBIX MapamMeTpoB MepenguTe B PEXMM PaCLUMPEHHbIX HACTPOEK, HaKaB CCblIKY
«nogpobHee».

Bo BKnagke «2.4 [Tu» BbINOAHATCA HacTponkn ana cetn Wi-Fi Ha yactoTe 2.4 [Ty, Bo BKAaake «5 MTu»
BbIMOJ/IHAOTCA HAacTPoikn ana cetm Wi-Fi Ha vactoTte 5 Iu;:

Bkaouume Wi-Fi — npu yctaHoBAeHHOM dare akTMBMpOBaHa 6ecnpoBoAHaa TOYKA A0CTyna B
COOTBETCTBYlOWEM AnanasoHe yactoT (2.4 T uam 5 MTu), npu cHaTom dnare — ToYKa goctyna
OTK/IIOYEHQ;

SSID — ma 6ecnpoBOAHON CETU, UCNOJIb3YETC AN1A NOAKAOUYEHUA K YCTPOMCTBY. MaKcMmanbHasn
ANVMHA UMeHM — 32 cMMBOJIa, BBOA, C YYETOM perncrtpa KnasmaTypbl. JaHHbIA NapameTp MOXKeT

cocToATb M3 undp, NaTMHCKUX BYKB, a Take cumsonos "-", " ",

cumonbl 1", " n "#" He MoryT cTOATb NEpPBbIMY;

, 5 "#Y, npu atom

’
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—  Pexcum 6e3onacHocmu — BblIbop perkmma besonacHocTn 6ecnpoBogHOM ceTu:

—  Off — oTkntoyeHo wudpoBaHue becnpoBOAHOM CETU, HU3KUIM YpOBEHb He30NacHOCTY;

—  WEP — ayteHTMduKauma WEP. WEP-knto4 gonxeH coCToATb M3 WeCTHAAUATEPUUHbIX
unop 1 nmetb ganHy 10 nam 26 cumBo0B, IMBO A0/XKEH ObITb CTPOKOM (CMMBObI a-Z,
A-Z, 0-9, ~ | @#5%"&*()_-+=) u UmeTb ANuHYy 5 namn 13 cMMBONOB.

—  WPA, WPA2 — ayteHTudumkauma WPA n WPA2. lnnHa KAatoya coctasaseT oT 8 fo 63
CMMBONOB. Pa3peluaeTca UCNOb30BaTb TONbKO CUMBOAbI: a-Z, A-Z, 0-9, ~1@#S$% &*() -
+=:\\|/?.,<>""" nam npoben.

Ana BCTyn/1€HUA B CUNy HoBOW KOH(I)MI'ypaLI,VIVI N 3aHeCeHnA HaCTpPOEK B 3HEProHeE3aBUCMMYIO MAaMATb

Ha*KMMUTE KHOMKY . [Ona OTMEHbl USMEHEHWUI HAXKMUTE KHOMKY

3.6.4 IP-teneBugeHue

Ona pabotbl GyHKUMM IPTV HYXKHO BbINOJIHUTb OCHOBHbIE HAaCTPOMKKM B pasgene «IP-tenesugeHue». Ans
YKa3aHMA LO0NOJIHUTENbHLIX MapamMeTpoB MepenguTe B PEXMM PaCLUMPEHHbIX HACTPOEK, HaKaB CCblJIKY
«noapobHee».

—  Bkaw4umeo IPTV — npu ycTaHOBAEHHOM dare paspeLleHa TpaHcaauua curHanos IP-tenesnaeHnn
¢ WAN-uHTepdeiica (M3 ceTn nposainaepa) Ha yCTPOCTBA, NOAKAOYeHHble K LAN-uHTepdeiicy;

—  Braw4yumoe HTTP-npokcu — npu ycTtaHoBneHHOM dnare mcnonb3oBatb HTTP-npokcu. HTTP-
NPOKcKu ocyliectsaseT npeobpasoBaHme UDP-notoka B notok HTTP, 4To No3BOAIAET yAy4YlWnUTb
KAQuecTBO TPAHCAMPYEMOro M306pa*KeHua MpU NJIOXOM KayecTBe KaHana CBA3M B JIOKA/IbHOM
ceTn. PyHKUMA nonesHa npu npocmotpe IPTV yepes 6ecnpoBogHbIi KaHan Wi-Fi;

— [Tlopm HTTP — Homep nopta HTTP-npoKkcK, ¢ KoToporo byaer ocyLecTBAATLCA TPAaHCAMPOBaHME
BMAEO-NOTOKA. Mcnonb3yiTe 3TOT MOPT ANA MOLKAOYEHUA K TPaHCAMPYEMbIM YCTPOMCTBOM
notokam IPTV.

Hanpumep, ecnn yctpoiictBo nmeeT Ha LAN-uHTepdeince agpec 192.168.0.1, ana nopTa NpoKcu-cepsepa
BblOpaHO 3HauyeHne 2345, 1 HeobxoAMMO BOCMPOM3BECTM KaHan 227.50.50.100, TpaHcaupytowmiica Ha UDP-
nopt 1234 - ana nporpammol VLC agpec NOTOKa HY»XHO 3a4aTb B Buae:
http://@192.168.0.1:2345/udp/227.50.50.100:1234.

[na BCTyNNeHWa B CMAY HOBOM KOHOUrypauuMuM M 3aHECEHMS HACTPOEK B 3HEProHe3aBMCMMYI0 NaMATb

Ha*XMUTE KHOMKY . ,ﬂ,ﬂﬂ OTMEHbI UBMEHEHUI HAXMUTE KHOMKY

3.6.5 Cucrema

B pasgene «Cuctema» BbINOAHAOTCA HACTPOWKM AocTyna K web-KoHourypaTopy ycTpoiictea. [ns
YKa3aHUA [OOMNONHUTENbHBIX MAapaMeTpoB NEPEUaUTeE B PEXMM PaCLUIMPEHHbIX HACTPOEK, HaXKaB CCbIIRY
«noapobHee».

Hoctyn Kk Web yepe3 WAN:

— HTTP - npu ycTaHOBNAEHHOM dnare paspeLleHo NoAKAOYEeHME K web-KoHbUrypaTopy ycTpoicTea
yepe3 WAN-nopT no npotokony HTTP (HebesonacHoe noaknoueHme);

— HTTPS — npu yctaHOBAeHHOM dnare pa3speweHo noAaKAveHne K web-KoHpurypatopy
ycTpolictea yepes WAN-nopT no npotokony HTTPS (6e3onacHoe noakoYeHue).

V Mo ymonuanuio goctyn K Web-uHtepdeicy ycTpoiictBa paspelueH TonbKo Yepe3s LAN-uHTepdeiic.
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Ana BCTyn/1€HUA B CUNy HoBOWM KOHd)VII'ypaLI,VIVI N 3aHeCeHnA HAaCTpOEK B 3HEProHe3aBUCMMYHKO MaMATb

v o
HaXXMUTe KHOMKY . Ana oTMeHbl UBMEHEHUNI HaXXmuTe KHOMKY

3.7 PacwupeHHble HaCTPOUKKU

[na nepexona B peXMM PacCUMPEHHbIX HACTPOEK YCTPOMCTBA HAXKMUTE CCbINKY «rmodpobHee» WAn Ha
naHenu cnesa BbibepuTe NYHKT «Hacmpoliku».

3.7.1 OcHoBHble anemeHTbl WEB-uHTEepdeiica

Ha pucyHke 8 npepcraBneHbl 31eMeHTbl HaBuraumm WEB-KoHOUrypaTopa B perKMMe pacliMpeHHbIX
HacTpoekK.

RG-5421G-Wac

- )
Cetb IP-teneeuaeHve  JlokanbHble HTepdencbl USB-cepeucel  Cuctema __4_)‘
HacTpoka NuHW Mpodmunm QoS MNpedMrcw ynpaenenwa JBC  CWrHanel Beli3oea  WMCTOPWA Bbi30BOB :j
CeteBble HacTpoliku |IP-TtenedoHun =
al ) ),
-y Mcnonb3oBaTte HACTPOMKK Internet
[ ]
Mcnone3oeate VLAN
VLANID |10
£
MpoTokon DHCP v
r g
AnbTepHaTHEHBIA Vendor 1D (onuwma 60)
MepsuyHbIil DNS
BTopuyHbld DNS
HacTpolika IPSec
BENHOYHTE
°)
© 000 "Mpednpusmue "3nmexc”, - Bepcus MMO:
/ Bepcus sed-udmepgelica:

PucyHok 8 — dnemeHTbl HaBuraunun Web-KoHdurypatopa
OKHO nosab3oBaTeNbCKOro MHTepdeica pas3aenieHo Ha cemb obnacTei:

MmA nonb3osaTtens, noj KOTOPbIM Obla OCYLWLECTB/IEH BXOA B CUCTEMY, @ TaK¥Ke KHOMKa 3aBeplueHus
ceaHca paboTbl B8 WEB-uHTepdeiice (8b1x00) noa, AaHHbIM NONb30BaTE/IEM.
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BKNnaaKuM MeHto rpynnupytoT BKAAAKW NoamMeHto no KaTeropuam: Cetb, IP-tenedoHus, IP-tenesngeHme,
JloKanbHble uHTepdeiicol, Cuctema.

BKN1aAKM NOAMEHIO CAYKaT A8 YpaBAeHWA NosiemM HacTpoeK.
MaHenb cmeHbl pexknma WEB-KoH$urypatopa (onucaHue B pasgene 3.3)

Mone HacTpoek ycTpoicTBa, KoTopoe 6asmpyercA Ha Bbibope nosnb3oBaTensa, npefHasHayeHo AnA
NPOCMOTPA HACTPOEK YCTPOICTBA M BBOAA KOHPUTYPALMOHHbIX AAHHDIX.

KHOMKM ynpaBneHuns KoHourypaumen, nogpobHas MHpopmaLums npuseseHa B pasgene 3.4.

NHdopmaymoHHoe nose, B KOTOpomM oTobparkaetca Bepcus NO, Bepcma WEB-uHTepdeiica.
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3.7.2 MeHio «CeTb»
B meHo «CeTb» BbINONAHAKTCA OCHOBHbIE ceTeBble HaCTpOﬁKM yCTpOﬁCTBa.

3.7.2.1 MNMoameHo «UHTEpPHET»

B nogmeHtio «MHTepHET» BbINOAHAETCA KOHOUIypUpPOBaHWE MOAKAOMEHMA K BHeWHel cetn (no
npotokonam PPPoE, DHCP, PPTP, L2TP, cTaTU4YeCKM, B pexmme mMapLlpyTM3aTopa, CTaTUY4ECKU U NO NPOTOKONY
DHCP B perknme MoCTa) U JIOKa/IbHOM CETH.

OBwue HacTpolkn

MmA xocTa

BHelwHas ceTe

MogkniueHne K MHTEpHET MpoBOHOE NOgKNHIYEHNE v
Hactpolikn nogknwveHna

Pexim paboTel MapupyTtuaatop v
MpoTokon Static v
Brewnwii IP-agpec yotpoiicTea 192.1658.18.30
Macka nogcemm 255 255 2550
N3 no yMonyaHuo 192.165.18.1
MepenyHEIn DNS 8.8.8.8
Bropnuneni DNS 8.8.44
Paamep MTU 1500
Menonezoeate VAN Bo BHelHel caTn

OTKNHYNTE TPAHCIALWK a4 pecoB
oTnpaenTena

NokaneHas ceTb
IP-agpec ycTpoiicTea 192.168.2.1

Macka nogcemm 255 255 2550

HacTpolika IPSec

Benrounts Coemecmuan paboma mpaHcnayuy adpecos omnpaeumens u [PSec HeeoaMoxHa

Obuwue HacmpoUlKu

—  Wmsa xocma — cemesoe umA ycmpolicmesa.
BHewHsasa cemob

—  [ModkntoyeHue Kk MHMepHem — cnocob NOAKNHYEHMS YCTPOWCTBA K BHELLIHEN CeTu:

= [Ipo800OHOE MOOKAYeHUEe — NOAKJIYEHNE K CeTU MHTEPHET OCYLLLeCTBAAETCA TO/IbKO MO
Ethernet-kabento yepes nopt WAN;
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3G/4G USB-modem — nopxatodeHne K cetm WHTepHeT ocyulecTsiAerca uvepes
6ecnposoaHon USB-mogem 3G/AG (uyepes ceTb MOBUAbHOWM CBA3M), NOAKAOUYEHHbIN K
USB-nopTy yCcTpOICTBa;

Wi-Fi nodKawoveHue — noAKNOMEeHME K ceTu WHTepHeT ocywecTBasieTca 4epes
6ecnpoBogHyto cetb Wi-Fi.

Hacmpoliku nodkawoueHus

1. Mpu BbIGOpe cnocoba nogkntoueHus «MpoBogHOe MoAKAOYeHMe» byayT AOCTYMHbI caeayowme

HACTPOMKM:

Pexcum pabomel — pexkum paboTbl yCTPOMCTBA:

Mapwpymuzamop — mexay LAN- n WAN-uHTepdelicamm yCTaHaB/IMBAETCA PeXuUm
mapupytmsatopa (LAN nsonmposaH ot WAN);

Mocm — mexgy WAN u LAN-uHTepdeincammn ycTaHaB/NMBAETCA PEXMM MOCTA: AaHHble
nepeaatotcs npo3padyHo n3 LAN B WAN 1 06paTHO — paKTMUYECKM YCTPOMNCTBO paboTaeT B
pernme KOMMyTaTopa.

Mpu BbIbOpe pexuma paboTbl «Mapwpymuzamop» 6yayT A[OCTYNHbI cAedylowme HacTPOWMKU

NOAKNOYEHUNA!

[MpomoKos — BbIOOP MPOTOKONA, NO KOTOPOMY OyAeT ocywecTBAATbCA noakatoveHne WAN-
MHTepdelica yCTPONCTBA K CEeTU NpeaoCcTaBAeHMA yCayr npoBanaepa:

Static — pexum paboTbl, Npu KoTopom IP-agpec M Bce HeobxoaMMble MapameTpbl Ha
WAN-uHTepdeic HasHavaloTcs CcTatudeckn. [pu  Bblbope Tuna «Static» ans
penakTUpoBaHMA CTaHYT AOCTYNHbI CAeaylolne napameTpbl:

— BHewHuli IP-adpec ycmpolicme — ycTaHoBKa |P-agpeca WAN-uHTepdeiica
YCTPOWCTBA B CETU NpPOBanNaepa;

— Macka nodcemu — MacKa BHELUHEe NoAcCeTH;

— W03 no ymonyaHuto — afpec, Ha KOTOPbIA OTNPABAAETCA NAKeT, eCN AA HEro
He HaAeH MapLpyT B TabauLe MapLpyTU3aumm;

— [epsuyHobili DNS, BmopuuHeili DNS — appeca cepBepoB AOMEHHbIX WMMEH
(ucnonb3ytoTca ana onpegeneHusa IP-agpeca ycTpomcTsa Mo ero AOMeHHOMY
MMeHu).  [aHHble NOAA MOMKHO OCTaBMTb MYCTbIMKW, €CAN B HUX HeT
HeobXxo4MMOCTH.

DHCP — pexum pabotbl, npu KoTopom IP-agpec, macka noacetun, agpec DNS-cepsepa,
LW/K03 MO YMOMYAHUIO M Apyrve napameTpbl, Heobxoaumble gns paboTbl B ceT, byayTt
nony4veHsl ot DHCP-cepsepa aBTomaTU4eCKu.

Moaaeps>kMBaemble onLUUn:

e 1 -—macka ceTty;

e 3 —aapec ceTeBOro LWAK03a NO YMOJYAHUIO;

e 6 -—aapec DNS-cepsepa;

e 12 —ceTeBoe MMSA YCTPOMNCTBA;

e 28— WIMpOKOBELLATENbHbIN agpec ceTu;

e 33 - cTaTMyeckne mapLipyTbl;

e 42 —appec NTP-cepsepa;

e 43 —cneundunyHana MHPopmaLMa NPOM3BOANTENS;
e 66 —aapec TFTP-cepBepa;
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67 — nma danna nporpammHoro obecneyeHus ana sarpysku no TFTP ¢ cepsepa
M3 onuumn 66;

120 - outbound SIP-cepBepa;

121 — 6ecknaccoBbie CTaTUYECKME MAPLLPYThI.

Ons npotokona DHCP nmeeTtcs BO3MOXKHOCTb 3a4aTb HeobxoaAnMoe 3HaYeHune onumm 60.

AnemepHamusHsbili Vendor ID (onyus 60) — npu ycTtaHoBneHHom dnare
ycTpolictBo nepefaét B DHCP-coobuweHuax B onuum 60 (Vendor class ID)
3HaueHue wu3 nona Vendor ID (onyus 60). Mpu nyctom none onuua 60 B
coobueHunsx npotokosa DHCP He nepeaaércs.

Ecnn dnar AnemepHamusHsili Vendor ID (onyua 60) He ycTaHOBAEH — B OMNLUK
60 nepepaeTca 3HaYeHUE NO YMOYAHUIO, KOTOPOE MMEET crieaytowmin dopmart:
[VENDOR:npoussoamnTens][DEVICE:Tnn ycTpoicTtea][HW:annapaTHas Bepcus]
[SN:cepuitHbii Homep][WAN:MAC-agpec uHtepderica WAN][LAN:MAC-agpec
nHtepdelica LAN][VERSION:Bepcua nporpammHoro obecneyeHus)

Mpumep:
[VENDOR:EItex][DEVICE:RG-5421G-Wac][HW:1.2][SN:VI23000118]
[WAN:A8:F9:4B:03:2A:D0][LAN:02:20:80:a8:f9:4b][VERSION:#2.1.0]

lMepsuyHsbiti DNS, BmopuuHbili DNS — IP-aapeca DNS-cepBepoB — ecin agpeca
DNS-cepBepoB He Ha3Ha4yalOTCA aBTOMaTUYeCcKM no npotokony DHCP, npwu
HeobxoAMMOCTM 3agalTe MX BPYYHylo. Aapeca, 3aflaHHble BpPy4YHylo, 6yayTt
umeTb npuopuTeT Hag agpecamun DNS-cepsepoB, NOAyYEHHbIMUK MO MNPOTOKONY
DHCP.

= PPPOE — pexum pabotbl, npu KoTopom Ha WAN-uHTepdelice noaHumaetca PPP-ceccus.
Mpw BbIbOpE «PPPOE» ans pefakTMPOBaHUA CTAHYT AOCTYMNHbI Cleayolme napameTpsbl:

Wmsa nonb3osamensa — uma NoNb30BaTena ansa asTopmsaummn Ha PPP-cepBepe;
laponb — naponb Ana asTopusaumm;
Tun coeduHeHUA — B 3aBMCMMOCTM OT BblbpaHHOro 3HauyeHua PPP-ceccus
nogHsta Bcerga (AlwaysOn), ceccua uMHUMUMMPYETCA NpU  HeobxoaMMocTu
nepegaun Tpadpuka (OnDemand), pyuHoe BKAOYeHUe ceccun (Manual);
Tatimaym HeakmugHoCcmMuU, € — NPOMEKYTOK BPEMEHU, MO UCTEYEHUIO KOTOPOro
npoucxoauT paspbiB PPP-ceccnn no HeakTUBHOCTU B pexkume OnDemand;
Konuyecmeo LCP-echo — KonnyectBO HeoTBeyeHHbIXx LCP-3anpocos, nocne
KOTOPbIX Nponcxoamt paspbis PPP-ceccuu;
Mepuod omnpasku LCP-echo, ¢ — nepuog, otnpasku LCP-echo;
MTU — MakcuMManbHbli pa3mep 6/710Ka AaHHbIX, NepefaBaembix MO CETU
(pekomeHayemoe 3HauyeHne — 1492);
Service-Name — nma ycnyru — 3HayeHue Tara Service-Name B coobuweHuun PADI
(none He 06s3aTeNbHO A1 3aMNOHEHWSA);
Bmopoli docmyn — T1n JOCTYNa K 10Ka/IbHbIM CETEBLIM PECYPCAM.
Mo»KHO BbIOpaTb 2 BapuaHTa:
DHCP - pauHamuyeckuir poctyn, kKorga |IP-agpec u Bce Heobxoanmble
napameTpbl NoayyatoTca no npotokony DHCP;
Static — cTaTyecknin — B aTOM c/lyyae HeobxoauMble ANA A0CTyna napameTpsl
33[a10TCA BPYYHYIO:
IP-adpec, Macka nodcemu, DNS-cepsep;
AnnapamHoe ycKkopeHue mpaguKa — B 3aBUCMMOCTU OT BbIOPAHHOIO 3HAYEHMSA
AOCTUraeTca yBeMYyeHue NponycKHOM CNOCOHBHOCTHN YCTPOMCTBA NpU Nepesaye
Tpaduka PPP (npu Bbibope PPP) nunu IPoE (npu Bbibope Ethernet).

= PPTP — pexum, Npu KOTOPOM BbiXog, B VIHTEpHET OCyLLEeCTBAAETCA Yepes creunasbHbli
KaHan, TYHHeNb, ucnonb3ya npotokon PPTP. Mpu Bbibope «PPTP» ana pefakTMpoBaHuWA
CTQHYT AOCTYMHbI CAegyowme napameTpbl:
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PPTP-Cepsep — IP-appec cepsepa PPTP;

Wma nonv3osamensa — nmAa Nonb3oBaTena ana asTopmsaummn Ha PPTP-cepsepe;
laposab — naponb ana astopusaumm Ha PPTP-cepsepe;

Tun coeduHeHUA — B 3aBMCMMOCTM OT BblGpaHHOro 3HaveHuAa PPP-ceccus
nogHsata Bcerga (AlwaysOn), ceccua uHUMUMMPYETCA NpU  HeobXxoauMMocTu
nepeaaun Tpadmka (OnDemand), pyuHoe BKaoUueHne ceccum (Manual);
Talimaym HeaKmusHoCMU, € — NPOMEKYTOK BPEMEHMU, MO UCTEYEHUIO KOTOPOro
npouncxoamT paspblis PPP-ceccum no HeaKTMBHOCTU B perkmume OnDemand;
Konuyecmeo LCP-echo — KonnyectBo HeoTBeuyeHHbIXx LCP-3anpocos, nocne
KOTOpPbIX NponcxoauT paspbis PPP-ceccuu;

Mepuod omnpasKku LCP-echo, c — nepuog, otnpaBku LCP-echo;

MTU — maKcMMainbHbIM pasmep O/10Ka [AaHHbIX, nepegaBaemMblXx MO CETU
(pekomeHayemoe 3HaueHue — 1462);

Bmopoli docmyn — Tun [ocTyna K NIOKanbHbIA ceTeBbiIM pecypcam un PPTP-
cepsepy.

Mo*KHo BbibpaTb 2 BapnaHTa:

DHCP - pauHamuyeckuit poctyn, Koraa IP-agpec m Bce Heobxoanmble
napameTpbl NoayyatoTca no npotokoay DHCP;

Static — cTaTU4Yeckuii, B 3TOM cnydae Heobxogumble ans poctyna K PPTP-
cepBepy NapameTpbl 334aK0TCA BPYUYHYIO:

IP-adpec — nNpwn cTaTUYECKOM AOCTYMNe C 3TOro ajpeca OCyLecTBAseTcs A0CTyn
00 PPTP-cepsepa;

Macka nodcemu — npu CTaTUYECKOM [OCTyNe Macka NnoaceTu;

DNS-cepsep — npwu crtaTudyeckom goctyrne cepsep DNS, ucnosbsyembit B
JNIOKa/IbHOWM ceTu;

LLino3 — Npy cTaTMYecKom AoCTyne Wwa3 Ana goctyna K PPTP-cepsepy (ecam
Heobxoaum).

AnnapaTHoe yckopeHue TpaduKa paboTaeT ToNbKo ana nHtepdeiica sBToporo aoctyna (IPoE).

L2TP — pexum, Npu KOTOPOM BbIXOA, B MHTEPHET OocyLLecTBAAETCA Yepes3 cneumanbHbli

KaHan, TYHHenb, Ucnonb3ya npotokon L2TP. Mpu Bbibope «L2TP» ans penakTMpoBaHUs
CTaHYT AOCTYMNHbI Cneaylolmue napameTpsbl:

L2TP-Cepsep — IP-appec cepsepa L2TP;

Uma nonv3osamensa — nma Nonb3oBaTena Ana asTopmsaummn Ha L2TP-cepsepe;
lMaposab — naponb ana astopusaunm Ha L2TP-cepsepe;

Tun coeduHeHUA — B 3aBMCMMOCTM OT BblGpaHHOro 3HayeHua PPP-ceccus
nogHsata Bcerga (AlwaysOn), ceccua uHMUMMPYETCA NpPU  HeobXxoauMocTU
nepegaun Tpaduka (OnDemand), pyyHoe BKAOYeHUe ceccumn (Manual);
Talimaym HeakmusHOCMU, C — NPOMENKYTOK BPEMeHM, MO UCTEYEHUIO KOTOPOrO
npoucxoauT paspblie PPP-ceccum no HeaKTUBHOCTU B perkume OnDemand;
Konuyecmeo LCP-echo — KonuuectBo HeoTBeuyeHHbIXx LCP-3anpocos, nocne
KOTOpPbIX NponcxoamT paspbis PPP-ceccuu;

Mepuod omnpasku LCP-echo, c — nepuog, otnpaBku LCP-echo;

MTU — MaKcMmanbHbIM pa3mep 6/10Ka AaHHbIX, NepegaBaemMblX MO CETU
(pekomeHayemoe 3HaueHue — 1462);

Bmopoli docmyn — TN AOCTyNa K NOKa/bHbIM ceTeBbIM pecypcam u L2TP-
cepsepy.

Mo»KHo BbIbpaTb 2 BapuaHTa:

DHCP - puHammyeckuin pgoctyn, korga IP-agpec n Bce Heobxoaumble
napameTpbl NoayyatoTca no npotokoay DHCP;

Static — cTaTWUyeckuid, B 3TOM caydae Heobxogaumbie ans pocrtyna K L2TP-
cepBepy NapameTpbl 334al0TCA BPYYHYIO:
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— IP-adpec — npu cTaTU4eCcKOM A0CTyne C 3TOro apeca OCyLLeCTBAAETCA A40CTyn
0o PPTP-cepsepa;

— Macka nodcemu — npu CTaTUYECKOM J0CTyNne Macka NnoaceTu;

— DNS-cepsep — npwu ctatndyeckom goctyne cepsep DNS, ucnosnbsyembit B
JIOKaNbHOWM ceTu;

— LWno3 — npy cTaTUYeCcKom AocTyne w3 ana goctyna K L2TP-cepsepy (ecam
Heobxoaum).

AnnapaTHoe ycKopeHue TpaduKa paboTaeT ToNbKO Ana nHtepdeiica BToporo aocryna (IPoE).

MpoTtokonabl PPTP 1 L2TP mncnonb3yloTcA AnA CcO34aHUA 3aWMLEHHOIO KaHana CBA3MU
yepes Internet mexay KOMMbIOTEPOM YyAaNneHHOro MO/Ib30BaTENA W YACTHOM CeTbio ero
opraHusaumn. PPTP 1 L2TP ocHoBbiBalOTCA Ha MpoTokone Point-to-Point Protocol (PPP) u
ABNAIOTCA €ero pacwmpeHusamu. [aHHble BepxHWUX yposHer mogenu OS|I cHavana
MHKancyaunpytotca B PPP, a 3atem B PPTP naun L2TP ana TyHHeNbHON nepepayn Yepes cetu
obuwero goctyna. ®yHKUMOHaNbHble BO3MOXHOCTU PPTP mn L2TP pasnunuHbl. L2TP moxeT
MCNONb30BaTbCA He TONIbKO B IP-ceTax, cnyxebHble cOObWEeHNn ana co3aHmnA TyHHeNA u
nepecbisIKW MO HEMY AAHHbIX UCNONb3YIOT OAMHAKOBbIN GopmaT 1 NpPoToKonbl. PPTP moxeT
NPUMEHATbCA TONbKO B IP-ceTAx, U emy Heobxogumo oTaenbHoe coeguHeHwe TCP pgns
CO3[aHMA U MCNOoNb30BaHUA TyHHensa. L2TP nosepx IPSec? npeanaraet 6o/blue ypoBHEN
6e3onacHocTM, Yem PPTP, 1 rapaHTMpOBaTb BbICOKYIO CTeMeHb 6e30MacHOCTb BaXKHbIX AN
OpraHmM3aunun AaHHbIX.

OcobeHHocT L2TP pgenatoT ero o4YeHb MepPCneKTUBHbIM MPOTOKOJIOM AR MOCTPOEHUs
BMPTYaNbHbIX CETEMN.

—  MUcnonsvzosame VLAN 80 sHewHeli cemu — Npu yCTaHOBNEHHOM dare MCnob30BaTh 414 BbIXO4a
B MIHTepHeT naeHtudukaTop VLAN, nponuncaHHbin B none «VLAN ID».

=  VLAN ID — npgentuduratop VLAN, ncnonbsyemblit gns 4aHHOM ycnyru;

= 802.1P — npwusHak 802.1P (apyroe Ha3BaHue CoS — Class of Service), ycTaHaBIMBaeMbIN
Ha ucxoaswme ¢ gaHHoro nHtepdeiica IP-nakeTbl. MpuHUMaeT 3HaveHMA oT O (HM3LWKi
npuopuTeT) Ao 7 (HaMBbICWNI NPUOPUTET).

VLAN — eupmyanbHas r0KaabHas cemoe. [pepctasndaetr coboi  rpynny  XocCToOB,
06beANHEHHbBIX B OAHY CeTb, HE3aBUCMMO OT MX OGU3NYECKOrO MEeCTOHAXOMKAEHUA.
YcTpoiicTBa, CrpynnuMpoBaHHble B o4HY BUpTyanbHyto ceTb VLAN, umeloT OAMHaKOBbIN
naeHTndukatop VLAN-ID.

—  OmkKnaw4ume MPAHCAAYURO GOPECOB omnpasumesnda — Npnu yCtTaHOBNIEHHOM d)nare OTK/ZIKOYEHa
nogmeHa agpeca oTnpasuTena nakeTa n3 JIOKa/IbHOM noacetu (OTKI'IIO‘-IEHMG masquerading).

Mpu BbIBOpE pexnma paboTbl « Mocm» 6yayT AOCTYNHbI CAeAytolmMe HacTPOMKM NOAKNOUYEHWSA:

— [lpomokon — BbIGOP NPOTOKO/A, NO KOTOpOMYy OyAeT OCyLLecTBAATbCS nogkatovyeHne WAN-
nMHTepdelica yCTPONCTBA K CeTU NpeaocTaBAeHMA yCayr nposanaepa:

= Static — pexxum paboTbl, Nnpu KoTopom IP-agpec M Bce HeobxoauMble NapameTpbl Ha
WAN-uHTepdeic HasHaualoTca CcTaTudeckn. [lpu  Bbibope Tuna «Staticy ans
penakTMpPOBaHMA CTAHYT AOCTYNHbI CAeAylolne napameTpbl:

[lns KoppeKTHOI paboTbl IPSec cnepyeT OTKNHOUYUTL TPAHCAALMIO aApecoB OTNPaBUTeNs.
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— IP-adpec — yctaHoBKa IP-agpeca WAN-uHTepdelica ycTpolicTBa B CETH
nposaiaepa;

— Macka nodcemu — MacKa BHeLUHel NoAceTH;

— W03 no ymonyaHuo — afpec, Ha KOTOPbI OTNPaBAAETCA NaKeT, ecin AN1A Hero
He Hall4eH MapLlwpyT B Tabanue mapLipyTusaumm;

— [epsuyHbili DNS, BmopuuHeili DNS — apgpeca cepBepoB AOMEHHbIX WMMEH
(ucnonbsytotca anAa onpegeneHuns IP-agpeca ycTpoicTBa nNo ero AOMeHHOMY
MMeHu).  [aHHble NOAA MOMHO OCTaBUTb MYCTbIMKW, €CANM B HUX HET
HeobxoaMmocCTH.

=  DHCP — pexum paboTbl, Nnpn KoTopom IP-agpec, macka noacetu, agpec DNS-cepsepa,
LJ/I03 MO YMOJIYaHUIO M Apyrve napameTpbl, Heobxoaumble gns paboTbl B ceTn, byayT
noJiy4yeHbl OT

— AnbmepHamusHbili Vendor ID (onyus 60) — npu ycTtaHoBAeHHOM ¢nare
yctpoiictBo nepegaét B DHCP-coobuweHuax B onuum 60 (Vendor class ID)
3HayeHue wu3 nons Vendor ID (onyus 60). Mpu nyctom none onuua 60 B
coobueHunsax npotokosa DHCP He nepeaaércs.

Ecau dnar AnemepHamusHeili Vendor ID (onyus 60) He ycTaHOBAEH — B ONUMU
60 nepepaeTca 3HaYEHME NO YMOIYAHUIO, KOTOPOE MMEET crieayowmnin dopmart:
[VENDOR:npoussoautenb][DEVICE:Tun yctporictea][HW:annapatHaa Bepcus]
[SN:cepuitHbIn Homep][WAN:MAC-agpec uHTepderica WAN][LAN:MAC-agpec
nHtepdelica LAN][VERSION:Bepcua nporpammHoro obecnevyeHus]

Mpumep:
[VENDOR:EItex][DEVICE:RG-5421G-Wac][HW:1.2][SN:VI23000118]
[WAN:A8:F9:4B:03:2A:D0][LAN:02:20:80:a8:f9:4b][VERSION:#2.1.0]

— [epsuyHsili DNS, BmopuyHebili DNS — IP-agpeca DNS-cepBepoB — ecnmn agpeca
DNS-cepBepoB He Ha3Ha4alOTCA aBTOMATM4YeCKM no npotokony DHCP, npwm
HEeobX04MMOCTU 3a4aNTe UX BPYYHYIO.

2. Mpun BblBOpe cnocoba noaxatoyeHnsa «3G/4G USB-mogem» ana HacTPOMKM 6yayT AOCTYMHbI
cnegytoume nona:

HacTpoWkn nogknveHns
MoBunEHBIR npoBangep CKalnuHK v
MMA nonbzogaTens mobile
Maponb | sseesses
Homep fo3soHa #ITT
[ononHuTeneHele NapaMeTpsl MHULManU3aumnmu
MTU 1492

[na 3anonHeHus Hacmpoex pexomMer dosaqHbIMU # Mo YMOMEHWHD
nposa id EDOM SHaYEHUAMU HaXMUMe KHONKY

OTKNYKTE TpAHCNALMKD aapecos oTNpaB1uTeNA

—  MobunbHsiii nposatiidep — nma npoBagepa, NpeaocTasaAlolero aoctyn K cetm 3G/4G. U3
Cnucka Bbl moxeTe BbIGPaTb O4HOIO U3 WECTU MOBUIbHBIX ONEepPaTopoB (HACTPOMKM Kaxaoro u3
HUX XPaHATCA B NAMATU YCTPOMCTBA), NPUCYTCTBYIOLMUX Ha Tepputopumn Poccuiickon depepaumm:
MeradoH, BunaiH, MTC, CkaihnumHk, Tene2, Yota. HaxkaB Ha KHonky «[o ymonyaHWio»
NPOu30MAET 3aMno/IHEHME HACTPOEK MOAKAYEHMA NapameTpamu BblbpaHHOro npoBaiaepa.
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KHonka

Echn  HacTpolikM npoBaigepa B Bawem perMoHe OTAMYAIOTCA OT  MPEAJIONKEHHDbIX,
OTPefaKTUPYITE NX B COOTBETCTBUMN C HEOOXOAMMbIMWU 3HAYEHUAMM.

Ecnu Bawero npoBaiaepa HeT B CNUCKe — BbiIbepuTe 3HaueHne «[pyroii» u 3anosHMTe Bce Nons
B COOTBETCTBUM C HAacTpOIiKamu Bawero nposaiiaepa;

lpomoKos — none AOCTYMHO TONbKO Npu Bblibope 3HaYeHus «pyroi» m3 cnmcka mMobuabHbIX
nposanaepoB. B 60/blUMHCTBE cnydyaeB MOBUAbHbIE onepaTopbl UCMONb3YIOT NpoToKkoa PPPoE
AN JOCTyna K CBOEe ceTn, ogHako ans paboTbl ¢ HEKOTOPbIMW MOAENAMW MOLEMOB MOXKET
notpeboBaTbCa BbIGOp NpoToKosa DHCP;

Uma none3osamens — WMA NOMb30BaTeNs AN WAEHTUPUKAUMM NPU  NOAKAOYEHUM K
b6ecnpoBoaHOM ceTu;

lMaposb — Naposib AnA MASHTUOMKAUUM NPU NOAKAIOYEHNM K BecnpoBoOAHOM ceTu;

Homep po3BoHa — HOMep [O03BOHA A4/ MOAKAOYMEHMA K HecnpoBogHol cetu (npumep:
*99***1#”

JonoanHumensHbie napamempsl — NApPaMeTpbl AAA NOAKAYEHUA K CETU MOOUIBHOM CBA3M
(npumep: AT+CGDCONT=1,IP,internet — ana MeradoH); B 4aHHOI CTPOKE HeNb3a MCMNO/b30BaTb
KaBbIYKW;

MTU — MaKcMmanbHbli pasmep 6710Ka AaHHbIX, NepeAaBaemblX MO CETWU, PeKoMeHAyemoe
3HayeHue — 1492;

OmKa4YUMbs MPAaHcAauu adpecos omnpasumesns — NP yCTaHOBAEHHOM dnare OTKAOYEHA
nogMeHa afipeca OTnpaBuUTeNA NaKeTa U3 IOKasbHOM noaceTun (OTKAtoYeHMe masquerading).

«Mo ymon4aHuio» npeAHasHadeHa Aaa 3aMo/IHEHMA HACTPOeK MpoBalgepa 3apaHee

npeaycraHoBNE€HHbIMU 3HAYEHUAMU, XPAHUMbIMU B NMaMATU yCTpOf/‘ICTBa, TEM cambiM M36aBnAA Nosb3oBaTeNs
oT HEO6XO,£I,MMOCTM NUCKaTb 3TN HaCTPOﬁKM B MHTepHETe.

3. MNpwu BbI6Ope cnocoba nogkaoveHns «Wi-Fi nogkaoueHmne» 6yayT A0CTYMNHbI C/ieAyoWmMe HacTPOMKM:

BHelwHAR ceTb
MopknoyeHue K MHTepHeT Wi-Fi nogknioyeHue v
HacTpoiku NoaKNKYeHUA
OuanaszoH 5Ty v
WaeHTMHKaTOp ceTH (SSID) | Eltex
Pesim 802.11ac v
LupuHa KaHana 80 My v
Pesxum GesonacHocTH off v
MoLHOCTb CUrHANA 100%
Pexum patoTsl MaplupyTusatop v
MpoTokon Static v
BHeLHWi IP-anpec 192.168.18.30
Macka nogceTn 255.255.255.0
LLIneo3 no ymonyanuie | 192.168.18.1
MepeMyHbIA DNS | 8.8.8.8
BTOpHYHBIA DNS 8844
Pa3smep MTU 1500
Wcnonbsosats VLAN
OTKNIOYMTE TPAHCNALMIO 3APECoB OTNPaBUTENA
V Mpu ucnonbsosanum pexxuma «Wi-Fi nogkntoueHne» Touka goctyna Wi-Fi 6yaeTt HegoctynHa B
BbI6paHHOM AMana3oHe NoAKAYEeHUA.
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— JluanaszoH — Bbl6oOp pabouero agnanasoHa: 2.4 My, nan 5 My,

—  UWNoeHmugukamop cemu (SSID) — nma 6ecnpoBOAHON CETU, UCNONbL3YETCA ANA NOAKNOYEHUA K
ycTpolicTey. MaKkcMmanbHas AfiMHa UMeHN — 32 CMMBOAA, BBOA, C YY4ETOM PErMcTpa KiaBmaTypbl.
[aHHbIA NapameTp MOXKeT COCTOATb U3 undp, NaTUHCKMX ByKB, a Takxe cumsosos "-", " ", ""
ll||| n

", "3 M npobena, npu atom cumsosbl 1M, M "H#" M npoben He MOryT cToATbL NepPBbIMU;
—  Pexum 802.11 — Bblb6Op pexxknuma paboTbl becnpoBoagHOro nHTepdeinca.

’

Ona 2.4 1MTu;

= 802.11b — ecnn Bce bHecnpoBoAHble KAMEHTbI NoadeprkmBatoT ctaHgapt 802.11b, no
AaHHOMY CTaHAAPTYy MaKCMMabHas CKOpPOCTb cocTasndeT 11 Méut/c;

= 802.11bg — ecnu B CE€TU NPUCYTCTBYIOT BECNPOBOAHbIE KAMEHTbI ¢ noaaepkon 802.11b
1 802.11g, no craHgapTy 802.11g MmakcMmanbHaa CKOPOCTb cocTasasneTt 54 Méut/c;

= 802.11bgn — ecnn B CETU NPUCYTCTBYIOT OECNPOBOAHbLIE K/AMEHTbI C MOAAEPHKKON
802.11b, 802.11g n 802.11n;

=  802.11n — paHHbIN CTaHAAPT NpeaycMaTpuBaeT MakcUmasbHyo ckopocTb 300 M6éuTt/c.
802.11n wucnonbsyet TexHonornio MIMO (HECKO/NbKO BXOA0B, HECKONbKO BbIXOA0B),
06paboTKy CUFHANOB M TEXHONOTMUIO WHTENNIEKTYa/IbHOM aHTeHHbl ANA nepenayun
HECKOJIbKMX MOTOKOB [JaHHbIX 4Yepe3 HECKO/bKO aHTEeHH. JTO [aéT nATMKpaTHoe
yBe/IYeHMe MNPOU3BOAUTENBHOCTM U OBYKPATHOE yBe/AuveHWe AuarnasoHa no
CpaBHEHUIO C Npeablaywmm ctaHgapTom 802.11g.

Ona5Imu:

= 802.11a — maKcumasibHaa CKOpoCTb cocTasnsaet 54 M6éut/c;

=  802.11n — paHHbIN CTaHAAPT npeaycMaTpuBaeT MakcUmasbHyo ckopocTb 300 M6éuT/c.
802.11n wucnonbsyet TexHonornio MIMO (HECKO/NIbKO BXOA0B, HECKONbKO BbIXOA0B),
06paboTKy CUrHANOB M TEXHONOIUIO MWHTENNEeKTYaNbHON aHTeHHbl AAA nepenayun
HECKOJIbKMX MOTOKOB AaHHbIX YePE3 HECKOJ/IbKO aHTEHH;

= 802.11ac - AaHHbIN CTaHAAPT NpeaycMaTpuBaeT MakcMMasbHY CKOpocTb 866 M6éuTt/c.
802.11ac ucnonb3yeT TexHonornto MIMO (HeCKo/IbKO BXOA0B, HECKO/IbKO BbIXOA0B),
06paboTKy CUrHANOB M TEXHONOTUIO MWHTENNEKTyaNbHOW aHTeHHbl ANA nepenayn
HECKOJIbKMX MOTOKOB AaHHbIX YePE3 HECKO/IbKO aHTEHH;

— UWupuHa KaHaAG — WKMpPUMHA MNOIOCbI YAacTOT KaHana, Ha Kotopom paboTaeT Wi-Fi KnueHT,
npuHMmaeT 3HaveHusa 20 n 40 Mrlu, gna ananasoHa 5 Ty, Takke BO3MOXKHa paboTa Ha nosoce
YyacToT WwupmHon 80 Mrw;

—  Pexcum 6e3onacHocmu — BblIbop permnma 6e3onacHocT 6ecnpoBoaHOM ceTu:

= Off — oTKAto4eHO WwWudposaHe 6ecnpoBoaHOM CETU, HU3KUI YPOBEHb 6E30MNacHOCTH;

=  WEP — wndposaHne WEP. WEP-KNtO4 A0MKEH COCTOATb M3 LWIECTHAAUATEPUYHDBIX LMdp U
nmeTb AanHy 10 nnmn 26 cumeonos, NMB0 AONKEH BbITb CTPOKOW (cMmBOAbI a-z, A-Z, 0-9,
~l@#5%"&*()_-+=) U umeTb ANnHY 5 nam 13 cumBoONOB.

=  WPA, WPA2 — wudposaHne WPA n WPA2. [lnvHa Knwoda coctasnsaetr oT 8 go 63
CMMBOI0B. Paspeluaerca UCNo/ib30BaTh TONbKO CUMBOAbI: a-z, A-Z, 0-9, ~!@#S%" &*()_-
+=:\\|/?.,<>""" unmn npoben. PekomeHAayeTca UCNO/Ib30BaTb pexumbl WwndposaHua WPA
n WPA?2 Kak Hanbonee 6e3onacHble Ha JaHHbIA MOMEHT.

—  MowHocmb cu2Hana — PeryavpoBKa MOLWLHOCTM CUrHana npuemonepegatinka Wi-Fi B
NPoLEeHTax OT MaKCMMa/IbHOTO YPOBHS;
—  Pexctum pabomel — pexkum paboTbl yCTPONCTBA:

=  Mapwpymuzamop — mexagy LAN- un  WAN-uHtepdpencamn (WAN-uHTepdeiicom
CTaHOBMUTCA 6ecnpoBoaHoOM nHTepodeiic Wi-Fi) yCTaHaB/MBaeTcA pexum
mapupytmsatopa (LAN nsonmposaH ot WAN);
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=  Mocm — ycTaHaBAUBAETCA peXnum becnpoBogHOro MOCTa K NogKatoueHHon cetn Wi-Fi.

— [lpomokon — BbIGOP NPOTOKO/A, NO KOTOPOMY OyAeT oCyLecTBAATbCA noakatodeHne no Wi-Fi
UHTepdelicy yCTPOMCTBA K CETU NPeaoCTaBAeHUs yCayr nposanaepa:

= Static — pexum paboTbl, Npu KoTopom IP-agpec n Bce Heobxoammble MapameTpbl Ha
WAN-uHTepdeic HasHayatoTca cTatmyeckn. [lpu  Bbibope Tuna «Static»  ana
pefaKTMPOBAHMUA CTAHYT AOCTYMNHbI CAeAyowmMe napameTpbl:

— BHewHuli IP-adpec ycmpolicmea — ycTtaHoBKa IP-agpeca W-uHTepdeiica
YCTpOICTBA B CETM NpoBaiiaepa;

— MacKka nodcemu — MacKa BHeLWHe NoACeTH;

—  LlWno3 no ymonyaHuto — afpec, Ha KOTOPbIiA OTNPABAAETCA MNAKET, eCIn ANA HEro
He HakAeH MapLpyT B TabaunLe mapLpyTusaumu;

— [epsuyHsili DNS, BmopuyHbeili DNS — appeca cepBepOB AOMEHHbIX MMEH
(ncnonb3ytoTca ana onpegeneHusa IP-agpeca ycTpomcTsa Mo ero AOMeHHOMY
MMeHu).  [aHHble MONA MOMKHO OCTaBMTb MNYCTbIMW, €CAM B HWUX HeT
HeobxoaMMOCTH.

=  DHCP — pexxum paboTbl, Nnpu Kotopom IP-agpec, macka noacetn, aapec DNS-cepsepa,
LUJ/I03 MO YMOJIYaHUIO M Apyrve napameTpbl, Heobxoaumble ans pabotbl B ceTn, byayT
noJiy4yeHbl OT
— AnemepHamusHbili Vendor ID (onyus 60) — npu ycTaHoBAeHHOM dnare
ycTpolictBo nepenaétr 8 DHCP-coobuieHuax B onuum 60 (Vendor class ID)
3HayeHue wu3 nona Vendor ID (onyua 60). Mpu nyctom none onuua 60 B
coobueHnsax npotokosa DHCP He nepepaércs.
Ecnn dnar AnemepHamusHsili Vendor ID (onyua 60) He ycTaHOBAEH — B ONLUK
60 nepepaeTcsa 3HaYeHUE NO YMOIYAHUIO, KOTOPOE MMEET crieayowmin dopmart:
[VENDOR:npoussoamnTens][DEVICE:Tun ycTpoiictea][HW:annapaTHas Bepcus]
[SN:cepuitHbii Homep][WAN:MAC-agpec uHtepderica WAN][LAN:MAC-agpec
nHtepdelica LAN][VERSION:Bepcua nporpammHoro obecnevyeHus]

Mpumep:
[VENDOR:EItex][DEVICE:RG-5421G-W][HW:1.2][SN:VI23000118]
[WAN:A8:F9:4B:03:2A:D0][LAN:02:20:80:a8:f9:4b][VERSION:#2.1.0]

— [lepsuyHobili DNS, Bmopu4yHsili DNS — IP-agpeca DNS-cepBepoB — ecnn agpeca
DNS-cepBepoB He Ha3Ha4yalOTCA aBTOMATU4eckM no npotokony DHCP, npwu
HeobxoAMMOCTM 3agaliTe UX BPYYHylo. Aapeca, 3afaHHble Bpy4YHylo, OyayT
umeTb npuopuTeT Hag agpecamu DNS-cepsepoB, NOAYyYEHHbIMM MO MNPOTOKONY
DHCP.

— Pasmep MTU — MaKcumanbHbi pasmep 6/10Ka [AaHHbIX, NepefaBaemblXx MO CETH,
pekomeHayemoe 3HayeHune — 1492;

—  OmKa4Yume mpaHcaayuo adpecos omnpasumesna — NpW YCTaHOBAEHHOM dnare OTKAOYeHa
noAmeHa afpeca oTnpaBuTeIA NaKeTa U3 JIOKabHOM noaceTu (oTKNtoYeHne masquerading).

JIoKanbHAsA cemso:

— IP-adpec ycmpolicmea — IP-agpec ycTpoCTBA B IOKANbHOW CETH;
— Macka nodcemu — macKka NOACETU B /IOKaNbHOM ceTu.

V Mpu nameHeHUn agpeca NOKaNbHOM NOACETU NPOUCXOAUT aBTOMATUUECKAA CMeHa nyna
agpecoB noKanbHoro DHCP-cepBepa (MHTepHeT — DHCP-cepBep).
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Hacmpolika IPSec:

B gaHHOM pasgene ocyLecTBAsSeTcs HacTpoliKa wudpoBaHus no TexHonornm IPSec (IP Security).

IPSec — 310 Habop NPOTOKONOB A/ obecnevyeHUs 3alMTbl AaHHbLIX, NepeAaBaeMbiX N0 MeXCeTeBomMy
npotokony IP, no3sonAOWNIA OCYLECTBAATL MOATBEPXKAEHWE MOAAMHHOCTU (ayTeHTUdUKALUUIO), NPOBEpPKY
uenocTHoctM n/unmn wndposaHue IP-naketos. IPSec Takxe BKAOYaET B cebsa MPOTOKO/bI ANA 3aLMLLEHHOIO
obmeHa Katovamm B ceT MHTepHeT.

Hactponka IPSec
BrniounTe ¥

WHTepdeic Ethernst at
Nokanedbli IP-agpec
Afpec NokaNbHON NOQCETH
Iacka nokaneHoi NogceTH
Appec yaaneHHoi nogceTH
Macka yganeHHol nogoeTy
¥OaneHHblid W3

Pesxum NAT-T off »
ATpECCHEHBIN PERMM

THn WEEHTHGIMKATOPE addr

o
]

= w
MpeHTudukaTop

®aza 1

JapaHee 330aHHBIi KMoy

ANropuTi yTEHTHGIMEALUT mds w
AnropuTM wWhdposanua des hd
pynna Oudim-Xennmana 1 v

Bpema sunznn dasol 1, cex 25400

Masa 2

ANropuTM 8YyTEHTHRHKALHK hmac_mds hat
AnropuTM wWhdposanua des hd
pynna Oudim-Xennmana 1 v

Bpema #usHn dasnl 2, cex 3600

—  Bkao4ume — paspewmnTb UCNO/b30BaHME NPOTOKoAa IPSec ana WndpoBaHUA AaHHBbIX;

—  UWHmepghelic — HacTpOMKa MMeEEeT CUy TONbKO Npu Bbibope ans UHTepHeTa npoTtokonos PPPOE,
PPTP uam L2TP u onpepensaeTt, Ans AoCTyna nNo Kakomy MHTepdeincy mcnonb3oBatb IPSec:
Ethernet (nHTepdeiic BToporo goctyna) unu PPP (nHTepdeitic nepsoro goctyna). Mpu Bbibope
npotokonos DHCP wunu Static B ycnyre aktMeBeH TonbKO oauH WHTepdelic (Ethernet), no
KOTOPOMY BO3MOXEH AOCTYN TONbKO nocpeactsom IPSec.

— JlokanoHslli IP-adpec — aapec ycTponctea ans paboTbl No npoToKoay IPSec;

— Adpec nokanbHoli nodcemu coBMecTHO ¢ Mackol noKaneHol nodcemu OnNpeaenstoT 0KaNbHYO
NoAceTb A/19 CO34aHUA TOMOOTUIA CETb-CETb MU CETb-TOUKA;

— Adpec ydaneHHoli nodcemu coBmecTHO ¢ Mackoli yoaneHHolU rnodcemu onpepensatoT agpec
yAaneHHOW MoAceTn Anaa CBA3WM C MCMOJIb30BaHMEM LWMPOBaHUA No npoTokony IPSec. Ecam
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MacKa umeeT 3HayeHme 255.255.255.255 — cBA3b ocywectsaseTca ¢ egUMHCTBEHHbLIM XOCTOM.
MacKa, oTanyHas oT 255.255.255.255, no3BosseT 3ag4aTb uUenyo nogcetb. Takum obpasom,
dYHKLUMOHaNbHbIE BO3MOMHOCTU YCTPOWCTBA MO3BOJIAIOT OpraHM3oBaTb 4 TOMOJIOTMM CETU C
ncnosb3oBaHMem WndpoBaHMa TpadpuKa No NpoTokoay IPSec: TouKa-TouKa, CETb-TOYKA, TOYKaA-
CeTb, CeTb-CETb;

—  YOaneHHsil wno3 — W03, yepes KOTOprl\/‘I ocywiecrtBnAaeTca gocrtyn K y,a,aneHHoﬁ noaceTu,

—  Pexcum NAT-T — Bbibop pexkmma NAT-T. NAT-T (NAT Traversal) nnkancynmpyet Tpaduk IPSec u
ofHoBpemMeHHO co3gaeT naketbl UDP, KoTopble ycTpoinctBo NAT KOppeKTHO nepecbinaet. Ans
atoro NAT-T nomeLliaet AonoaHUTENbHbIM 3aronoBok UDP nepea naketom IPSec, 4Tobbl OH BO
BCeW ceTn o0bpabaTtbiBanca Kak obbluHbIM nakeT UDP, 1 xocT nony4yatens He NpoBOAUA HUKAKMX
NPOBEPOK LEeNoCTHOCTU. [locne MOCTyn/ieHMA MakeTa K MecTy HasHaveHuAa 3arosoBok UDP
YOANAETCA, U NakeT AAHHbIX NPOAOJ/IMKAET CBOM AaNbHENWMUIA MyTb KaK WMHKANCyAMPOBAHHbIN
naket IPSec. C nomoupbto TexHMKn NAT-T BO3MOXKHO YCTAaHOBJIEHME CBA3M MENKAY KANEHTaMMU
IPSec B 3alUMLEHHbIX CETAX M 0bOLWEeAOCTYNHbIMM XOocTamMK IPSec Yepes merKceTeBble 3KpaHbl.
Pexnmbl paboTbl NAT-T:

— on — pexum NAT-T akTUBMpyeTca TO/IbKO npu obHapyxKeHun NAT Ha nNyTM K XOcCTy
Ha3HayeHus;

— force — B ntobom cnyyae ncnonbzosatb NAT-T;

—  off —He ncnonbsosatb NAT-T Npu yCTaHOBAEHUU COEAMHEHUS.

JocTynHbl cneaytowwme Hactpolikn NAT-T:

— UDP-nopm NAT-T — UDP-nopT naKkeToB, B KOTOpble OCYLLECTBAAETCA WMHKAMNCynALmA
coobueHunit IPSec. Mo ymonyanuio 4500.

— WHmepsan omnpasku nakemos NAT-T keepalive, cex — WHTepBan OTNPaABKU
nepuoanYeckmx coobLeHN ANna nogaepKaHnsa akTUBHOrO cocToaHus UDP-coeanHeHun
Ha YCTpOMCTBE, BbiNoAHAOWero pyHKumm NAT.

— AepeccusHblli pexcum — pexum paboTbl Ha ¢ase 1, Korga obmeH Bce HeobxopMmol
NMHpOopMauUmelt oCcyWEeCTBASETCA TPEMA HeWwMdPOBaHHLIMK NakeTaMu. B cTaHZApTHOM pexunme
(main mode) obmeH ocylLecTBAAETCA WECTbIO HEWMPOBaAHHbLIMWU NAaKETaAMM;

—  Tun udeHmughukamopa — TMn uaeHtTudumkaTopa yctpoicrea: address, fqdn, keyed, user_fqdn,
asnldn;

—  UHoeHmugukamop — naeHTMUKATOpP YCTPONCTBA, UCNOb3yeMbI A naeHTUdUKaumm Ha dase
1 (3anonHATL Npu HeobxogumocTtu). Popmat MaeHTUPUKATOPa 3aBUCUT OT TUNa.

®a3a 1. Ha nepsom stane (dpase) ABa y3na «40roBapMBaloTCA» 0 METoAe MAeHTUUKAUNK, anropuTMe
wndposaHua, xaw anroputme u rpynne Diffie Hellman. OHuM Takke naeHTUGUUMPYIOT Apyr apyra. Aaa ¢asbl 1
MMetoTCA Ceaytolme HaCTPOMKM:

— 3apaHee 300aHHbIU KAHOY — CEKPETHDBIN KAKOY, UCMONb3YEMbIN B afiTOPUTMe ayTeHTUPUMKALUKN Ha
dase 1. Mpeacrasnset coboii CTPoOKy OT 8 A0 63 CUMBONOB;

— Anezopumm aymeHmMu@uKayuu — BbI6OP OAHOr0O M3 CMMCKA aAropuTMoB ayTeHTUduKauumn: MD5,
SHA1;

— Anzopumm wugposaHus — BbIBOp OA4HOro M3 CNMCKa anroputmos wudposaHua: DES, 3DES,
Blowfish;
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Mpynna Qugpdu-XennmaHa — Bbibop rpynnsl Diffie-Hellman;

Bpemsa mcu3sHU ¢asel 1, cex — BpemA, MO WCTEYEHMM KOTOPOro y3fam Heobxoaumo
nepenaeHTMdMUMPOBaTL APYr APyra U CPaBHUTb NOAUTURY (gpyroe HaseaHue IKE SA lifetime).
Mo ymonuaHuto 24 yaca (86400 ceKyHa).

@a3a 2. Ha BTOpOM 3Tane reHepupytoTca AaHHble KAKYeER, y3/bl «40roBapmBatoTca» 06 ncnoablyemom
NOANTUKE. ITOT PEXKUM, TaK}Ke HasbiBaemblit bbicTpbiM pexkmnmom (quick mode), otanyaetcs ot nepsoli dasbl
TEeM, YTO MOXKET YCTAaHOBUTLCA TO/IbKO NOC/E NEPBOro 3Tana, Koraa Bce NakeTbl BTOPOM ¢asbl WndpyoTcs.

Anzopumm aymeHmuguxkayuu — BbiI6Op OAHOro M3 CNMCKa anroputmos ayteHTudmnkaumm: HMAC
- MD5, HMAC-SHA1, DES, 3DES;

Anzo0pumm wiughposaHus — BbIBOP OAHOTO M3 CNMCKa anroputmos wudposaHus: DES, 3DES,
Blowfish;

pynna Qugppu-XennmaHa — Bbibop rpynnel Diffie-Hellman;

Bpemsa »u3HU a3l 2, cex — BpeEMs, Yepes KOTOpoe MPOUCXOANUT CMeHa Katoya wudpoBaHus
AaHHbIX (apyroe HasBaHue IPSec SA lifetime). Mo ymonyaHuio 60 muHyT (3600 cekyHA).

[na BCTYNAeHUs B CMAYy HOBOW KOHOUIypauum M 3aHECeHUs HACTPOEK B SHEepProHe3aBUCMMYIO MamMATb
HaXXMUTE KHOMKY «[TpumeHumMb». AN OTMEHbI USMEHEHWNI HAXKMUTE KHOMKY « OmmeHa».

3.7.2.2 MoameHio «IPv6»

B nogmeHto «IPv6» BbinonHAETCA KOHPUIYPUpPOBaHME NOAKAIOYEHUA K BHELLIHEN CETU U JIOKA/IbHOWM CeTu
no npoTokony IPv6.

HacTtpoiiku |Pv6

Brnwuute IPv6 @
BrewnnAn ceTb
Pestim ABTOKOHUIYpHUpOBaHHE v
Pesim aeToKOH BNy pPUPOBAHUA Stateless v

Monyuute agpeca DNS-ceppepoa ¥
ABTOMATUUBCKI

Anetepratnenelil Vendor ID (onuuA 16) &

Vendor ID (onuns 16)
Nokaneuan cets

Paapewwuts prefix delegation ¥
Pexum aeTokoHdMrypupoEanua LAN Stateless v
IPv6-agpec ycrpoiictea
[OnuHa npedukca LAN

WHrepean otnpasku Router | 600
Advertisement, ¢

Hacmpoliku IPv6

Bkrntoyume IPv6 — N03BONAET BKAKOUYUTL AN OTKIOYNTL MCNONb30BaHME NPOTOKoAa IPV6.
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BHewHss cemb

—  Pexum —cnocob NOoAKNHYEHNA yCTpOﬁCTBa K BHELUHEM ceTu:

= Static — nogkntodeHne K cetn UHTepHeT 4yepe3 npotokon IPv6 ocyuwecteasaetca no
HaCTPOlMKaM, 3a,aHHbIM NO/Ib30BATENEM;

= ABMOKOH(U2ypuposaHue — NOAKAOYEeHUe K ceTu WHTepHeT 4yepe3 npoTokon IPv6
OCYLLECTBNAETCA MO  HACTPOMKaM, MONYYEHHbIM 4Yepe3s OOUH W3  PEeXUMOB
aBTokoHOUrypmuposaHus: SLAAC, Stateless, Stateful;

= PPPoE — nopgkntoyeHue K cetn MHTepHeT Yepes nNpoTokon IPv6 ocywecrsnaerca yepes
PPP-ceccuto. Ons aKTMBaUMM 3TOTO pPeXMMa B HacCTpoMKax WMHTepHeT aonxkeH 6biTb
BblOpaH NPOTOKOAN NogKAtodeHns PPPoE.

Hacmpoliku nodkatoueHus K eHewHell cemu
1. NMpwu BbIbOpE pexxkmnma «Static» OyayT 40CTyNHbI CheayoLlmne HacTPOMKU:

—  BHewmHuli IPv6-adpec ycmpolicmea — cTtaTMyeckuin IPv6-agpec ycTpoMcTBa, C KOTopbiMm byaet
OCYLLECTBNATLCA AOCTYN K ceTu UHTepHeT;

—  [nuHa npeghuxca — aHanor macku nogacetu B IPv4. OnpeaenseT, Kakaa 4yacTb agpeca onpeaenser
noAaceTb, @ Kakaa XxocT. MakcumanbHoe 3HaYeHWe ananHbl npedukca — 128, B HacTosALee Bpems
yale BCero ucnoJsibayerca npedpukc 64;

— IPv6-LUnto3 no ymonvaHuro — IPv6-agpec wato3a, MCNoJIb3yemMoro No YMOI4aHUIO;

— IPv6-llepsuyHbili DNS — IPv6-agpec nepsuyHoro DNS-cepBepa;

— IPv6-BmopuyHeil DNS — IPv6-aapec BTopuyHoro DNS-cepBepa.

2. Mpw BbIbOpE pexnma « ABTOKOHPUrypupoBaHue» byayT AOCTYMNHbI Caeayowme HaCTPOMKMU:

—  Pexum asmoKoH@puU2ypuposaHuUs — cnocob MoAy4yeHUs HACTPOEeK MOAKAUYEHUA YCTPOMCTBA K
BHeLlHel ceTu:

= SLAAC — nonydyeHue HacTpoek IPv6 uepe3 coobuieHne «Router Advertisement»
npoTtokona ICMPv6;

=  Stateless — nonyyeHne HacTpoeK IPv6 yepes coobuieHne «Router Advertisement (RA)»
npotokona ICMPv6, 3anpoc HegocTatowmx napametpos Yyepe3 DHCPVG;

=  Stateful — nony4yeHune HacTpoeK IPv6 yepes npotokon DHCPv6.

—  Tonyyumese adpeca DNS-cepsepos asmomamuyecku — cnocob nonyyeHua agpeca DNS-cepeepos:
aBTOMATUYECKWN UM BBECTM CAMOCTOATE/IbHO, KaK NP BbIBpaHHOM pexkume «Staticy;

—  AnbmepHamusHbili Vendor ID (onyua 16) — HacTpoiKa aHanornyHa HactTponke B IPv4 (CM. NyHKT
3.6.2.1), pocTynHa npu BbIGPaHHOM pexkume aBTOKOHPUIrypupoBaHus «Stateless» nnum «Stateful»
WU BKIIOYEHHOM HacTponkm «PaspelumnTsb prefix delegation».

3. Npu Bbibope pexxknma «PPPOE» HAacCTPOMKKU aHaNOMMUHbI perkumy « ABTOKOHUIypupoBaHue».

JIoKanbHaA cemeo

—  Paspewumeo prefix delegation — pa3pewnTb Bblgayy XocTam J0KanbHOMU ceTu IPvb6-agpecos u3
noaceTn, NoJy4eHHOM Yepes aBTOKOHOUIYPUPOBaHME BO BHELLHEN CETY;
—  Pexcum asmokoHpueypuposaHus LAN — Bblbop cnocoba NoayyeHUs HaCTPOeK NOAKMOYEHMUSA
XOCTOB K JIOKa/IbHOM ceTu:
= SLAAC - nonydyeHune HacTpoek IPv6 uepe3 coobuweHne «Router Advertisement»
npotokona ICMPv6;
=  Stateless — nonyyeHne HacTpoek IPv6 yepes coobuieHne «Router Advertisement (RA)»
npotokona ICMPv6, 3anpoc HegocTatowmx napametpos Yyepe3 DHCPV6;
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= Stateful — nonyyeHmne HacTpoeK IPv6 Yyepes npotokon DHCPvV6;
=  Off — aBTOKOHOUIYPUPOBAHUE OTK/IOYEHO, CETEBbIE HACTPOMKM IPV6 HyKHO 3aaaBaTb Ha
XOCTaxX B PYYHYHO.
— IPv6-adpec ycmpoticmea — IPv6-agpec yctpoictea RG-5400 B 10KaNbHOM ceTy;
—  [AnuHa npegurca LAN — onpegenseTt AnnHy npeduKca 10KabHOM ceTu;
—  WHmepsan omnpasku Router Advertisement, ¢ — WHTepBan BPEMEHWU, B TEYEHWE KOTOPOro
yCTpoMcTBa oTnpasasetca coobuieHne RA npoTtokona ICMPV6 ¢ HacTpoiKamm ceTu A1s XOCTOB.

3.7.2.3 TMoameHio «QoOS»

B nogmeHio «QOoS» OCyL,eCTBAAETCA HAaCTPOIMKA NpUoPUTETOB 06paboTKKM TpaduKa 1 TMNa oyepesen.

HacTtpoiika QoS

KoHTpone noToka
BriGop npUopuTeETOB DSCP v
Tun o4epeau WFQ v
MpuopuTeT 0 1
MpuopuTeT 1 8
MpuopuTeT 2 16
MpuopuTeT 3 32

MpuopuTeT 4 64

MpuopuTeT 3 12

Hacmpolika QoS

—  Bbibop npuopumemos — Bblbop cnocoba npuopuTesaunn TpaduKa:

= DSCP — mexaHM3M KnaccuduKaumu, ynpasaeHus TpaduKkom n obecneyeHUs KayecTsa
06CNyKMBAHUA NOCPEACTBOM NPUOPUTETOB;
= 802.1p — npusHaK (gpyroe HasBaHue CoS — Class of Service), ycTaHaBAIMBaeMbIA Ha
ncxogAawWmMe ¢ AaHHoro uHTepdeiica IP-nakeTbl. MpuUHUMMaeT 3HayeHus oT O (HM3wWwui
npuopuTet) Ao 7 (HaMBbICWINI NPUOPUTET).
—  KoHmMpoas nomoka —  BKAOYEHME/BbIKAOUYEHME KOHTPO/A CKOPOCTU, C KOTOPOM MNOTOKM
onpeaeneHHoro Buaa TpadurKa nepeaatoTcs BO BHELIHIOW CETb;

/ Mpwu BKNIOYEHHOM KOHTPOJ1e NOTOKA HAaCTPOIKN NMPUOPUTETOB HEAOCTYMHbDI.

— Tun oyepedu — BbIGOP AUCUUNINHBI 0BCYKMBAHUN OYepeaen:

= Strict — pucumnavHa obCcNyKMBaHUA odepenen, Npu KoTopon TpaduK ¢ bonee HU3KMUM
NPUOPUTETOM MepeaaeTca, TO/NbKO KOrga yxKe nepegaHa ouvepefb € 60/see BbICOKMM
npuopuTeToMm;
= WRQ - pucumnavHa ob6cnyXuBaHUA odepenen, Npu KOTOPOM A[OCTynHas mnosoca
NPONyCKaHUA AeNTCA MeXKAy odepeaamm NPonopLMOHaAbLHO NPUOPUTETY.
— [llpuopumem 0..5 — onpepgenaetca Bec npuopuTeta B AnanasoHe ot 1 go 127, yem Bbiwe
BEC, TEM NPUOpPUTETHEE TPADUK.
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3.7.2.4 MNoameHio «LeinuHr Tpadpuka»

B nogmeHto «lUelnuHr TpaduKka» MONKHO OrpaHUUYUTb BXOAALLYIO U UCXOAALLYIO CKOPOCTM TpaduKa Ha
Ka*KAOM OTAE/NIbHOM MPOBOAHOM M becnpoBoAHOM UHTepdelice, a TaKXKe C034aTb NPaBMaa No OrpaHUYEHUIO
CKOPOCTM TpadUKa No NpM3HaKy NpUHaanexKHocTu K IP-agpecy, MAC-agpecy, VLAN, TCP/UDP-nopty.

V.‘ Ol'paHVI‘-IEHVIe CKOpPOCTM Nnepeaaun aaHHbix no VLAN B HaCTOﬂI.I.I,VIﬁ MOMEHT HeA4OCTYNHO AanA
Wi-Fi.
WeinuHr Tpaduka
OrpaHM4eHne CKOPOCTH
WHTeptheiic LLIeANMHr BKKOYEH
BxogAwma Tpacmk Wcxopawnn Tpacdmk

LANT % BKNIOYEHO - -

LAN2 * BrniodeHo - -

LAN3 *® BrnioyeHo - _

LAN4 % BrnoyeHo - -

WAN ® BrnwoYeHo - —

WetinuHe mpaguKa

[aHHOe noameHto NpeacTaBAeHO B BUAE Tabauubl, B KOTOPOM HaNpOTUB KaxK4oro nHTepdelica ykasaH
CTaTyC WeMNNUHra Ha HeM M 3HAYEHUA MaAKCMMa/bHO paspelleHHbIX CKOpPOCTEN BXOAALWEro M UCXOOALLEro
Tpaduka. [lns Toro 4Tobbl NepeiTh K HaCTPOIMKam onpeaeneHHoro nHTepdeiica, HaxkmuTe Ha ero HasBaHue.

WeiinuHr Tpadcbuka Ha nHTepdeiice "LANT"

Brntounte Wweinuar

CrpaHiyeHie CKOPOCTH BXOAALLErD
Tpajuka, kbut/c

OrpaHnyeHne CKOPOCTH WCXOAALLETD
Tpatdmka, kbutic

LWetinuHe mpaguKka Ha uHMepgelce

—  BKmao4yume welinuHe — nNpW yCTaHOBAEHHOM ¢nare  BK/AOYEHO OrpaHUYeHWe CKOpoCTU
BXOAALLEr0, UCXoaAaLLero Tpaduka;

— OepaHuveHue ckopocmu exo0Aaue20/ucxodauie2o mpaguxa, Kbum/c — MakcMManbHasa CKOPOCTb
BxoadAllero/mcxoaauiero Tpadpuka B Kbut/c B AmanasoHe oT O go 1048576 kbut/c, war
M3MeHeHMA CKOPOCTKM BXxoAasallero Tpaduka coctasnseTt 16 kbut/c, a ncxoaauero 64 K6ut/c.
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PacuwupeHHble HacmpolKu welinuHaa

PaclwnpeHHble HACTPONKIN LWelnHra

Tvn npaeuna Mpaeuno

+ [lobasuth X YOanuTb

OrpaHn4eHne CKopocTH

BXodAwWwMnn Tpadmk Wcxoaawmn Tpaduk

[na pobaBneHNs HOBOro NPaBMIa WENNUHIA TpaduKa HarxKMUTe KHOMKY «Jobasume» 1 B OTKPbIBLIEMCA
OKHe «Co34aTb HOBOE NPaBWJIO» 3aM0JIHUTE C/ieaytoLime Nnoas:

JoBaenTe NpaBuno WernuHra

Tun npaexna NoBoi Tpaduk v
QOrpaH1YeHre CKopoCTH BXoAALLero Tpahuka, koutic | 0

OrpaHu4eHne CKOPoCTH MCXOARLLENo Tpaduka, kGutic | 0

— Tun npasuna — NpuU3HaK, N0 KOTOpPoOMy 6y,qu BbIMNOJ/IHATLCA OrpaHN4YeHNE CKOPOCTU Nnepenayvn AaHHbIX;

o IP-adpecy — orpaHMYeHMe CKOpPOCTM TpaduKa OyaeT npousBOAUTLCA MPU COBMaAAEHUM
agpeca MCTOYHMKA WM agpeca MoJsiyyatena C yKasaHHbim |P-agpecom vamM Ananas’oHoMm
agpecos;

Mo MAC-adpecy — orpaHuM4yeHue CKOpocTu TpaduKa ByaeT NpomnsBoaUTbCA NpU COBMAAEHUN
MAC-agpeca KAMeHTa C YKa3aHHbIM B NpaBune;

Mo VLAN — orpaHuyeHue cKopocTu TpaduKa 6yaeT npousBoauTbCA AN TErMPOBAHHOrO
yKaszaHHbiMm VLAN ID Tpaduka;

Mo nopmy — ckopoctu Tpaduka byaeT NPon3BoAUTLCA A/1A YKa3aHHbIX AuanasoHos TCP/UDP
NopTOB OTNPaBUTENA U NONyYaTena Tpaduka.

JTro60l mpaguKk — orpaHNUYEHNEe CKOPOCTU BCEro NepesaBaeMoro n NPUHMMaemoro Tpadpuka
6e3 A0NONHUTENbHbIX NPU3HAKOB. [JaHHbIM TUN NPaBU UMEET CaMblii HU3KUIA NPUOPUTET NpuU
CO34aHNUMN HECKOJIbKUX;

— OepaHu4veHue cKopocmu exodAaujeeo mpaguka, Kbum/c — Tpebyemaa MaKCMMaibHasA CKOPOCTb A/A
BXoAALLero TpaduKa, COOTBETCTBYIOLLErO NPaBuUNy;

— OepaHu4veHue cKopocmu ucxodAuje2o mpaguka, Kbum/c — Tpebyemas MaKCMManbHaA CKOPOCTb A/1A
ncxoaauLero TpadurKa, COOTBETCTBYIOLLErO NPaBuAy;

Haxmunte KHoMKy «[TpumeHume» AnAa nobaBneHUA HOBOro npasuaa. na oTMeHbl USMEHEHUI HaXKMUTE
KHOMKY «OmmeHa».

[nsa yoaneHvua npaBuna u3 cnmcka HeE0bXxoAMMO YCTaHOBUTL Glar HANPOTUB COOTBETCTBYIOLLLENM 3annCK U
HaMaTb Ha KHOMKY «Y0aaume».
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3.7.2.5 TMogmeHio «HacTtpoitka MAC-agpecoB»

B noameHto «Hactpoiika MAC-agpecos» MoXHO nameHntb MAC-agpec WAN-uHTepdelica ycTpoiicTea, a
Takxe uHTepdelica IP-tenepoHmn n VLAN ynpaBaeHMA Npu yCAOBUMU, YTO UX HACTPOMKKN OTANYHbI OT HACTpoeK
MHTepHeTa.

Hactpoitka MAC-agpeca WAN

MNepeonpegennte MAC

MAC =

Hactpoitka MAC-agpeca Ha nHTepdeiice "IP-Tenedonns"

MAC =

HacTtpoiika MAC-agpeca Ha nHTepdeiice "VLAN ynpaenerus"

MAC =

— lepeonpedenums MAC — npu ycTaHoBAeHHOM ¢nare ncnonbsyetca MAC-agpec ns nona MAC Ha
uHTepdelice UHTepHeT.

Mpn Ha)KaTuM Ha KHOMKY Bbinagatwowero meHio B nose «MAC» BO3MOXHO 3anucatb MAC-appec
KOMNbtoTepa, C KoToporo Bbl noakatoueHbl K WEB-koHbUrypaTopy. 31a GyHKLMA OyAeT nosesHa, ecim Ha Ccetu
Bawero WHTepHeT-npoBangepa wucnosnblyetca npueaska no MAC-agpecy. B 3tom cnyyae, ecin Bam
HeobXxo4MMO WCMNOAb30BaTb YCTpoicTBO RG-5400 B KadvectBe Maplupytmsatopa, Ha WAN-uHTepdeic
ycTpoicTBa Heobxoammo HasHaunTb MAC-agpec Bawero KomnbioTepa (KOTOpbIi paHee 6bin MOAKAOUYEH K CETU
WHTepHeT). Ans 3TOro foctatovyHo noaraoumteca K WEB-koHduUrypaTopy ycrpoictea no LAN-uHTepdelicy u
Ha)aTb KHONKY «Ka10HUpO8aAM®b ».

Ons  nepeonpegeneHna MAC Ha wuHTepdeiice «IP-menegoHus» wan  «VLAN ynpasnaeHus»
BOCMO/b3ylTeCh pasgenamu «Hactpoiika MAC-agpeca Ha uHTepdeiice "IP-tenepoHusa"» mam «HacTpolika
MAC-agpeca Ha uHtepdeiice "VLAN ynpasneHus"».

[na BCTyNAeHWA B CMAY HOBOM KOHOUrypauum M 3aHECEHMS HacTPOEeK B 3HEepProHe3aBMCHMMYI0 NMaMATb
HaXMUTE KHOMKY «[TpuMeHUMb». QN5 OTMEHbI USMEHEHWUI HAXKMUTE KHOMKY « OmMmMeHa».

3.7.2.6 MNMoameHto «DHCP-cepsep»

B noameHto «DHCP-cepBep» BbINOAHAOTCA HACTPOMKKU nokanbHoro DHCP-cepBepa, ycTaHaBAMBalOTCA
CcTaTU4YecKme NpmBA3KN apPecos.

YctpoiictBo  RG-5400 — uMeeT BO3MOXKHOCTb  MOCPEACTBOM  MNPOTOKONA  AMHAMMYECKOTO
KoHdurypuposaHma (DHCP — Dynamic Host Configuration Protocol) aBTomaTtMyeckn HasHauaTb IP-agpeca u
HeobxoauMmble ANA BbixoAa B WMHTepHeET mapameTpbl KOMMbOTepam, noakatoveHHbiMm K LAN-uHTepdeicy m
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6ecnposoaHo Wi-Fi Touke poctyna. Ero wucnonb3oBaHWe no3onsetr usbexaTb OrpaHUYEHUn pPy4vHOM
HacTpoliku npotokona TCP/IP.

HacTtpoiikn DHCP-cepeepa

BrnioveH ¥
&€
HauansHeli IP-agpec 192.168.1.2
KonuyecTso aapecos | 250
L

CpoK apenibl (B MUHYTAX) 720

+ MpUMEHNTE % OTMeHa

CraTtnueckne NPUBA3KN agpecos

MAC-agpec IP-agpec

00:23:54.3¢.48.86 192.168.1.6

Hacmpoliku DHCP-cepsepa

BknroyeH — npu ycTaHoB/ieHHOM d1are BKAOYNUTL IoKanbHbii DHCP-cepBep;
— Ha4anbHeili IP-adpec — HayanbHbIN aapec nyna IP-aapecos;
—  Konuyecmeo adpecos — KONNYECTBO aApecos B Nye;

— Cpok apeHObl  — YCTAaHOBKA MAKCMMA/IbHOTO BPEMEHU WCNOJb30BAHUA MOAKIOYEHHbBIM
ycTponcteom IP-agpeca, HasHayeHHoro DHCP-cepsepom, MUHYTBI.

[na BCTyNNeHuWa B CMAYy HOBOM KOHOUrypauuMuM M 3aHECEHMS HACTPOEK B 3HEProHe3aBMCMMYI0 NaMATb
HaXXMUTE KHOMKY «[TpuMeHUmMb». N OTMEHbI U3MEHEHWNIN HAaXKMUTE KHOMKY « OmMmeHa».

Mpu nonbITKe U3MEHUTb HaYaNbHbIA agpec Ha 3HaYeHMe U3 4PYroi NoACETU NO OTHOLIEHUIO K
nogcetn nutepdeiica LAN — npoucxoaut aBTomatMyeckan yCcTaHOBKa Ny/a nog TeKylee
3HaueHue agpeca N0KaNbHOI NOACETH.

Cmamud4ecKkue npusasKu adpecos

Ona pobasneHMA HOBOM CTaTMUECKOM MPMBA3KM HaXMuTe KHONKYy «/Jobasume» W 3anonHUTe
cnepylolme nons:

COS,D,aTb CTaTUHECKYD NPUBASKY adpeCcOoB

MmA
MAC-agpec 14:CC:20:03:82:06 -

IP-agpec 192.168.18.34

—  WmA — ycTaHOBKAa MMEHW [aHHOW CTaTMYecKoW MnpuBA3KKM Ana 6osee NpoCToro pasanyeHus
NPUBA30K;
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— MAC-adpec — yctaHoBKa ctatudeckoro MAC-agpeca. 3agaetca B dpopmare XX:XX:XX:XX:XX:XX,
TaKKe M3 BbIMNAJAOLLEro MeHI0 BO3MOXKHO BblbpaTb MAC-agpec NoAKAHYEHHOrO B AAaHHbIN
MOMEHT K YCTPOWMCTBY XOCTa;

— IP-adpec — ycTaHOBKa cTatudeckoro IP-agpeca ana ykasaHHoro MAC-agpeca.

KoHdurypupoBaHue cTaTMYeckuMx NpuBA3OK nonesHo, ecin Bam Heobxoammo, utobbl onpegeneHHOMyY
KomnbloTepy, nogkntoueHHomMmy K LAN-mHTepdeicy ycTpoiicTBa, BCceraa HasHadvanca onpegesieHHsin IP-agpec.

Haxkmunte KHoNKy «lpumeHumo» ana BHeceHna IP-agpeca B CNUCOK ctaTudeckmx IP-agpecos gna DHCP-
cepsepa. 1A OTMEHbI U3MEHEHUI HAaXKMUTE KHOMKY « OmmeHa».

[na yganeHus agpeca us cnucka HeobxoaMmo yCcTaHOBUTL daar HanpPOTMB COOTBETCTBYIOLLEN 3anucu u
HaaTb Ha KHOMKY «Y0anumo».

3.7.2.7 MNopmeHI0 «JlIoKanbHbIi DNS»

B nogmeHio «JloKkanbHblin DNS»  npousBogutca KoHOUrypupoBaHWe soKanbHoro DNS-cepsepa
ycTpoiicTea nytem fobasneHua B 6a3y nap IP-agpec — LOMEHHOE NMS.

NokanbHbin DNS nossonser wnto3y noayuymtb IP-agpec B3aMmoaencTByloWEro ycTpoicTBa Mo €ero
ceTeBOMY MMeHM (xocTy). B cnyyae otcytcteua cepsepa DNS B cermeHTe ceTU, KOTOPOMY MPUHAANENKUT LLUIO3,
HO MpK HEOBXOAMMOCTU MapLUPYTM3aLMM NO CeTeBbIM MMeHam MBo MCNoNb30BaHUA B KayecTBe aapeca SIP-
cepsepa ero CeTeBOro MMEHM, MOXHO MCMONb30BaTb «JloKanbHbli DNS». Mpu 3TOM HEOBXOAMMO 3HaTb
YCTaHOB/IEHHbIe COOTBETCTBUA MeXAY MMeHamM y310B (XxocToB) n ux IP-aapecamu.

WmeHa y3nos

OomeHHoe UMA IP-agpec

oca 127.0.0.1

3.7.2.8 HacTtpoiika y3nos

Ona pobasneHua agpeca B CNUCOK HEOBXOAMMO Ha)KaTb KHOMKy «/Jobasume» n B OKHe «Co30ameb
coomeemcmaue» 3an0AHUTb Cneaylolme nona:

Co3naTbh COOTBETCTBUE

NomeHHoe UMA local

IP-agpec 127.0.01

—  [JdomeHHoe ums — umsa y3na;
— IP-adpec — IP-agpec y3na.

Haxmunte KHOMKY «/7pumeHumb» AnAa co3gaHnAa COOTBETCTBUA IP-ap,pec — OOMeHHoe nmAa. [InAa oTmeHbl
M3MEHEHUN HaXMuTe KHONMKY «OmmeHa». Ona yOaneHna 3anmcm n3 Cnumcka HEO6XO,D,MMO YCTaHOBUTb d)nar
HanpoTue COOTBETCTBYIOLLI,eﬁ 3aMUCU U HAXKATb Ha KHOMKY «Yoanume».
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3.7.2.9 MNogmeHio «NAT u npo6bpoc nopToB»

B nogmeHto «NAT 1 npobpoc nopTos» BbINOAHAETCA HAaCTPOliKa npobpoca nopTos (ports forwarding) us
WAN-uHTepderica B LAN-uHTepdelic.

NAT — (Network Address Translation) pexum TpaHCAAUMM CeTeBbIX afpPecoB — MO3BOASAET
npeobpasosbiBaTh IP-agpeca u ceteBble nopTbl IP-nakeTos. MMpobpoc ceTeBbiXx NOPTOB HeobXoAUM, KOraa
TCP/UDP-coeanHeHune ¢ noKanbHbIM (NnogkntouyeHHbim K LAN-uHTepdeiicy) KomnbloTepom ycTaHaBAMBaeTca U3
BHeLWHen ceTu. JJaHHOe MEeH0 HacTpoeK NO3BOAET 3a4aTb NPaBWA, Pa3peLlatoLLne NPOXOXKAEHME NAKETOB U3
BHELHEN CETU Ha YKa3aHHbIM agpec B NOKANIbHOW CETW, Aenas BO3MOMKHbIM YCTAaHOB/JEHME COEAMHEHUA.
Mpobpoc nopToB rnaBHbIM 0H6pasom HeobxoAMM MpKU UCNoNb30BaHMM torrent U p2p-cepsucos. [aa storo B
HacCTpolKax torrent AW pP2p-KAMEHTA HYXKHO MOCMOTPETb Mcnosibdyemble um TCP/UDP-nopThbl 1 3agatb ana
3TUX NOPTOB COOTBETCTBYIOLME NpaBuaa npobpoca Ha IP-aapec Bawero komnbtoTepa.

HacTpolikn NAT

PazpewnTe NAT &

Mpasuna NAT

Wmsa LAN IP MNopTel LAN MpoTtokon WAN IP NopTel WAN

+ [oGaeuTh X YOanuTb

WeckniouweHna NAT

Wms TNokankHeIi IP-agpec

+ [loGaBuTh X YOanuTb

Tpu OMKMHHERHOM Mackapadusae Npasuna paspewanim mpaHenayux adpecos 0ns 3adawHslx IP-adpecos

Hacmpolku NAT

—  Brmoyume NAT — HacTpoiKa paspellaeT/3anpewaeT MCNoib30BaHME TPAHCAAUMWU CETEBbIX
afpecos.

lpasuna NAT

[na pobasneHnsa Hosoro npasuaa NAT HaxmuTe KHOMKY «Jobasums» 1 B OTKpbiBLLEMCA OKHe «Co3aaThb
HOBOE MPaBW/Io» 3aMoJIHUTE CAeayloLLMe NOA:

CO3,ElaTb HOBOE NpaBuno
Wms
|P-agpec HasHa4YeHus nakeTos LAN
MopTel HaaHa4YeHuA LAN
MpoTokon TCP v
IP-aapec UCTO4HUKA NakeTos WAN

MopTel HasHa4eHna WAN
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—  Wmsa — HasBaHWe npasuna (nose 06s3aTeNbHO 415 3aN0NHEHUSA);

— IP-a0pec HasHa4yeHua nakemos LAN — IP-agpec xocTa B /JOKa/bHOMW CEeTM, Ha KOTOpbIi
OCYLLECTBNAETCA TPAHCNALMA NAKETOB, NONAAA0WMX NO4, AaHHOE NPaBUIo;

— [Tlopmobi HasHayeHua LAN — TCP/UDP-nopTbl nosayyatens, Ha KoTopble 6yayT TpaHCAMPOBaTbCA
nakeTbl B JIOKaNbHYO CeTb (AonycKaeTca yKasbiBaTb M60 OAMHOYHLIN NOpT, AMbO yepes “-“
OManasoH nopTos);

— [lpomokon — BbibOP NPOTOKO/SA NakeTa, nonagatowero nog AaHHoe npasuno: TCP, UDP,
TCP/UDP;

— IP-adpec ucmouHuka nakemos WAN — IP-agpec oTnpaBuTena MNaKeTa BO BHELIHEN ceTw,
nonazatoLero noa AaHHOEe NpaBuIo;

—  [Topmol HazHayeHus WAN — TCP/UDP-nopTbl Noay4YaTenn nakera BO BHELIHEN CETU, MPU KOTOPbIX
nakeT nonagaer noj AaHHOE MpPaBWUIO (AoNycKaeTca yKasbiBaTb MO0 OAMHOYHbLIN MopT, AMbo
yepes “-“ AnanasoH NopTos).

Mpasuno npobpoca noptoB paboTaeT cieayowmm obpasom. Y nakera, npuxogsawero Ha agpec WAN-
nHTepdelica ycTpoiicTBa No NPOTOKoAy «[1pOmMOKoa» Ha NOPT U3 AManasoHa «[lopmei HazHayeHUus WAN» v
MMEIOLLLEro aZipec UCTOUYHUKA «IP-adpec ucmoyHuka nakemos WAN» (ecnv sTo napameTp OCTaBUTb MyCTbIM —
afpec UCTOYHMKA He aHaAu3upyeTca), ocywecTBaAseTca NnogMeHa agpeca v nopTa HasHAayYeHUI Ha 3HayeHus
COOTBETCTBEHHO U3 nonen «IP-adpec HazHavyeHusA nakemos LAN» v «Topmel HazHayeHua LAN».

Haxmunte KHoMKy «[TpumeHume» Ana nobasBneHns HOBOro npasuna. na oTMeHbl U3SMEHEHUI HaXKMUTe
KHOMNKY «OmmeHa».

[na yaaneHua npaBuna m3 cnucka HeE0b6XoAMMO YCTaHOBUTL Giar HANPOTUB COOTBETCTBYIOLLEN 3anncK U
Ha¥KaTb Ha KHOMKY «Yoaaume».

UcKknrouyeHusa NAT

Ona pobasneHua Hosoro uckaouveHna NAT HaxmuTe KHOMRy «/Jobasume» M B OTKPbIBLUEMCA OKHE
«Co3patb nckatodeHme NAT» 3anonHuUTe cneaytowme nona:

Co3pgaTtb uUcknoueHne NAT

Mma

NokaneHelR IP-agpec -

—  Vmsa — Ha3BaHMeE UCKIOYEHUS;
— JlokanoHeili IP-adpec — IP-agpec KNneHTa, 4NA KOTOPOro He AoJIXKeH aencTeoBaTb NAT.

HaxkmuTe KHoMKy «/MpumeHume» Ana gobasneHUs HOBOro npasmaa. 4aa oTMeHbl U3SMEHEHWUI HAaKMUTE
KHOMKRY «OmmeHa».

Ana ypaneHua npasuaa u3 CNmcKa HeO6XO,EI,VIMO YCTaHOBUTb d)nar HanpoTtus COOTBeTCTByPOUJ,Eﬁ 3anmcn mn

Ha)KaTb Ha KHOMKY «YAanunTby.

/ Ecnm Ha ycTpoiiCcTBe OTKAOUEH MAcCKapagWHr, TO AaHHOEe UCK/oUeHUA, HaobopoT, BKAOUYaeT
NAT pna 3apaaHHOro KAmMeHTa.
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3.7.2.10 MoameHio «CeTeBOii 3KPaH»

B noameHto «Cemesoli 3KpaH» yCTaHaBAMBAIOTCA MPaBMAA NMPOXOXKAEHUA BXOAALLErO, UCXOAALLErO M

TpaH3WUTHOro TpaduKa.

MmeeTcA BO3MOMKHOCTb orpaHnymMBaTb MpoOxXoxXaeHune Tpad)MKa Pa3HOro TUna

(BXOAALWLMIA, UCXOAALLMMN, TPAH3UTHBIN) B 3aBUCMMOCTU OT NPOTOKOAa, |IP-aApecoB UCTOYHMKA W Ha3HAYeHus,
TCP/UDP-NopTOB UCTOUYHMKA W Ha3HavyeHus (ans npotokona TCP nau UDP), Tuna coobuweHua ICMP.

I'IposepKa NAaKeToB C XpaHeHneM COCTOSHUIA

Pexum SPI &

Mpasuna gnsa exogswlero Tpaduka

Wms MpoTokon  Agpec oTnpaEWTens

Mpaeuna gna ucxoasuwero Tpaduka

Wms MpoTokon  MopTel OTNpaBWTENA

MpaBuna ons TpaHanTHoro Tpaduka

Agpec
oTnpaeuTens

MopTel

Wma MpoTtokon
oTNpaBuTensA

+ [lo6aBuTh ® VIanuTe

MopTkl oTApaBUTENA

Agpec nony4atens

Appec
nony4arens

MopTkl nony4aTens

MopTkl nony4aTens

MopTel
nony4atens

OeWcTENE

OelicTENE

OeAcTENE

[posepKa nakemos ¢ XxpaHeHuUem cocmosHul

B fl@aHHOM NyHKTE BO3MOXHO BK/OYEHME/OTK/II0HEHME NPOBEPKM NAKETOB C XpaHeHnem coctoaHui (SPI).

Hacmpolika npaguna cemesoz2o 3KpaHa

[na pobaBneHna HOBOro MpaBuia HaXMuTe KHOMNKY «/Job6asume» U B OTKPbIBLIEMCA OKHe «Co3paTb

HOBOE NpaBnio» 3aN0JIHNUTE Ccaeayloulne nNonAa:

[Oo6aenTte npasuno
Wma
Tun Tpatuka
MpoTokon
Agpec oTnpasuTens
MopTel OTNPaBUTENA
MopTel NoMy4aTens

NeAcTene

AU X OTMEHa

Bxoaawmin

TCcp

0
0

MponycTuTs
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—  WmA — Ha3BaHMe NpaBuNa;
— Tun mpaguka — BblbOp TMNa TpaduKa, Ha KOTOPbLIA PACNPOCTPAHAETCA AENCTBME AAHHOro
npasuna:

=  BxoOswuli — BXOAAWMK Ha ycTpohcTBO Tpaduk (nonyyaTenem  sABAseTCH
HenocpeacTBEHHO OAMH M3 CETEeBbIX MHTepdelcoB ycTpolicTea). Mpu Bbibope AaHHOrO
TMNa TpadurKa AN pesakTUPOBaHMA CTaHYT AOCTYNHbI CAeaylolme Noas:

Adpec omnpasumess — 3apaeT HadanbHbi |IP-agpec oTtnpasuTensa. Yepes
cumBoAn "/" MOXKHO yKa3aTb MAcKy NoAceT B pOpMaTaxX XXX.XXX.XXX.XXX USIN XX,
Hanpumep, 192.168.16.0/24 nnan 192.168.16.0/255.255.255.0, yTobbl BbIAEAUTb
Cpasy uUenbld AManas’oH aapecoB (3anucb macku B Buae /24 cooTBeTCTBYET
3anuncu /255.255.255.0);

" Ucxodawuli — ncxogawmin ¢ ycTponctea TpaduK (TpaduK, reHepupyemblid NI0KaNIbHO
YCTPOMCTBOM C OAHOr0 U3 ceTeBblX MHTepdeicos). Mpu Bbibope gaHHOro TMNa Tpaduka
ONA PefaKkTUPOBAHUA CTaHYT AOCTYMHbI Caeaytowme nons:

— Adpec nonyyamensa — 3apaet |IP-agpec nonydyatens. Yepes cumson "/" MoXKHO
yKa3aTb MacKy noacetm B GOpMaTax XXX.XXX.XXX.XXX WM XX, Hanpumep,
192.168.18.0/24 wan 192.168.18.0/255.255.255.0, u4Tobbl BbLIAEAUTL CPasy
Lenbli AManasoH agpecos;

= TpaH3umHbIl — TPaAH3UTHLIA TPaduK (TpaduK, NPOXoAAWMI MeXAY OABYMA CETEBbIMU
WHTepdelicamu, Korga oTnpaBUTeNIeM M NojydyaTenem sSiBAAIOTCA BHELWHWEe YCTPOMCTBA).
Mpu BbIGOPE AaHHOrO TMNA TPadMKa ANA pefaKTUPOBaHMA CTaHYT AOCTYMNHbI CAeayroLme
nonsa:

— Adpec omnpasumena — 3apaeT |P-agpec otnpasutena. Yepes cumson /"
MOXHO YKa3aTb MacKy noacety B GOpPMaTax XXX.XXX.XXX.XXX WUJIM XX, Hanpumep,
192.168.16.0/24 wnamn 192.168.16.0/255.255.255.0, 4To6bl BbIAENUTH CPasy
Lenbli AManasoH agpecos;

— Adpec nonyyamensa — 3agaet |IP-agpec nonydyatens. Yepes cumson "/" moxHo
YyKa3aTb MacKy noacetm B dopmaTax XXX.XXX.XXX.XXX WAW XX, Hanpumep,
192.168.18.0/24 wan 192.168.18.0/255.255.255.0, u4TObbI BbLIAEAUTL CpPasy
Lenbli AMana3oH agpecos;

— [lpomoKon — NPOTOKON MakeTa, Ha KOTOPbIA pacnpocTpaHAeTca AelcTBMe AaHHOro npasuna:
TCP, UDP, TCP/UDP, ICMP, nto6oi.
—  [Jelicmsue — pelicTBMe, cCOBEPLUAEMOE HaZ NakeTamu (0T6POCUTb/NPoNyCTUTL).

Mpu BbI6ope npoTokonos TCP, UDP, TCP/UDP ans peaaktnposaHua 6yayT AOCTYMHbI HACTPOMNKMK:

—  Mopmebl omnpasumesns — CNUCOK NOPTOB OTNPABUTENA, NaKeTbl KOToporo ByayT nonagaTb nog
AaHHOe npasuno (monyckaeTcAa ykasbiBaTb MB0 OAMHOYHbLIN NopT, 6o yepes “-“ aManasoH
NopToB); ANA YKa3aHWA BCeX NOPTOB BBeAMTe AMana3oH «0-65535»;

— [opmel nonyyamena — CNUCOK NOPTOB MoJjyyaTens, MakeTbl KoToporo 6yayT nonagatb nog
AaHHOe npaBuno (monyckaeTca yKasbiBaTb MO0 OAMHOYHLIM NopT, AMb6o yepes “-“ gmanasoH
NnopToB); ANA YKa3aHWA BCexX NOPTOB BBeAMTe AMana3oH «0-65535»;.

Mpu BbI6Ope NpoTokona ICMP ana peaakTMpoBaHua 6yayT AOCTYMHbI HACTPOMKU:

—  Tun coobuwjeHuUAs — MOXKHO C034aTb NPaBWJIO TONLKO ANA onpeaeneHHoro Tmna ICMP-coobweHus
nnbo ana Bcex.
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Haxmunte KHOMKY ((anMeHVITb» Aana ,D,O6aBﬂeHVlﬂ HOBOro npasunaa. Ana oTmeHbl N3MEHEHUI HaxmuTe
KHOMKY «OTtmeHa». [OnA yAaneHna 3anncn  n3  CNUcKa HEO6XOAVIMO YCTaHOBUTb d)nar HanpoTuB
COOTBeTCTBy}OLLI,eﬁ 3aNnUCU U Ha*XaTb Ha KHOMKY «Ypanutb»,

3.7.2.11 NoameHio «Wi-Fi»

B noameHto «Wi-Fi» BbinonHAOTCA HacTponku becnposogHoit Wi-Fi cetn. HacTpoliku BbinonHAOTCA ana
cetn Wi-Fi Ha yactoTe 2.4 Ty, 1 5 Ty, YcTponcTBo nogaepknsaet paboTy 04HOBPEMEHHO B ABYX AMana3oHax
4yacTorT.

Bce HaCTPOﬁKM pa3geneHbl Ha 6a30|3b|e, AONO/THUTENIbHbIE U HaCTPOﬁKM BUPTYa/ZIbHbIX TOYEK A0CTyNa.

Wi-Fi2.4 Ty

basoBble HaETle;IKM NononHUTENbHEIE HBETFIG[’WM 311FIT}8]'\EH!:|\E TOYKM JocTyna

BrnioYnTe Wi-Fi Q CkannpoBaTth aghup

WaeHTHMKaTOp ceT (SSID) | EllexWiFi

Pewum | 802.11(b+g+n) v
PesnM Ge3onacHOCTH off v
LnpuHa kaHana auto v
OCHOBHOW KaHan BepxHuii v
KaHan auto v

CHPBITHIA PEHUM

BroyuTe WMM -

McnonbaobaTk WLAN

MOLLHOCTE CHrHana E| 100%

Wi-Fi 5Ty

Ba30Bble HACTPOWKK [ononHUTeNEHBIE HACTPOWKK BupTyansHbie TOYKA OCTyNA

BrntounTe Wi-Fi Q, CkaHMpOoBaTh APMp

MaeHTUDMKATOp CETH (SSID) | 5G_18.25

Pexum 802.11(a+n+ac) v
Pexmm GesonacHocTH WPAZ-PSK (AES) v
KnioY WEA | sesssses

MokasaTb Koy
Mcnone3oBaTe asTopu3auuio yepes RADIUS
WMpKHa kanana auto v
Kanan 44 v
CKpBITHIFA pexum
Brnounte WMM @ [TodpobHee
Wecnonsaosats VLAN

IMOWHOCTE CUrHana E| 100%
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bazosbie HacmpoUlku

Bkaouume Wi-Fi — npu ycTaHoBneHHOM dnare BKAOYeHa 6ecnpoBoAHAA TOYKa A0CTyna B
COOTBETCTBYIOLLEM AMaNa3oHe YacToT;

nNoeHmugpukamop cemu (SSID) — nmsa 6ecnpoBogHON CETU, UCNOMb3YETC AN1A NOAKAOYEHUA K
ycTpolictey. MakcMmanbHas AiMHa UMeHN — 32 CMMBOAA, BBOA, C YY4ETOM PErMcTpa KiaBmaTypbl.
[aHHbIV NapameTp MOXKeT COCTOoATb U3 UMdp, NaTUHCKMX BYKB, NPobENoB, a TakKe cumBosioB "-",
nonn o Y npyM 3TOM CMMBOBI , "#" M npoben He MOryT CTOSATb NEPBbLIMU;

Pexcum 802.11 — Bblbop pexxkuma paboTbl 6ecnpoBogHoro nHtepdeiica.

IlIII n.n
o

Ona 2.4 MTu;:

= 802.11b — ecnn Bce bHecnpoBoAHble KAMEHTbI NoadeprkmBatoT ctaHgapt 802.11b, no
AaHHOMY CTaHAAPTY MaKCMMaibHaA CKOPOCTb cocTasnsaeT 11 Méut/c;

= 802.11bg — ecnu B ceTM NpPUCYTCTBYIOT BecnpoBogHble KANeHTbl ¢ noaaep:koin 802.11b
1 802.11g, no crtaHgapTy 802.11g makcMmanbHas CKOPOCTb cocTasnaeT 54 Méut/c;

= 802.11bgn — ecnn B CETU MPUCYTCTBYIOT 6ECnpoBOAHbIE KAMEHTbI C MNOAAEPHKKOM
802.11b, 802.11g 1 802.11n;

= 802.11n — paHHbIN CTaHAAPT NpeaycMaTpuBaeT MaKcUmasibHyto ckopocTb 300 MéuTt/c.
802.11n wucnonbsyeT TexHonornmio MIMO (HECKO/NbKO BXOA0B, HECKONbKO BbIXOA0B),
06paboTKy CUFHANOB M TEXHONOIMUIO WHTENNIEKTYaNIbHOM aHTeHHbl ANA nepesayn
HECKOJIbKMX MOTOKOB [JaHHbIX 4Yepe3 HECKO/IbKO aHTeHH. IJTO AaéT MATUKpaTHoe
yBe/IYeHMe MNPOU3BOAUTENBHOCTM U OBYKPATHOE yBe/AuveHWe auarnasoHa no
CpaBHEHUIO C Npeablaywmm ctaHgapTom 802.11g.

Ona5Mu:

= 802.11a - maKcuMMasibHaa CKOPOCTb cocTaBnset 54 M6éut/c;

= 802.11n — AaHHbI CTaHAAPT NpeaycMaTprBaeT MakcMmasibHyo ckopocTb 300 Méut/c.
802.11n wucnonbsyet TexHonormioo MIMO (HeCKO/IbKO BXOA0B, HECKONbKO BbIXOA0B),
06paboTKy CUrHANOB M TEXHONOIMUIO WHTENIEKTYaNIbHOM aHTeHHbl ANA nepesayu
HECKOJIbKMX MOTOKOB AaHHbIX YePE3 HECKO/IbKO aHTEHH.

= 802.11ac — paHHbIA CTaHAAPT NpeaycmaTpMBaeT MakCMMasibHY0 CKOpocTb 866 M6éuTt/c.
802.11ac ucnonbsyeT TexHonorno MIMO (HEeCKO/IbKO BXO40B, HECKO/IbKO BbIXOAOB),
06paboTKy CUrHANOB M TEXHONOIMIO WHTENIEKTYaNIbHOM aHTeHHbl ANA nepesayu
HECKOJIbKMX MOTOKOB AaHHbIX YePE3 HECKOJ/IbKO aHTEHH;

= 802.11(a+n) — ecnn B CETU NPUCYTCTBYIOT H6ECNPOBOAHbIE KAMEHTbl C MNOAAEPMKKOW
802.11a, 1 802.11n;

= 802.11(n+ac) — ecnn B ceTM NPUCYTCTBYIOT HGECnpOoBOAHbIE KAUEHTbl C MOoAAEpPHKKOM
802.11n 1 802.11ac;

= 802.11(a+n+ac) — ecnn B CETU NPUCYTCTBYIOT BECNPOBOAHbIE KANEHTbI C NOAMAEPIKKOM
802.114a, 802.11n 1 802.11ac;

Pexcum 6e3onacHocmu — Bblbop pexknma 6esonacHocTn 6ecnpoBoaHoON ceTu:

= Off — oTKAto4eHO WwWndposaHue 6ecnpoBoaHOM CETU, HU3KMI YPOBEHb 6E30MNacHOCTH;

=  WEP — wndposaHue WEP. WEP-KNtO4 A0MKEH COCTOATb M3 LIECTHAAUATEPUYHDBIX UMdp m
nmeTb AnnHy 10 nnmn 26 cumeonos, NMB0 AONKEH BbITb CTPOKOW (cMmBOAbI a-z, A-Z, 0-9,
~l@#5%"&*()_-+=) u umeTb ANnHY 5 namn 13 cumBoNOoB.

=  WPA, WPA2 — wudposaHne WPA n WPA2. [anHa Knwo4ya coctasnseT oT 8 go 63
CUMBOIOB. Paspeluaerca UCnoib30BaTh TONbKO CUMBOAbIL: a-z, A-Z, 0-9, ~!@H#S%" &*()_-
+=;:\\]/?.,<>""" unm npoben. PekomeHayeTca UCMO/b30BaTb peXKMMbl WndposaHna WPA
n WPA2 Kak Hanbosiee 6e3onacHble Ha AaHHbIA MOMEHT.

56
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V PekomeHAyeTcA UCMNO/1b30BaTb peXkumbl 6esonacHoctn WPA n WPA2 ¢ wudposaHmem AES Kak
Haubonee 6e3onacHble.

—  Ucnonszosams asmopuszayuro Yepe3 RADIUS — BkntoueHmne astopusaumm Ha RADIUS-cepsepe un
aKKayHTuHra yepes RADIUS;

— UWupuHa KaHaAa — WUpPUHaA NOAOCHI YAaCcTOT KaHana, Ha KOTOpom paboTaeT BecnpoBoaHAA TOYKa
AoCTyna, NpUHUMaeT 3HadeHus auto, 20, 40 u 80 (TonbKo ana 5 Mu) Mru;

—  OcHosHOU KaHasn — OCHOBHOM KaHan TOYKM JOCTyna. HacTpoika AoctynHa npu Bbibope WUpKHbI
KaHana B 40 Mly — B 3TOM c/iy4yae cymmapHbii KaHan 40 Ml obpasyeTca M3 ABYX coceaHMx
YacTOTHbIX KaHasoB no 20 MIlu. Bbibop OCHOBHOro KaHasna onpeaenserca MoA0oXKeHUeMm
OTHOCUTE/IbHO A0NO/IHUTENbHOTO:

=  BepxHWIN —4yacToTa OCHOBHOIO KaHana Bbille YacTOTbl AOMNOIHUTENBHOTO;
=" HWXKHWIA —4aCTOTAa OCHOBHOTO KaHafa HUXe 4acToTbl AOMNOAHUTENIbHOTO.

— KaHan — Homep KaHana gnsa pabotbl H6ecnposogHol cetu. lNpu Bbibope 3HaYeHMa «auto»
aBTOMATMYECKU ONpeaensaeTca KaHan C MeHbLUMM YPOBHEM NMOMEX;

—  Ckpbimobili pexcum — NpWU yCTaHOBNEHHOM ¢nare ToyKa AocTyna OyaeT ckpbita B 3dupe.
MoAKMOUYMTLCA K HEeM MOXKHO, TO/IbKO 3apaHee 3Has eé SSID;

—  Brawvume WMM — npu ycTaHoBNeHHOM daare BratoveHa pyHKuma WiFi Multimedia, KoTopas
No3BO/ISIET ONTUMU3NPOBATL Nepeaady MyabTUMeaNMHOro TpaduKka no 6ecnpoBoaHON cpeae;

—  Ucnonvzoeams VLAN — npu ycTaHOBAEHHOM ¢dJiare ToYKa A0CTyna HauyMHaeT paboTaTb B pexume
MOCTa M TerMposaTb TpaduK B COOTBETCTBUM C BbicTaBieHHbIM VLAN ID;

—  MowHocmb cuz2HaAa — pPerynmpoBKa MOLLHOCTM CUMHana TOYKM AOCTyna B NpoUeHTax oT
MaKCMMa/ibHOrO YPOBHS.

JlononHumessHble HACMPOUKU

— lopoz ¢ppaemeHmayuu (Fragmentation Threshold) — maKcMmanbHbI pasmep HenpepbiBHOrO
610Ka [aHHbIX ana nepegaym no becnposogHol ceTu. [aHHble 6onblero pasmepa byayt
pa3buTbl Ha YacTn — GparMeHTUPOBaHbI; NPUHUMAET 3HaYeHus oT 0 o 2346;

— [lopoz RTS (RTS Threshold) — makcMmanbHblii 3anpaliMBaemMbiii pasmep 6/10Ka AaHHbIX ANs
nepegaun. B texHonornn CSMA/CA nakeTbl RTS (request to send) nocbinatotca 6a3o8oi cTaHUmMK
00 nepeaaun peanbHbIX AaHHbIX. MpK HanuMumm cBoboaHoro okHa 6asa oTBeyvaeT naketom CTS
(clear to send) n KAMEHT OTCbINAET MaKeT 3anpoleHHoro pasmepa. Yem meHblwe pasmep RTS,
Tem 6Oo/siblie BeEpPOATHOCTb MOJYYUTb paspelleHne OT 6a3o0BoOM CTaHUuMKM, Tem ObicTpee
BOCCTaHaB/IMBAETCA CETb NOCAE KOMIM3UI, HO TEM MEHbLLE NPON3BOAUTENIbHOCTb CETU B LLEJIOM.
MpuHUMmaeT 3HayveHua ot 0 oo 2347;

—  [lepuod omnpasku cayxebHbix coobujeHull, mc (Beacon Interval) — npomexKyToK BpemeHM
MeXKay CNy*KebHbiMK cooblieHnammu B 6ecnposoaHoli cetu. Ciy»KebHble coobLieHNs nepeaatoT
napameTpbl YacToT, NPOTOKO/1I0B, HE€30NACHOCTM, MOLLHOCTU NepesaTiMKOB, 3a4ePKEK U Apyroe.
MpuHmaeT 3HadyeHuna oT 20 go 1024;

—  Tun npeambynesl (Preample Length) — pasamep npeambybl NOKa3bIBAET A/INMHY CAYKebHOro nons
B KarKAom nakete. [lnIMHHAA npeambyna coctouT n3 128 6uT, KopoTKana — M3 56 6uT. KopoTKuii
pasmep npeambynbl nosbiwaeT obuiee 6ObICTPOAENCTBME CUCTEMDBI, WCNOJb3yeTCA  ANs
MY/IbTUMEAUMNHbBIX MPUNOXKEHUN;

—  Bkawyumes IAPP — npotokon IAPP (Inter-Access Point Protocol) nossonsetr wucnosb3oBaTtb
POYMWHT KNMEHTOB MEXAY HECKO/IbKUMM TOUKAMM AOCTYNA BHYTPU OAHOrO CErMeHTa CeTy;
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B

Omknmoyums 3awumy (Wi-Fi Protection) — 370 cneumanbHbii mexaHusm ansa cetein 802.11 b/g.
BKAtOYEeHWE MexaHU3Ma rapaHTUpyeT BO3MOXHOCTb paboTbl MeAleHHbIX YCTPOUCTB CTaHgapTa b
B cpeAe € 60/blUMM KONMYECTBOM BbICOKOCKOPOCTHbIX YCTPOWCTB CTaHAapTa g. ITO A0CTUraeTcs
yBEeNYEHUEM BPEMEHM OBCNYKMBAHMA CTapbiX KAMEHTOB, 3aJlaHMEM A/A HUX MeHbLIero
pa3smepa okHa RTS, cHM»KeHnem obLiero 6bICTpoAENCTBUA CETY;

AZ,DEZGMUFI (Aggregation) — BK/IIOYAET BO3MOXHOCTb O6'be,CI,VIHeHVIF| HECKOJZIbKUX MaNIEHbKUX
NaKeTos AnAa nepenayn B O4HOM 6OI'IbLIJOM;

Kopomkuli  3awjummHelli uHmepean (Short GI) — cpeacTBO CHUMKEHMA OWKMBOK npwm
B3aMMOOENCTBUM pPaguo YCTPOMCTB — MYCTOM MNPOMENXKYTOK MeXay nepenaBaembiMu
WwecTHaguatepuyHbimm cumsonamm (0,1,...E,F). CTaHZapTHbIA ANMHHBLIN 3alUUTHbIA MHTEpPBan
(Long GIl) nmeet npogonkutenbHocTb 800HC. CYMTAETCH, YTO 3@ 3TO BPEMA CUIHA/ MOJIHOCTbIO
OOXOAUT A0 NPUEMHMKA C YY4ETOM BCEX 3a4€ePKeEK N OTparkeHMN. o ncTeyeHnn aToro MHTepBana
nepegaetcsa cneayowmn cumson. Short Gl gantca 400Hc. Ucnonb3oBaHue Short Gl nosbiwaeT
obuwylo NpousBOAUTENbHOCTb HGEcnpoBOAHON ceTu npumepHo Ha 11%, HO MHoraa BedeT K
yBe/nYeHuIo olnboK npnuema/nepenauu;

Uzonayua knuedmos (WLAN Partition) — BKAtoueHWe 3anpeTa B3auMoaencTeusa 6ecnpoBogHbIX
KNMEHTOB Mexay cobol;

Braouums STBC — BKAouyeHne mexaHusma Space Time Block Coding (STBC) mncnonbsyetcs B
6ecrnpoBOAHbIX CeTAX A/ Nnepeaaynm KOmuil NMoToKa AaHHbIX Yepe3 HECKO/IbKO aHTeHH U AA
obecneyeHna NPMEma pasHbIX BEPCUin 610Ka JaHHbIX B LLENAX NOBbILWEHUA HaaeKHOCTN 0bmeHa
JaHHbIMWU. M3BECTHO, YTO PaaMOCUrHan PacrnpocTpaHAEeTCcA B cpede Mo [A0CTaTOYHO C/IOMKHbIM
TPAaEKTOPMAM W MNOABEPXEH BAUAHUIO OTParkeHuUa, pedpakumM, pacceMBaHMA, a TaK¥Ke
NCKaKaeTca BO3JeNCTBMEM TEMNI0oBOro Lyma NPUEMHMKA, YTO B KOHEYHOM CHETe MPUBOAMUT K
TOMY, YTO OAHM KOMWUW MepeaaHHOro CUrHana MOryT OKa3aTbCA 3HaAuMTeNbHO Nydlle (MeHee
MCKasKeHbl) ApyrMx. 3Ta M3ObITOYHOCTb MOBbLIWAET BEPOATHOCTb KOPPEKTHO AEKOAMPOBaTb
CUTHaN U3 HECKOJIbKMX ero KOnuin Ha npuémHoi ctopoHe. TexHonorma STBC obbegunHseT Bce
KOMUM NpUHATOro 610Ka AaHHbLIX ONTUMasbHbIM 06pPa3’om A1A M3B/JEYEHUA MaKCUMaibHOro
KO/IMYecTBa MHPOPMALMKN U3 KaXKa0M U3 HUX.

CocywecmeosaHue 20/40Mrly (20/40MHz Coexist) — BKAOYEHHAA ONUMA NPUBOAMUT K TOMY, YTO
€CcIM B pagauyce AenCTBMA Halel TOYKM [ocTyrna OyayT ob6HapysKeHbl Apyrue TOYKWM Ha
aHaNOMMYHbIX YacCTOTHbIX KaHafax WM BCe KaHaibl ByAyT CWbHO 3arpyeHbl — Halla TOYKa
A0CTyNa OTKAOYMT MCNOb30BaHME YacTOTHOIoO AnanasoHa 40Mrlu, 4Tobbl He MeLlaTb COCeanm;

AdanmueHaa duaepamma HanpaesaeHHocmu (Beamforming) — TexHonorvs, noapasymesaroLlas
dbopmmMpoBaHME INEKTPOMATHUTHOTO NOAA aHTEHHbI 6a30BOM CTaHUMKN B AanbHeEl 30He B BMAE
Y3KOHANpaBAEHHOrO T[/1aBHOTO /iIenecTka, OPWEHTUPOBAHHOMO B CTOPOHY abOHEHTCKoro
YCTPOMCTBA C BO3MOKHOCTbIO M3MEHEHMA HAaNpPaBAEHHbIX CBOWCTB MPU M3MEHEHUM MOONKEHUA
aToro obopyaoBaHus.

BupmyansHsele mo4ku docmyna

OAHOM AuMana3oHe BO3MOXXHO CO34aHMe A0 Tpex BUPTYa/ibHbIX TOYeK A0CTyna CO CBOMMU

WHAMBUAYANbHBIMW HAacTPOMKamu. Jna BKAOYEHUA U pefakTMpoBaHua napametpos VAP cneayeT HaxaTb Ha
nopsaKkoBbii Homep VAP B HY)KHOM AManasoHe.
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Wi-Fi2.4 My

Ba30BbIE HACTPOWKN [ononHUTENBHBIE HACTPOWKKM BupTyaneHele To4KW 4ocTyna

VAP CocTosHue SSID

1 % BhiKn EltexWiFi_\VAPO

2 ® BbiKn EltexWiFi_\VAP1

3 ® Bbikn EltexWiFi_\VAP2
Wi-Fi 51Ty

Ba30BbIE HACTPOWKN [ononHUTENBHBIE HACTPOWKKM BupTyaneHele To4KW 4ocTyna

VAP CocToAHKe SsID

1 X BbiKn EltexWiFiaG_VAPO
2 X BbiKn EltexWiFiaG_VAP1
3 3 Bblkn EltexWIFi5G_WVAP2

BkntoueHunAa n pepgaktnposaHma napametpos VAP.

Wi-Fi2.4 My

PepakTtuposate VAP 1

BrnoumTe WI-Fi
WMaeHTupukatop cetm (SSID) EltexWiFi_VAPO
Pesxim 802.11(b+g+n) v
PexuM Ge3onacHocTH off v
TocTesol Wi-Fi
Mcnone3soeaTe VLAN

IMaKCUMAanEHoe KOMMYeCTB0 KNHEHTOB | 16 (1-16)

—  BKawovyume Wi-Fi — aktnsmposaTtb AaHHyto VAP;

— Mapamempsi SSID, pexcum, pexcum 6e3onacHocmu, 2ocmesoli Wi-Fi, ucnons3zosams VLAN,
MOKCUMAQsIbHOE KOAIUYeCcmaeo KAUeHmMo8 aHAA02UYHbI MAK08bIM 015 OCHOBHOU mouKu docmyna.

[na BCTyNNeHWA B CMAYy HOBOM KOHOUrypauuuM M 3aHECeHMs HacTPOeK B 3HEeproHe3aBMCMMYI0 MamMATb
HaXXMUTE KHOMKY «[TpuMeHUMb». N OTMEHbl U3MEHEHWNI HAaXKMUTE KHOMKY « OmMeHa».
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Ecnu ycTpoincTBo paboTaeT B ABYX AManasoHax YyactoT (ogHoBpemeHHOo BKAtoueHbl « Wi-Fi 2.41Tu» n «Wi-
Fi 5MTu») — MaKCcMManbHaa CKOPOCTb Mepefaun ANA KaKAOoro Auanas’oHa YMEHbLUMTCA BBUAY OTKAOYEHMUA
TexHonornm MIMO.

[na BCTyNNeHua B CUAYy HOBOWM KOHPUrypaLuMu M 3aHECEHUs HAcTPOEeK B 3HEProHe3aBWCUMYIO MaMsATb
HaXMUTE KHOMKY «[TpuMeHUMb». O OTMEHbl USMEHEHWNI HAaXKMUTE KHOMKY « OmMmeHa».

3.7.2.12 MNMoameHo «®unbtp MAC»

B nogmeHto «dPnabtp MAC» BbINOAHAOTCA HAcTpPoMKa duabTpauma goctyna no MAC-agpecy.

JocTtyn K ycTpoidcTBy

Pexum duneTpa npoeosHoi ceth OTkNHYNTE v
Pexsum dunetpa Wi-Fi 2.4 Ty OTKNHYNTE Y
Pexuinm dunetpa Wi-Fi 6 My OTKNHYNTE v

HacTpoiiku orpaHuyeHus gocryna

—  Pexum ¢uaempa npoeodHoli cemu — onpeaenser NoJMTUKY AOCTyNa K YCTPOWCTBY 4epes
nposogHble nHTepdericol WAN u LAN;

—  Pexwum ¢unompa Wi-Fi 2.4/5[Ty — 3apaetca oTaenbHO AnA AnanasoHos 2.4 u 5 [Ty u
onpegenser oAuMH K3 Tpex anroputmoB paboTtbl ¢uabTpa B 3aBucumoctn ot MAC-agpeca
K/INeHTa:

= OmKmoyume — dunbtpauma no MAC-agpecam OTKAOHEHA — BCEM KIMEHTAM paspeLleHo
MOAK/MOYATLCA K TOUKE [0CTYNa;

= YépHobIl criucok — B AaHHOM pexume paboTbl punbTpa KameHTam, MAC-aapeca KOTopbIxX
yKasaHbl B «Cnucke MAC-agpecos», 3anpelLeHO MNOAKAKYATLCA K TO4YKe A[ocTyna.
AboHeHTam, MAC-azpeca KOTOpbIX He YKa3aHbl B CMUCKE, MOAKIOMEHNE Pa3peLLEHO;

= Benolli cNUCOK — B AaHHOM pexume paboTbl GpuabTpa KameHTam, MAC-agpeca KOTopbIxX
yKasaHbl B «Cnucke MAC-agpecoB», paspelleHO MNOAKAIYATLCA K TO4Ke AocTyna.
AboHeHTam, MAC-agpeca KOTOpPbIX B CMMCKE He YKa3aHbl, NOAK/AOYEHME 3anpeLLeHo.

Cnucok MAC-agpecos
3afaeTca ona NpoBoAHOro UHTepdelnica N KaxKAoro guanasoHa OTAeNbHO. B cnMcOK MOXHO BHeCTU A0
Tpnauatm MAC-agpecoB KAMEHTOB, AOCTYN KOTOPbIM K TOYKEe [O0CTYyMNa PeryavmpyeTtcAa HacTPOMKOM pexuma

cbvmpra COOTBETCTBYHOLWETNO AMAaNa30Ha YacCToT.

[na pobaBneHMa HOBOTO KJAMEHTA B CMMCOK HaKMUTE KHOMKY «Jobasums» n BBegute ero MAC-aapec
nnu Bbibepnte MAC-agpec XxocTa, NOAKAOYEHHOTO K 6ecnpoBoAHON CeTw.

[na BCTynneHus B CUAYy HOBOM KOHOUIypaLMu M 3aHECEHUs HACcTPOEK B 3HEProHe3aBMCHMMYI0 MaMATb
HaXMUTE KHOMKY «[TpuMeHUMb». O OTMEHbI USMEHEHWUI HAXKMUTE KHOMKY « OmMmeHa».
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3.7.2.13 MNMoameHto «WPS»

B nogmeHto « WPS» BbinosiHAETCcs HacTpoiKa npotokona WPS (Wi-Fi Protected Setup).

WPS — cTaHgapT nosiyaBToMaTUyeckoro cosgaHua becnposogHoit cetn Wi-Fi. Lenbto npotokona WPS
ABNAETCA YNPOLLEHNE NpoLecca HacTpoikm becnposogHon ceTn. WPS aBTomaTnyeckn 0603HaYaeT Mms CeTU U
3afaeT wudpoBaHMe A1 3alUWTbl OT HECAHKLMOHMPOBAHHOIO AOCTYNa B CETb, MPW 3TOM HET HeobXxoAMMOCTH
BPYYHYIO 334aBaTb BCe MapameTpbl.

WPS

Paspewmts WPS

20 UHmepgpelica Wi-Fi ¢

dyHKuma WPS akTuBMpyeTca (aeakTnBMpyeTca) cpasy Ha 060MxX AnanasoHax 4acTor.
Ucnonb3ya tepmuHonornto WPS, ycTpoicTBO MOXKET HaxoAUTbCA B ABYX COCTOAHMUAX:

— Configured — Touyka goctyna (xoTa 6bl B O4HOM AMana3oHe 4YacToT) CKOHUrypupoBaHa — 3TO
3HAYMT, YTO HACTPOEHbI UMA CETU, MapaMeTpbl WWMPPOBAHMA U Apyrve NapameTpbl;

— Unconfigured — To4Ka foctyna B 060Mx AManasoHax 4acToT He CKOHOUIYPUPOBAHA — 3TO 3HAUUT,
4yTo BCe napameTpbl Wi-Fi UMeloT HacTPOMKM N0 yMOAYaHUIO.

B 3aBMCMMOCTW OT COCTOSIHMA TOYKKN A0CTYNa HeKoTopble dyHKUMM WPS moryT 6bITb 3a6/10KMPOBaHbI.

—  Paspewums WPS — npu ycTaHOBAEHHOM ¢nare paspeleHo ncnonb3osatb npotokon WPS ans
aBTOMAaTMYECKOM HacTpPoMKM becnpoBogHon cetu; ¢yHKuMA WPS akTMBMpYyeTca cpasy B oboumx
AmnanasoHax yactoT. PyHKuMo WPS Henb3a BKAOYUTD, ECAN XOTA Obl B OAHOM AMana3oHe YacToT
HacTpoeH pexxnm wneposaHma WEP nan WPA.,

— Start PBC — nporpammHan KHonka PBC (Push Button Configuration) — BbiNnonHseT GyHKUMM
KHonkn WPS Ha Kopnyce ycTpoiicTea. lMoakntoueHne KAneHTa NponcxoamT aBTOMaTUYECKH nocne
Ha)KaTMA Ha [AaHHYIO KHOMKy. logknouyeHwe KaneHTa no KHonke PBC BO3MOXHO Kak U3
coctosHua «Unconfigured» (Touka pgoctyna He CKOHQUrypupoBaHa), TaK M W3 COCTOAHWA
«Configured» (Touka Joctyna cKoHourypuposaHa). [Mpu  MNOAKAOYEHUM U3 COCTOAHMSA
«Configured» KAMEHT nonyyaeT HaCTPOEHHble Ha YCTPOWCTBE MMA CETU W MNapameTpsbl
wudposanHus. Mpu nogkntoyeHnn m3 coctosHusa «Unconfigured» ycTpolicTBO aBTOMATUYECKM
reHepupyeT M HasHayaeT KAMEHTY UMA CeTU U NapameTpbl wWundpoBaHua. MNocne HaxaTua Ha
KHOMKy PBC ¢yHKLMA WPS aKTUBHaA B TeYeHMeE ABYX MUHYT.

— Cbpocumb KOHghuzypayuro — ANA NPUHYAUTENbHOTO NepeBofa TOYKM AOCTyMa M3 COCTOSHMUA
«Configured» B cocTtoaHue «Unconfigured» HaxkmuTe KHOMKy «COpocums KOHgu2ypayuo» —
yCTaHOBATCA HAacTpoiikn Wi-Fi no ymonyaHuio.

[na BCTyNNeHWa B CUAYy HOBOM KOHOUrypauuMu M 3aHECeHMs HacTPOeK B 3HEepProHesaBMCHMMYI0 MaMATb
HaXMUTE KHOMKY «[TpuMeHUMb». O OTMEHbI USMEHEHWNI HAXKMUTE KHOMKY « OmMmMeHa».
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3.7.2.14 NMoameHo «MapwpyTusauyma»

B nogmeHio «MapLipyTm3aumsa» yCTaHaBAUBAIOTCA CTaTUYECKME MapLLPYTbl YCTPOMCTBA.

MapwpyTrusaumns
Uma Appec HazHa4YeHUR Macka nogceTu Wnwoz
route1 192.168.23.0 2552552550 192.168.0.1
+ Jobasute X YO3nUTE
RIP

BrnoynTe RIP

Mapwpymu3sayus

[na nobaBneHns HOBOro MapLLpyTa HaxKMMUTE Ha KHOMKY «/o6aBuTb» 1 3anosiHUTE caeayioLme nons:

Oobasuts mapwpyT

Kma
ALPEC Ha3HAYEHUR
Macka noaceTw

Llnko3

Wmsa — Ha3zBaHMe MapLIpyTa, MCNOAb3YyeTcA Ana yaob6CcTBa BOCNPUATUS YESIOBEKOM;

Adpec Ha3HauyeHus — |P-agpec XocTa WAW NOACETU Ha3HayeHWA, 40 KOTOPbIX Heobxoaumo
YCTAaHOBUTb MApPLLPYT;

MacKka nodcemu — macKka noacetn. [na XxocTa MacKka NoACETM YCTAHABAMBAETCA B 3HAYeHMe
255.255.255.255, ana noacetn — B 3aBUCMMOCTM OT €€ pasmepa;

LLinto3 — IP-agpec Wwnto3a, Yepes KOTOPbIA OCYLLECTBAAETCA BbIXO4 Ha «AOpec Ha3HAYeHUA».
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1P

Ona BknoveHna npotokona RIP cnepyeTr aktmsupoBaTb napametp «Brawouutb RIP». [na Kaxkporo

aKTMBHOro uHTepdelica byayT AOCTYMNHbI CieaytoumMe napameTpbl:

MapLupyTusaums
Nms Appec HasHaveHns Macka nogceTn Lintos
route1 192.168.23.0 255.255.255.0 192.168.0.1
=+ [lo6aBuThL ® VYOanuTb
RIP
Brntoyuts RIP ¥
WAN
BrntounTb RIP Ha WAN
LAN
BrntoumTh RIP Ha LAN
WuTepdeiic IP-TenedgoHnn
BknounTe RIP Ha uHTepdelice IP-TenedoHuu
WHTepdeic ynpaeneHns
Brnio4nTe RIP Ha MHTEpEACE YyNpaBNeHns
—  Brkmwoyumes RIP Ha WAN/LAN — aKTuBMpoBaTb aHOHCMpOBaHWe noAceTel BblIBPaHHOMo

nHTepoelica;

— Cnocob aymeHmugukayuu — BbibpaTb cnocob ayTeHTUdMKauUM nepes 0bMeHOM MapLIPyTamm C

coceaHUM MapLIPYTM3aTOpPOM: BbIKA/TekcT/MD5X

— [apone 014 aymeHmuguKkayuu — Naposib, UCNOAb3YEMbIA NPU ayTEHTUMKALMM C COCEQHUM

MapLpyTU3aToOpoOM;

— Bepcusa npomokona — ncnonb3yemasn sepcma npotokona RIP: RIPv1, RIPv2, RIPv1+RIPv2.

[na BCTyNNeHWA B CMAY HOBOM KOHOUrypaumMuM M 3aHECEHMS HacTPOEeK B 3HEepProHe3aBMCHMMYI0 MaMATb
HaYXXMUTE KHOMKY «[TpuMeHUMb». N OTMEHbl U3BMEHEHWNI HAaXKMUTE KHOMKY « OmMeHa».
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3.7.2.15 MoameHio «uHamunyeckmnii DNS»

B noameHto «QuHammnyeckmnin DNS» BbinonHAETCA HAaCTPOMKa COOTBETCTBYOLLLErO CepBUca.

JuHamuyeckuli DNS (D-DNS) nossonaetr uHpopmaumm Ha DNS-cepsepe 06HOBAATLCA B peanbHOM
BpeMeHn W (No KenaHuio) B aBTOMATUYECKOM pexkume. [pumeHseTcs Ana Ha3HavyeHUs MOCTOAHHOro
AOMEHHOI0 MMEHU YCTPOMUCTBY (KOMNbIOTEPY, pOYyTePY) C AMHaMmUYeckum IP-aapecom.

OnHammyeckmin DNS 4yacTo npumeHAeTca B I0OKa/bHbIX CETAX, rAe KAMeHTbl noayyatoT IP-agpec no DHCP, a
NOTOM PErncTpPUpPYHOT CBOM MMeEHA Ha nokanbHom DNS-cepsepe.

OuHamudeckunii DNS

BkNK4YMTe D-DNS @

®

Mpoeaiasp D-DNS dyndns.org v
ViM# nons30BaTens

Maporns

NomeHHoe nma 0
NomeHHoe nMa 1
NomeHHoe nMA 2
[omMeHHoe uMA 3
omeHHoe umA 4
[omeHHoe uMA 5
[omMeHHoe nMA 6
HomeHHoe uma 7
HomeHHoe umA 8

LoMeHHoe MMa 9

AN S % OTheHa

—  Bkawvume D-DNS — npu yctaHoBneHHoM daare cepsuc D-DNS akTMBEH M oA pefakTMpoBaHus
OOCTYMHbI CeAyroLLne HAaCTPOMKMU:

— [posalioep D-DNS — Ha3BaHMe npoBangepa D-DNS — BbibepuTe ogHOro npoBainaepa M3 cnmcka
OOCTYMNHbIX;

—  Uma nonv3zosamesna — nma Nonb3oBaTena gasa AocTyna K y4eTHom 3anncu cepsnca D-DNS;

— [aposb — naponb Ana gocTyna K yyeTHou 3anucu cepenca D-DNS;

—  [JdomeHHoe umsa (0..9) — MOKHO 3aperncTpmpoBaTb A0 AECATU AOMEHHbIX MMEH YCTPOMCTBA
(0bbluHO TpebyeTca nuwb oaHo). O6HoBneHWe uHPopmaumm 06 IP-agpece ycTpoicTBa Ha
cepsepe npoBaraepa NpPoncxoguT nepmoanyeckm yepes 60 cekyHa,

[na BCTyNneHWa B CUAYy HOBOM KOHOUIypauMu M 3aHECeHMs HAacTPOeK B 3HEepProHe3aBUCHMMYI0 MaMATb
HaXXMUTE KHOMKY «[TpuMeHUMb». O OTMEHbl USMEHEHWNI HAaXKMUTE KHOMKY « OmMeHa».

3.7.2.16 MoameHio «HacTtpoitka SNMP»

MporpammHoe obecneyeHne RG-5400 no3BonseT NPOBOAUTb KOHPUIypUpPOBaHME U  MOHWUTOPUHT
COCTOAHMA YCTPOMCTBA M €ro AaTyuMkoB, ucnonbdysa npotokon SNMP. B nogmeHio «SNMP» BbINOAHAOTCA
HacTpoiKkM napameTpoB SNMP-areHTa. YcTpoicTBO noagdep:kmBaeT npoTokosbl Bepcnit SNMPv1, SNMPv2c,
SNMPv3.
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HacTpoiika SNMP

BrNOYUTE SNIVP

]

Maponb Ha YTeHne | public
Mapone Ha 3anuce | private
Anpet AnA npuéma Tpanos vi
Alpec Ans npuéma Tpanoe v2
AIpet AnA NpuéMa cooflenui Inform
CHCTEMHOE MMA YCTpoiicTBa | RG-2400

KoHTaKTHas wHgpopmaums | Contact
nponsBoanTENs

MecTononoxexune ycTpoitcTea | Russia

Maponb B Tpanax | trap

—  Brawoyume SNMP — npu ycTaHOBAEHHOM dnare paspeLleHo Mcnob3oBaHue npoTokon SNMP;
— [aponb HaO YmeHue — Napoab Ha YTeHUe NapameTpos (obLenpuHATbIN: public);
— [apons Ha 3anuce — Napoab Ha 3anucb NapameTpos (0bLLenpuHATLIN: private);

— AO0pec 0118 npuéma mpanos vl — IP-agpec nan [OMeHHOe MMA NpUueMHuKa coobuieHnin SNMPv1-
trap 8 popmate HOST [COMMUNITY [PORT]];

— AOdpec 004 npuéma mparos v2 — IP-agpec unn AoMeHHOe UMSA NpuemMHUKa coobuieHunii SNMPv2-
trap B popmate HOST [COMMUNITY [PORT]];

— AOdpec 015 npuéma coobuw,eHuli Inform — IP-agpec nnn gOMeHHoe MMA NPUEMHUKA COObLLEeHW
Inform B dopmate HOST [COMMUNITY [PORT]];

—  CucmemHoe umsa ycmpolicmea — UMs YCTPOMCTBa;

— KoHmakmHasa uHgopmayus npouzsodumens — KOHTaKTHaa WHOOPMaUMA npomsBoaUTENA
YCTPOICTBA;

—  MecmononoxeHue ycmpolicmea — HGOpPMaLMA 0 MECTOMO/IOKEHWUM YCTPOICTBA;
— Maponb 8 mpanax — Napo/ib, COAepKalMinca B Tpanax (Mo ymonyaHuio: trap).

B TeKkywen Bepcum nporpammHoro obecneveHus no npotokony SNMP mmeeTcA BO3MOXKHOCTb
KOHOUrypUpoBaTb OTAE/NbHbIE MapamMeTpbl YCTPOMCTBA: obwme HacTponku SIP, HacTpoliku SIP-npodunen,
HacTpoOIiKM FXS-nopTa, HAacTPOMKK rpynn BbI30Ba, HACTPOMKKM KoaoB ynpasneHuna ABO c TenedpoHHOro annapaTa,
HacTponkm SNMP, HAacCTPOMKM CUCTEMHOTO KypHana.

Hue npuBeaeH CNUCOK 06BbEKTOB, NOAAEPHKMUBAEMbIX ANA YTEHUA U KOHOUTYPUPOBAHUA NOCPEACTBOM
npotokona SNMP:

— Enterprise.1.3.1 — o6wme HacTpoiiku SIP-npoduneit
— Enterprise.1.3.2.1 — HacTpoliku SIP-npoduneit

— Enterprise.1.1.2.1 — HacTpolikun FXS-nopTa

— Enterprise.1.4.1.1 — HacTpOMKK rpynn BbI30Ba
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— Enterprise.1.5 — koapl aktMBaummn BO ¢ TenedpoHHOro annapara
—  Enterprise.2.1 — HacTpoikn SNMP
— Enterprise.3.1 — HaCTPOMKM CUCTEMHOTO *KypHana

rae Enterprise —1.3.6.1.4.1.35265.1.56 ngeHtueumkatop npeanpuatma SNTEKC.

[na coxpaHeHWA W3MeHeHMIW B OMEpPaTUBHYIO MNaMATb YCTPOMNCTBA HaxaTb KHOMKYy «CoxXpaHUme
usmeHeHua» («Save Changes»). [InA 3anucu HacTpOeK B SHEPrOHE3aBUCUMMYIO MaMATb HaXXMUTE KHOMKY
«MpumeHumeo» («Apply»).

3.7.2.17 MNMoameHIo «ALG»

MoameHto ALG nossondetr aktusuposaTb ALG ana npotokonos FTP, SIP, RTSP ¢ ykasaHuem
NCNo/ib3yeMbiX 3TUMMU NPOTOKO1aMU NOPTOB.

HacTpoitka FTP

Brntounte ¥

Mopt 21
HacTtpoika SIP
Briw4uTe ¥
MopT 5060
Hactpoiika RTSP

Brno4uTh ¥

o
5
B

Mopt

3.7.2.18 NMogmeHto «Monb3oBatenbckme VLAN»

Monb3oBaTenbckas VLAN onpeaensetca wnageHtudukatopom VLAN, ceteBoi TpaduK, B npegenax
KoToporo npoxogut npo3padyHo ¢ WAN-uHTepdeica yctpoiictea Ha LAN ¢ nocnegylowmm cHATUEM Tera B
NIoOKanbHOM cetTn. To ecTb ¢aKTUYeCKM nNpu  BKAOYEHMM nosb3oBaTenbckor VLAN B ycTpoinctse
MHUUManm3npyeTca ceteBo mocT mexagy WAN-noptom u onpegeneHHbiMu LAN-mopTtamu, npu 3TOM Ha
ctopoHe WAN TpaduK nepegaérca/npuHMmaeTca ¢ 3agaHHbiM naeHtuoukatopom VLAN, a Ha ctopoHe LAN Tar
CHUMaeTcA.

Monezoeatencckue VLAN

Cratyc Hma cepeuca VLAN ID Wutepdeiicol
WLAN O BriknioueH VLAND
WVLAM 1 BriknioueH VLANT
WLAMN 2 BriknioueH VLANZ
WLAN 3 BriknioueH VLAN3

DyHKUUOHENLHOS HasHaYeHUe".

— Cmamyc — oTobpaxaetca coctoaHue aaHHoro VLAN (BKAtOYEH/BbIKAOYEH);
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—  Umsa cepsuca — uma nonb3sosaTtenbckoi VLAN;

— VLAN ID — npeHtnoukatop VLAN;

— 802.1P - npwusHak 802.1P (apyroe Ha3BaHue CoS — Class of Service), ycTaHaBnMBaemMbli Ha
ncxogslme ¢ AaHHoro uHTepoeica IP-naketbl. NMpuHUMaeT 3HadeHna ot 0 (HM3WwKiA NnpuopuTeT)
80 7 (Hamsbicwuin npuopuTteT). Mcnonblyetca B paboTe anroputmMoB obecrnieyeHMs KadyecTsa
cepsuca (QoS).

—  UHmMepgelicol — cnncok noptos LAN, NpmBA3aHHbIX K f@aHHOM nonb3oBaTenbckoi VLAN.

B ycTpoiicTBE MOXKHO CKOHOUIypupoBaTb A0 YeTblpéx nonb3oBaTenbcknx VLAN. YTobbl OTKpPbLITb
HacTpoikn VLAN ana pefakTMpoBaHuUA, KIMKHUTE No ogHoM U3 ccbinok VLANO...VLAN3:

Pepaktupoeate VLAN 0
BKNOYATE
Mma cepsuca
WLAN ID

&02.1P

WHTepdeiicsl

Hble LHmepgelics -

—  BKmwvume — npw yctaHoBneHHOM ¢nare nosb3osatesnbckad VLAN BkatoyeHa. Mpu nonbiTke
OTKNHOYUTb No/b30BaTeNbCKU VLAN, K KOTOpOMY NpuBA3aHbl OANH UM HecKosbKo LAN-nopTos,
9Tn LAN-nopTbl NPUBAXKYTCA K cepBUCY MIHTEPHET;

—  UmA cepsuca — NpPon3BOSbLHOE UMA, CONOCTaBasAeMoe C AaHHbIM Nosb3oBaTenbckum VLAN;

— VLAN ID — naeHTndumKaumoHHbln Homep VLAN, npuHumaeT 3HadeHunsa ot 1 go 4095; He gonxeH
coBnagaTtb ¢ naeHTupmKkatopammu VLAN gpyrmux cepBucos;

—  WHmepdgpelicol — cnncok MHTepdencos, KOTopble MNpMBA3aHbI K AAHHOMY M0J/Ib30BaTe/IbCKOMY
VLAN. Hepepaktnpyemoe none. Ona npusaskn LAN-nopToB yCTPOMCTBA K MO/Ib30BaTE/NIbCKOM
VLAN nepeiante Ha nauTKy "/lokanbHble UHTepdelichl".

[na 3anucy HacTpoeK B SHEProHe3aBUCUMYIO MaMATb HaXXMUTE KHOMKY «[TpumeHums» («Apply»). Ons
OTMEHbI U3MEHEHWNI HaXXMUTE KHONKY «OmmeHa».
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3.7.3 MeHio «IP-tenedpoHua»

B meHto «IP-renedoHua» BbinonHATcA HacTpoliku VolP (Voice over IP): HacTpolika npoTokona SIP,

KoHdUrypaumsa nHtepoerica FXS, ycTaHOBKa KOLEKOB, N1aHa HyMepauun, MeTogoB nepegayun ¢akca u mogema.

3.7.3.1 MoameHio «HacTpoitku ceTu»

B nogmeHto «HacTpoKM ceTU» MMEeTCA BO3MOMKHOCTb 334aTb COBCTBEHHbIE CeTeBble HAaCTPOMKM AnA

ycnyrun VolP.

CeteBble HacTpolikun IP-TenedoHum
Mcnone3oBaTk HacTpolku Internet
Mcnone30eate VLAN
VLAN ID 10
Mpotokon DHCP v
AnbTepHaTieHelil Vendor ID (onyws 60)
MepenyHbIA DNS

BropuyHbIil DNS

HacTpoliika IPSec

BKNHOYKTE

—  MUcnonvzoeams Hacmpoliku Internet — npwu ycTaHOBAEHHOM dnare MCNoNb30BaTb HACTPOWMKK
CeTH, YCTAHOB/NEHHble B MeHI0 «MHMepHem» -> «HacmpolKku cemu», MHauye — HaCTPOMKM,
YCTaHOB/IEHHbIE B TEKYLLLEM MEHIO;

"  Ucnonsszoeams VLAN? — npu yctaHosneHHom dnare ycayra VolP 6yaer paboTath B
BblaeneHHo VLAN, Homep KoTopol ykasaH B none «VLAN ID» .

—  [lpomoKon — BbI6Op NPOTOKONA Ha3HaYeHUn agpeca Ha uHTepdeic ycayrn VolP:

= Static — pexuMm paboTbl, Npu KoTopom IP-agpec n Bce HeobXoAMMble HACTPOWKM Ha
WAN-uHTepdeiic HasHauyaeTcA BpydHyto. [lpu Bblbope Tuna  «Static»  ans
PeAaKTUPOBaHUA CTaHYT LOCTYMNHbI CAeaytoLlne napameTpsbi:

— IP-adpec —ycTaHoBKa IP-agpeca nHtepoeica ycnyru VolP;

— Macka nodcemu — macka noaceTtu nHtepdeica ycnyrun VolP;

— W3 no ymonvaruio — IP-agpec gedontHoro wntosa nHrepdeica ycayrm VolP;

— MepsuyHsili DNS, Bmopu4Hsiii DNS — |P-agpeca DNS-cepBepoB, He0bX0ANMbIX
ans pabotbl yenyru VolP.

=  DHCP — pexum pabotbl, npu KoTopom IP-agpec, macka noacetn, aapeca DNS-cepsepos
W Apyrve napameTtpbl, Heobxogumbie ans paboTbl ycayru (Hanpumep, cTaTUYeckue
mapupyTbl go SIP-cepsepa, cepsepa pernctpaunn), byayt nonydyeHol oT DHCP-cepBepa

PaspeluaeTca 3agaBaTb MHAMBUAYAbHbIE CETEBbIE HACTPOMKK ycnyrn VolP TonbKo B BbigeneHHol VLAN.
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aBTomaTtmyecku. Ecan ot nposaligepa He ygaétca nonyumtb agpeca DNS-cepsepos, Bbi
MOXKeTe Ha3HauuTb UX BPYy4YHylo B nonax «[flepsuyHseili DNS» n «BmopuyHbili DNS».
Agpeca, 3agaHHble BPY4HYyt0, ByayT MmeTb npuoputeT Hag agpecamu DNS-cepsepos,
nosiy4eHHbIMn no npotokony DHCP.

Ons npotokona DHCP nmeeTtcs BO3MOXKHOCTb 3a4aTb HeobxoaAnMoe 3HaYeHune onumm 60.
— AnemepHamusHbili Vendor ID (onyus 60) — npu ycTtaHoBAeHHOM d¢nare

yctpoiicteo nepegaét B DHCP-coobuweHuax B onuum 60 (Vendor class ID)
3HaueHue wu3 nonsa Vendor ID (onyus 60). Mpu nyctom none onuua 60 B
coobueHunsx npotokona DHCP He nepeaaércs.
Ecau dnar AnomepHamusHebili Vendor ID (onyus 60) He ycTaHOBAEH — B ONUMU
60 nepepaeTca 3HaYEHME MO YMOIYAHUIO, KOTOPOE MMEET crieaytowmin dopmart:
[VENDOR:npoussoamnTens][DEVICE:Tun ycTpoictea][HW:annapaTHas Bepcus]
[SN:cepuitHbii Homep][WAN:MAC-agpec uHtepderica WAN][LAN:MAC-agpec
nHtepoderica LAN][VERSION:Bepcua nporpammHoro obecrneyeHus)

Mpumep:

[VENDOR:EItex][DEVICE:RG-5421G-Wac][HW:1.2][SN:VI23000118]
[WAN:A8:F9:4B:03:2A:D0][LAN:02:20:80:a8:f9:4b][VERSION:#2.1.0]

Hacmpolika IPSec:

B naHHOM paszene ocyLLecTBAAeTCA HacTpolika wudposaHua no TexHonorum IPSec (IP Security).

IPSec — 3T0 Habop NPOTOKO/IOB A/ obecneyeHuns 3almnTbl AAHHbIX, NepesaBaembiX MO MeXCeTeBoMy
npoTokony IP, NO3BONAIOWMIA OCYLLECTBAATL NOATBEPXKAEHME MOAJMHHOCTU (ayTeHTUdUKaLMIO), NPoBEPKY
LLeNIOCTHOCTU U/unn wudposaHme IP-nakeToB. IPSec Tak:ke BKAOYaeT B ceba NPOTOKO/bI ANA 3aLMLLEHHOTO
obmeHa Kitovamm B cetv MHTepHer.

B Tekywel BepcuM NporpamMmHoOro obecneveHus nocpeAcTBOM IPSec MOXKHO OCyLLECTBAATb TONbKO
[ocTyn K uHTepdeicam ynpasnenus ycrpoctsom (Web, Telnet, SSH).

MNoapobHoe onucaHne HacTpoek IPSec npuseneHo B pasgene 3.7.2.1 .

[na BCTyNNeHWA B CMAYy HOBOM KOHOUrypaumMuM M 3aHECEHMS HACTPOEK B 3HEpProHe3aBMCMMYI0 NaMATb
HaXXMUTE KHOMKY «[TpuMeHUMb». O OTMEHbl USMEHEHWNI HAXKMUTE KHOMKY « OmMmeHa».

3.7.3.2 MoameHio «HacTpoiKa AMHUIA»

B nogmeHto «Hacmpolika AuHuli» BbINOAHAIOTCA HAacTpOWiKa TenedoHHoro nopta Phone.

Cnucok TenedoHHbIX NMHKIA

NuHua Cratyc Homep tenedioHa WmAa nonkzoeaTtenn Noruu SIP nopt Mpodmne

1 BriknroueH 00 5060 1st profile

Ana pPenakTMpoBaHMA HAaCTPOEK Ha*XMuTte JIEBOM KHOMKOWM MbILLW MO CCbl/Ke C HOMEepOm HaCTpaMBaeMOVI
JIVHMW 1 B OTKPbIBLLEMCA OKHe «PefaKTnposaTb NOPT:» 3anoaHUTe cneaytolme nona:
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PenaktvpoBaTe NMHMKO 1. HACTpOIiKa akkayHTa

BrnounTe
Npogune

Homep Tenedona
1IMA nonbzoEaTEnA

Mcnone208aTe aNkTEPHATHEHLIH
HOMED

ANBTEPHATUBHBIA HOMED
NogcTaenATe B :arenosok Contact
SIP nopT

Kateropus afonenTa
AyTeHTHthKauWa

IMA nonb3oBaTens
MNaponk
Hactpoiika JBO
Pesxum ncnonszosanna flash
NpAMoii Homep
OWIaHWE Bbi30BA

Bhigaya HoMEPA BbishiBANILETD
ab0HEHTE NPH AUAAHUK BbIZ0BA

Ocranoeka HaGopa npu #
FopRYaRITENNas NUHIA
Besycnosxan nepeagpecauus
Nepeagpecauns no SaHATOCTH
TNepeagpecalus no HEOTBETY
Homep nepeagpecaunn nNo HEOTBETY
TaiimayT HeoTBETE, ©

He BecnokouTe

CLIR

‘1=t profile

oo

5060

He ucnonssoeats

Tranemit flagh

Bhikn

HacTpoiKa u3nYeckuy napamMeTpos

Bbigaya HOMEPE BbiZbiBAIWETD
TaimayT Hafiopa nepeoil undipsl, ©
TaimayT "3aHaTo”,

TaimayT Boiz08a afoHexTa, ©

MuHHManEHOE BpemMa o0HapyeHnA
oTiion, Mc

MuHHManEHOE BpemMa o0HapyeHnA
flash, mc

YcuneHwe Ha npueme, 0.1dB
¥Younenne Ha nepegays, 0.1dB
JANUTENEHOCT b MMNYNbBCA LHGPLl, MC

MHHUMANEHLI MexUudpoBoi
WHTEPEEN, MC

Mepenonwcoska
ABTOMATHYECKDE YCHIIEHWE HA NPHEME
YPOBEHb YCUNEHHA NPHEMA

ABTOMETHYECKDE YCHIEHUE HA
nepegase

YPOEEHE YCUNSHIA Nepegaun

off

&00

100

Ak

25 18

-25 af
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Hacmpolika akkayHma

Bkrnroyume — npun yCTaHOB/ZIEHHOM d)nare ,D,aHHbIVI NOPT aKTUBEH;,

lpoghune — BbI6OP SIP-Npoduns N3 nepevHa AocTynHbix. HacTpoika npodunein npomssoamTca B
MeHI0 «IP-menegoHua» -> «[lpogunu».

Homep menegoHa — aboOHEHTCKMIN HOMEP, MPUCBOEHHbIN TenedoHHOMY NOPTY;

Mmsa nonvzosamena — Ma NoNb30BaTeNsA, CONOCTaBAEHHOE C AaHHbIM NOPTOM (O0TObparkaeTcs B
none Display-Name 3aronoBKka From B ncxogauwmx coobuieHunx SIP);

Ucnonb3osame anbmepHamusHsili Homep — NpU ycTaHOBAeHHOM ¢dnare B 3aronoBoK «From»
coobueHnin SIP, oTnpaBasembiX C AaHHOro noprta, 6yaeTr NOACTaBAATHCA anbTePHATUBHbIN
Homep (B 4acTHOCTW, 4YTOBbl MacKMpoBaTb CBOM peanbHbli Homep OT cuctembl AOH
Bbl3blBaeMoro aboHeHTa);

AnbmepHamusHsili Homep - HOMep, NMPUCBOEHHbIN TenepoHHOMY MopTy, OyaeT 3ameHeH Ha
YKa3aHHbIM Homep B 3arosioBke From coobuweHus SIP;

Modcmassaame 3a2071080K 8 Contact — HOMep, MPUCBOEHHbLIN TenedoHHOMY nopTy, byaer
3aMeHEeH Ha yYKasaHHbIN HoMmep B 3arosioBke Contact coobuieHua SIP;

SIP nopm — UDP-nopT ana npMéma BXoAAwmMX coobuieHmin SIP Ha AaHHbIN aKKayHT, a TakKe ans
OTNPaBKU UcxoaALMX SIP-coobLeHNIt ¢ AaHHOTO akKayHTa. MNpuHMmaeT 3HadyeHna 1-65535 (no
ymonuaHuio 5060);

Kamezopua aboHeHma — KaTeropus Bbi3biBalollero aboHeHTa (calling party category) —
Mcnonb3yeTca ANA Nepeaayn B 3aronoBKe From UCXoaawmx coobLLeHnid; NocneaHuii Npyu 3Tom
nepepnaetca B dopmarte Tel-URI (cm. RFC3966);

Uma nonvzoeamens u napoas 044 aymeHMu@uKauuu — WMA NOb30BaTeNa W Naposb,
ncnonbsyemble Ann ayTeHTUdMKaumm aboHeHTa Ha SIP-cepeepe (1 cepBepe peructpaumn).

Hacmpolika 1BO

Pexcum ucrone3osaHus flash — pexxmum ncnonbsoaHma GyHkuum flash (KopoTkuit oT60M):

=  Transmit flash — nepegaya flash B KaHan (ogHMM M3 MeTOLOB, HACTPOEHHbIX BO BKNaAKe
«MNpodunn» B napametpe lepedaua Flash);

= Attended calltransfer — flash o6pabaTbiBaeTcs NOKaNbHO YCTPOMUCTBOM (Nepeaaya Bbi3oBa
OCYLLECTB/ISIETCA NOC/AE YCTAHOB/IEHNA COeaMHEHMUS C TpeTbum aboHeHTom). MoapobHoe
onucaHue anroputma pabotbl «Attended calltransfer» cmoTpute B pasgene 4.1
[Mepeda4a 8bi3080;

= Unattended calltransfer — flash obpabatbiBaeTca NOKanbHO YCTPOMCTBOM (Mepeaaya
Bbl30Ba OCYLLECTBASETCS MO OKOHYaHMIO Habopa Homepa TpeTbero aboHeHTa).
MoapobHoe onucaHue anropuTma paboTbl «Unattended calltransfer» cmotpute B
pasgene 4.1 [lepedaya 861308a;

= [Ipamoli Homep — Npwu nogbeme TPybKM TenedpoHa Cpasy OCYLLECTBAAETCA BbI3OB Ha
YKa3aHHbIN Homep;
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OxudaHue 8bi308a — NPV YCTAaHOBNEHHOM ¢nare paspeleHa ycnyra «OwudaHue 8bi308a»
(ycnyra goctynHa B pexkmme ncnosb3oBaHus ¢dyHKumm flash — call transfer);

Bbidauya HomMepa 8bi3bigaouie2o aboOHeHMa npu oXUGAaHUU 8b1308d - NPU NOCTYNIEHMU BTOPOTO
BbI30Ba Ha MOPT W BK/OYEHHOM ycayre «OxungaHue Bbi30Ba», Bbi3biBaeMoMy aboHeHTy byaet
nepesaH HoMep BbI3bIBalOLLErO N0 BTOPON NNHUMK;

OcmaHosKka Habopa npu # — npu ycTaHoBNeHHOM dnare WCNONAb30BaTb KHOMKy ‘# Ha
TenedoHHOM annaparte a5 OKOHYaHWs Habopa, nHade ‘#', HabpaHHas ¢ TenedoHHOro annapaTa,
NCNO/Ib3yeTcs KaK YacTb HoOMepa;

lopayasa/mennaa AUHUA — NPWU yCTaHOBAEHHOM diare paspelleHa ycayra «2opayas/mennasn
AUHUA». Ycnyra no3BoaseT aBTOMaTUYeCcKU YCTaHOBUTb UCXoAsdlllee coeAuHeHue nNpu noabéme
Tpybkn TenepoHa 6e3 Habopa HOmepa C 3aAaHHOW 3ajep)KKon (B ceKyHaax). Mpwu
YyCTaHOBJIEHHOM dare 3anosHUTe cneaylowue nons:
=  Homep ycnyau "eopayas/menaas auHus" — Homep TenedoHa, C KoTopbim byaer
YCTaHaBNMBATbCA COoeAMHEHME 4Yepe3 Bpemsd, paBHoe «TalimayTy 3a4epyKKu», nocne
noAHATUA TPYBbKM TenedoHa (B NaaHe Hymepauuun ucnonbyemoro SIP-npodunsa aonxeH
6bITb NpedUKe Ha AaHHOE HanpaBsaeHue);
= Talimaym 3a0epx(Ku, ¢ — UHTEpPBan BPeMeHU, yepes KoTopblid byaeT ycTaHaBMBaTbCA
coeiHeHMeE C BCTPEUYHbIM abOHEHTOM, B CEKyHAaXx;

be3ycnosHasA nepeadpecayus — Npun ycTaHoBAeHHOM dnare paspelueHa ycayra CFU (Call Forward
Unconditional) — Bce BxoaALiMe BbI30BbI NEpeHanpaBnAoTCcA Ha YKa3aHHbIN Homep 6e3ycnoBHOM
nepeaapecaumn. MNpu yctaHoBAEHHOM diare 3ano/iHUTe caeayloLme Noas:

= Homep be3ycnosHoli nepeadpecayuu — HOMepP, Ha KOTOPbLIM NepeHanpaBAAlOTCA BCe
BXOAALLME BbI30BbI, MPU BKAKOYEHHOM ycayrm «besycnosHaa nepeagpecauus» (B naaHe
Hymepaumm ucnonbsyemoro SIP-npoduna pomkeH ObiTb nNpeduKC Ha AaHHoe
Hanpas/fieHue);

Mepeadpecayus no 3aHAMoOcmMuU — NpU ycTaHOB/AeHHOM ¢nare paspeleHa ycnyra CFB (Call
Forward at Busy) — nepeagpecauus Bbi30Ba Npv 3aHATOCTM abOHEHTA Ha yKasaHHbI Homep. Mpu
YyCTaHOB/IEHHOM dare 3anoAHUTE ceayowme nos:

=  Homep nepeadpecayuu Mo 3aHAMOCMU — HOMEP, Ha KOTOPbIA NepeHanpaBAAloTCA
BXOAALLME BbI30BbI NPU 3aHATOCTM aboHEHTa, NpU BKAOYEHHOM ycayre «Mepeagpecaums
Nno 3aHATOCTM» (B NAaHe Hymepauuu ucnonbdyemoro SIP-npoduns ponkeH 6biTb
npedurKc Ha gaHHOe HanpaBsieHue);

lMepeadpecayus no Heomeemy — nNpu ycTaHoBieHHOm ¢nare paspeweHa ycayra CFNR (Call
Forward at No Response) — nepeaapecauma Bbi3oBa nNpu HeoTsBeTe aboHeHTa. [lpu
yCTaHOB/IeHHOM dnare 3anoAHUTe cieayowme nons:

= Homep nepeadpecayuu no Heomeemy — HOMEP, Ha KOTOPbIM MnepeHanpaBAAlOTCA
BXOAALLME BbI30BbI MPM HeoTBeTe aboHeHTa MpKM BK/AOYEHHON ycayre «lepeagpecaums
no HeoTBeTy» (B NaaHe HymepaLumMmn ncnoibyemoro SIP-npodunn gonxkeH 6biTb NpeduKc
Ha AaHHOe HanpasaeHue);

= Talimaym Heomeema, ¢ — UHTEPBAN BPEMEHU, Yepe3 KOoTopblii ByaeT NpousBoaMTbCA
nepeagpecaumn Bbi30Ba B C/lyYae HeoTBeTa aboHEHTa, B CEKyHAaX;

He 6ecrnokoums — Npu ycTaHOBAEHHOM ¢are ycTaHaBAMBAETCA BPEMEHHbIM 3anpeT Bxoaallein
cBA3u (ycnyra DND — Don't Disturb).

Mpn BKNOYEHUM OAHOBPEMEHHO HECKOJIbKMX YCAyr NpUopuTeT cieaylowmin (B nopsake
CHUMKEeHUSA):
—  CFU;
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— DND;
—  CFB, CFNA.
— CLIR — orpaHuyeHune maeHTUdMKaLMM HOoMepa Bbi3biBatowero aboHeHTa. Mpu ycTaHOBAEHHOM
dnare B 3aronoBke From coobuweHuii no npotokony SIP 6yaet nepepasatbcs Anonymous
sip:anonymous@unknown.host..

Hacmpolika ¢husu4eckux napamempos

— BolOa4a Homepa 6bi3bisarowe20 — BblbepUTe pexnm onpenesieHnss Homepa Bbi3blBalOLWEro
aboHeHTa (Caller ID). Anna paboTbl Caller ID Heobxoanmo, YTobbl TenedoHHbIM annapaT aboHeHTa
noaAep*KMBan yCTaHOBAEHHbIN MeToA:

=  Off —onpeaeneHne Homepa Bbi3bIBalOLWEro aboHeHTa BbIK/OYEHO;

= FSK Bell 202, FSK V.23 — onpepeneHve Homepa U MMEHW BbI3blBatoWEero aboHeHTa
metogom FSK (no craHpapty Bell202, wam ITU-T V.23). Bblgaya HoOmepa B /NUHUIO
OCYLLECTBNAETCA MeXAy NepBbIM M BTOPbIM CUIHA/ZIOM MOCbIIKM Bbl30Ba MOTOKOM
[OAHHbIX C YaCTOTHOM MoAyNAunen;

= DTMF — onpefeneHne Homepa Bbi3biBawolwero aboHeHta metogom DTMF. Bbigaua
HOMEpa B /ZIMHWUIO OCYLLECTBAAETCA MeXay MNepBbiM W BTOPbIM CUTHANOM MNOCbIIKU
BbI30Ba AByx4yactoTHbiM DTMF nocbinkamu;

—  Talimaym Habopa nepeoli yugpsl, ¢ — TakMmep oXunaaHua Habopa nepsoli undpbl Homepa. Mpu
OTCYTCTBMM Habopa B TeYEHWe YCTAHOB/IEHHOIO BpPeMeHM, aboHeHTy OyaeT BblgaH CUrHan
«3aHATO» U NpeKpaLLeH npuem Habopa Homepa;

— Talimaym «3aHAmo», ¢ — Talmep Bblgaynm abOHEHTY curHana «3aHaTto». Ecan no ucreyeHuum
YCTaHOB/IEHHOTO TaliMayTa abOHEHT He NOOXMUT TPYOKy TenedoHa — B AMHUIO ByaeT BblAaH
CUrHaN OWNBKK;

- TaUMaym ebli308a G6OH€HmG, C — 3anycKaetca npun noctynneHnm BxogAulero BbI3OBa WU
onpegenaetT MakCMManbHOe BpemMA OTBeTa Ha BbI30B. 10 ncTe4yeHNM YyCTaHOBAEHHOTO Tai/’w\ayTa
yAaneHHomMmy a6OHEHTy 6yp,eT oTnpas/ieH CUTHAaN 3aHATOCTU.

—  MuHumaneHoe spemsa obHapyxceHUs ombos, MC - MMHMManbHOe Bpems 06Hapy»KeHun otbos, B
MUNANCEKYHOAX. OAHOBPEMEHHO C 3TMM, JaHHbIM NapameTp ABAAETCA MaKCMMaabHbIM
BpeMeHeM AeTeKTUPOoBaHMA KopoTKoro oTbos (flash);

—  MuHumansHoe spemsa obHapyxceHua flash, mc - MMHUManbHoe Bpema 0bHapyKeHMA KOPOTKOro
oT601, (80-1000) mc;

—  Ycunerue Ha npuem, 0.1dB — ycuneHue curHana Ha nNpuém (CUrHan, KotTopblid BblgaeTca B TPYBKy
TenedoHa), eanHunua usmepenma — 0,1 ab;

—  YcuneHue Ha nepedave, 0.1dB — ycuneHue curHana Ha nepepgady (curHana, nocTynaloowero B
MUKPOdOH TenedboHHOM TPYOKK), eanHuLa nsmepenuns — 0,1 ab;

—  [numensHocmb UMMynbca Yugpsl, MC — HAcTPOKa HeobxogMma MpU UMMYJAbCHOM peKume
Habopa Homepa, (10-150) mc;

—  MuHumansHelli mexcyupposoli UHMepsas, MC — HACTPOMKa HeobxoaMmMa NPU MMMY/IbCHOM
pexume Habopa Homepa, (150-20000) mc;

- Hepenonfocoska — npu BK/IIOYEHHOM onuun npn ncxogAaulem Bbi3OBE MPOUCXOAUT USMEHEHUE
NONAPHOCTU HaNpPAXEHUA NMUTAHUA B IMHUN CPa3y NOC/sie OTBETA BbI3bIBAEMOTO aboHeHTa. Mocne

AboHeHmcKuli wino3 cepuu RG-5400 73


sip:anonymous@unknown.host

O ELTEX

oT60s NONAPHOCTb HaMpAXeHnA nNUTaHnA BO3BpalWlaeTCA B WUCXOAHOE 3Ha4veHue. Onuua
H606XO,D,MMa ana pa60TbI TaI-(CO(bOHa (M3MEHEHMG NONAPHOCTU HANpPAXEeHNA NUTaHUA
CUTHaIU3NPYET O HaYyaslie NN1aTHOIro MHTEpBaa BpeMeHM),'

— Asmomamu4ecKkoe ycusneHue Hd Mpuéme — nNpWU YCTaHOBAEHHOM ¢nare npPou3BOAUTCA
aBTOMAaTUYECKOE PEery/iMpoBaHMe YPOBHSA Noay4yeHHoro us RTP curHana;

—  YposeHsb ycuneHus npuema — xxenaemblii ypoBeHb npuHUmMaemoro ns RTP curHana.

3aAaHHaA Be/IMUMHA He yKa3biBaeT pe3y/bTUPYIOLWMNIA yPOBEHb CUMrHANA, KOTOPbIA BblAaeTca B
TPY6KY TenepoHHOro annapara. Pe3ynbTUpPyYIOLLNiA YpOBEHb CKNaAbIBAETCA U3 BE/IMUUHDI YPOBHSA
ycuneHus npuema n KoapopuumeHTa ycuaeHua Ha Nnpuem, 3SHaYeHUe KOToporo no ymosYaHuIo
-7 ab.

Mpumep:

M3 RTP notoka 6bi/1 BOCCTAHOB/IEH CUTHAA € YypoBHem -104B6. Menaembll ypoBEHb YCUIEHUS NpUEma -
4n6. KoaddpuumeHT ycunenma Ha npueme -746. B utore pesynbTUpylowWmin curHan B Tpybke TenepoHHOro
annapaTta byger mmeTb ypoBeHb -11aB, T.K. McxodHbii curHan byaer ycuneH o -4ab v nogaH Ha BXxof,
abOHEHTCKOro KOMNAeKTa ¢ KoadPUUMEHTOM ycuneHus -7ab.

— AsmomamuuecKkoe ycusneHue Ha rnepedaye — TNpW YycTaHOBAEHHOM ¢nare nNPoUs3BoOAMUTCA
aBTOMaTMyecKoe ycmneHue nepegasaemoro B RTP curHana;
—  YposeHsb ycuneHusa nepeda4yu — enaembliii ypoBeHb nepegasaemoro B RTP curHana.

B oTAnuMe OT YypOBHA YCUNEHUA Npuema, 3a4aHHAA BeJIMYMHA OTPAXKAET pe3y/bTUPYIOLL Ui
ypoBeHb curHana nepegasaemoro B RTP.

[na BCTyNNeHWa B CMAYy HOBOM KOHOUrypauuMuM M 3aHECEHMS HACTPOEeK B 3HEpProHe3aBMCMMYI0 NaMATb
HaXXMUTE KHOMKY «[TpuMeHUMb». O OTMEHbl USMEHEHWNI HAXKMUTE KHOMKY « OmMeHa».
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3.7.3.3 MNMoameHwo «Mpodpuan»

B noameHio «lpodunn» BbINOAHAOTCA HACTpPoinKku SIP-npoduneit yctpoiictea. 3a Kaxagpim SIP-
npoduaem MoKHO HazHAuYUTb cobcTBEHHbIE aapeca SIP-cepsepa 1 cepBepa perncTpaLmm, rofiocoBble KOLEKMU U
Kogekn ¢aKkca/mogema, WHAMBMAYaNbHbIM MNaH Hymepaumm U gpyrve napameTtpbl. HeobxoammocTb
MCNONb30BaHWUA pasHbix SIP-npodunelt BOSHUKAET, KOraa pasHble abOHEHTCKME NOPTbl paboTatoT Yepes pasHble
HanpaBneHusa cBA3M (pasHble SIP-cepsepsbl). Mpu 3TOM 33 KaxKAbiIM ABOHEHTCKMM MOPTOM MOKeT ObiTb
3aKpenseH To/bKo oguH SIP-npodunb (HacTpoiKa B meHto «IP-menegoHus» -> «Hacmpolika AuHuii»).

Cnucok npodunein SIP

Nma — SIP-npokcu Cepeep SIP- Pexum
npoduna cepeep perncrpaumm AoMeH Outbound
1st profile 1 Off

2nd profile off

3rd profile Ooff

4th profile Ooff

5th profile Off

Obwue HacTpokn
Mcnone3oBate STUN
TpaHcnopT UDP (npegnoyTuTensHo), TC ¥

PEKNM TULLWHEI

[ns pefakTMPOBaHMA HACTPOEK NPOGUAA HAKMUTE SIEBOW KHOMKOW MbILWM NO CCbIJIKE HAaCTPanBaemoro
npodunsn. B oTKpbIBLIEMCA OKHE «PeAaKkTMpoBaTh NPOGUIbL:» 3aN0aHUTE Ceaytolme Nnons:

PepakTvposaTtb npodhunb: MNapameTpol SIP

CocTae npogpuna  NIMHKA 1
Mma npodmna 1st profile
Pe#nmM MCnone3osaHna SIP-NpokcK Homing v
SIP-npokcK cepeep
PerncTpauma
Cepeep perucTpam
MeTo KOHTPONA OCHOBHOD Cepeepa Invite v

Mepnoa KOHTPONA OCHOBHOMD Cepeepa, ¢ | 30
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PesepeHkle SIP-npokck

=+ [lobaBuTL ® VaanuTe

SIP-nomeH

Mpumennts SIP Domain on\
perucTpaumu

Pexum Cutbound

Mepuod BpeMeHn nepeperucTpaLm
WMHTepBan noeTopa perncTpaumm
MyGnuyHeIi agpec

Mcnons30BaTe SIP Display Name npu
perucTpaumm

Bblaaya KMNB npu nonyyeHu 183
Progress

BbI30B afoHeHTa

100rel

PaspewnTe timer
MUHWMENBHOE BRPEMA CECCHK. C
Bpema ceccum, ¢

Mepuoanyeckiii onpoc SIP-cepeepa

BhlIkno4eH
1800

30

180 Ringing
Supported
2]
120
1800

OTKNtO4EH

OfpabaTeiBaTe 3aronosok Alert-info L)

MpoBEPATE TONBKO MMA NONb30BaTENA B L)
RURI

MNepeaaBaTs IP-aapec B 3aronoske  LJ
Call-ID

TREXCTOPOHHAR KOHe peHUNA
Pesum

Cepaep KOHREPSHLHN
Hactpoika [MS

Pestum IMS

IMma yonyri "Yaep=anne snizosa”

Im= yenyrn "Oxuganue enizosa”

lma yenyru "TpexXcTopeHHAR KoHfiepeHLMa™
= yenyrm "Topasas nHHMR"

IIMa yenyrn "Mepegaya Bnisoga”

[naH HymepaL i

HacTpoika nnaxa HyMepayim

NokaneHan

BoixntoyeH

call-hold

callwaiting
three-party-conference
hot-line-service

explict-cal-transfer

10, L30 (=)
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HacTpoiika ronocoBkIx KOOeKoB
Kopex 1
Kogek 2
Koger 3
Kogerk 4
Koger 5
Kopek &
Bpema nakeTuzayun G.711, Mc
Bpema nakeTHzauun G729 mc
BpemMma nakeTuzauun G.723, Mc
Bpema nakeTuzaunn G.726-24 mc
Bpema nakeTuzauwn G.726-32, Mc
Bpewma nakeTnzaumn G.711a (wide band), mc
Bpewma nakeTuzauun G.711u (wide band}, Mc
Tun Harpyskm G.726-24
Tun HarpyskW G.726-32
Tun Harpyskn G.711a (wide band)
Tun Harpyzkn G.711u (wide band)

Bpema gCnepcHi, Mc

[xurTep-Gydep
MuHUManeHAA 3agepska, Mc
MakcHManeHan sagepxka, Mc
Mopor HEMEANEHHOTD YAANEHUA NAKETOB, MC

darkTop onTHMKzauMK Gydepa

MNepenada dakca M Mogema

Nepegava Mogema
Kogek gakca 1
Kogek gakca 2
Kogek fakca 3

NpuHumaTe nepexog g T.38

wn

£n

100

[
%]

G.711a VBD

GT11a

G.T11u

BoiknioyeH
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[ononHuTensHbIE NapamMeTphbl

Nepegaya OTMF ZIP Info N

Nepsgada Flazh SIP Info (Hookflazh) M

[4=)
o

Tun Harpy3ku gnAa naketos RFC 2833

OgWHAKoBELIN THN HATPYIKW ANA NpUEMA W nepegadn
Mcnonszo8aTe 00HAPYHEHHE THIWKHHEL ™
McnonkzoBaTe 3xonogasneqne

Mecnonezoeate RTCP

lapamempeoi SIP

Cocmas npoguns — cNUCOK abOHEHTCKMX NOPTOB, KOTOPbIM HasHayeH npoduab, none He
pefaKkTpyemoe;
Ums npoguns — noNb30BaTE/IbCKOE UMSA HacTpamBaemoro npoduns;

Pexcum ucrnonb3osaHusa SIP-npoKcu — B HUCNAZAoLWEM CNMCKE MOXKHO BblBpaTb perkmnm paboTbl ¢
SIP-cepBepom:

=  He 1cnonb3oBaTb;
= Parking — pexxum pesepsupoBaHua SIP-proxy 6e3 KoOHTpoA 0CHOBHOTO SIP-proxy;
= Homing — pexnm pesepsnpoBaHuna SIP-proxy ¢ KOHTPOAEM OCHOBHOrO SIP-proxy.

LLinto3 moxkeT paboTaTb C 04HMM OCHOBHbBIM M MaKCUMYM YeTbipbMA pe3epBHbiMU SIP-proxy.
Mpwn paboTe TonbKO € 0OCHOBHbIM SIP-proxy, pexumbl Parking u Homing Huuem gpyr ot apyra
He OT/iM4YaloTcA. B 3Tom cnyvae npu oTKase ocHoBHoro SIP-proxy notpebyetca ero
BOCCTaHOB/IeHMe Ana obecneyeHns paboTocnocobHOCTH.

Mpun Hanuunu pesepBHbIX SIP-proxy pabota B pexxumax Parking n Homing ocywectenaeTca
cnegyowmm obpasom. [Npu  coBEPLIEHUN WCXOAALLETO BbI30Ba LWAO3  OTNpaBAsAeT
coobueHne INVITE Ha agpec ocHoBHOro SIP-proxy wam nNpyv MOMbITKE perncrtpauumn —
coobueHne REGISTER. B cnyyae ecnm no ucTedeHUU BpemeHu Invite total timeout ot
OCHOBHOro SIP-nNpokcu He npuxoauT oTBeT Anbo npuxoamt otseT 408 muam 503 — wato3
otnpasnaet INVITE (nMbo REGISTER) Ha aapec nepsoro pesepsHoro SIP-npokcn. Ecnn oH
TOXEe He JOCTyMeH, 3anpoc NepenpasBifAeTcA Ha Cneayowmii pesepsHblid SIP-npoken 1 1.4,

Kak TOnbKO AOCTYynHbIA  pe3epBHbii  SIP-npokcu 6yaeT  HaigeH, npousoinaer

nepeperucrpaumna Ha Hem.

[anee, B 3aBUCUMOCTM OT BbIBPAHHOIO peXXMma pe3epBUPOBaAHNA, AEACTBUA creayloLme:

B pexume parking HeT KOHTposA ocHOBHOro SIP-proxy u wnto3 npopgonkaer paboTtatb C
pe3epBHbIM SIP-MPOKCK, fa)ke ecnM OCHOBHOW BOCCTaHOB/MeH. lNpu notepe c€BA3U C
Tekywum SIP-npoKecn Byget npofoiKeH onpoc nocieayolmx pesepsHbix SIP-npokcu
Nno ONMcaHHOMY Bblle anroputmy. Npu HegoCTynNHOCTM nocnegHero pesepsHoro SIP-
NPOKCK ONPOC NPOAOIKUTCA NO KPYry, HAYMHAA C OCHOBHOrO.
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B pexume homing gocTynHo Tpu BMAA KOHTPOAA OCHOBHOro SIP-proxy: nocpenctsom
nepuogMyeckon nepepaum Ha ero agpec coobuieHnin OPTIONS, nocpeactsom
nepuogmMyeckon nepegaum Ha ero agpec coobuweHuit REGISTER nmubo nocpeactsom
nepegaum 3anpoca INVITE npu cosepweHunn mncxogauwiero sbi3osa. 3anpoc INVITE
CHa4yana nepegaerca Ha OCHOBHOM SIP-npokcK, a 3aTem, B CaydYae ero HeAoCTYNHOCTY,
Ha TEeKYLNIA pe3epBHbIN U T.4. He3aBMCMMO OT BUAA KOHTPOAA, eciv 0BHapyXKeHo, YTo
OCHOBHOW SIP-proxy BOCCTAaHOBW/ICA — MPOUCXOAMUT NepeperucTpauma Ha Hem. LLnto3
Ha4yMHaeT paboTaTb C OCHOBHbIM SIP-npoKcu.

—  SIP-npokcu cepsep — ceteBol agpec SIP-cepBepa — yCTPOIACTBA, OCYLLECTBAAIOLLErO KOHTPOb
[ocTyna Bcex aboHeHTOB K TesiepoHHOM ceTun npoBaiiaepa. MoXHO yKasaTtb Kak IP-agpec, Tak u
AOMeHHOe Ums (Yepes aBoeTouMe MOXKHO 3aaaTb UDP-nopt SIP-cepBepa, no ymonyaHuio 5060);

— Peaucmpayus — npu ycTaHOB/NEHHOM dJiare perncTpMpoBaTh MOPTbl, UCMONb3YOWMNE AAHHbIN
npodunb, Ha cepBepe perucTpauuu;

— Cepsep peaucmpayuu — CETEBOWN afpec yCTPOMCTBA, HAa KOTOPOM OCYLLECTBNAAETCA perncrpauma
BCEX abOHEeHTOB TenedOHHOM CEeTU C LeNbio NPefoCcTaBAEHNA UM NPaBa NoJ1b30BaTbCA YCAyramum
cBA3M (4epe3 ABoeTouMe MOXKHO yKasaTb UDP-mopT cepBepa perMcrpaumm, no ymosayaHuto
5060). MoKHO yKasaTb Kak IP-agpec, Tak un gomeHHoe MmA. OBbIMHO cepBep perucTpaumum
du13MYeckmn coBmelleH ¢ SIP-npokcn cepBepom (OHM UMEIOT OAMHAKOBbIE aapeca);

—  Memood KOHMpoaa 0CHOBHO20 cepsepd — BbIDOP METoAa KOHTPOS AOCTYNMHOCTU OCHOBHOTO SIP-
cepsepa B pexkume Homing:

= |nvite — KOHTPO/Nb NOCPEeACTBOM MNepegavm Ha ero agpec 3anpoca INVITE npu
CoBepLUeHNN UCXOLALLETO BbI30Ba;

= Register — KOHTPOJIb NOCPEACTBOM NEPUOANYECKON Nepesadn Ha ero agpec coobLeHni
REGISTER;

= Options — KOHTPO/b NOCPEACTBOM NEPUOANYECKON Nepesaym Ha ero agpec coobLieHnin
OPTIONS;

— [lepuod KoHMPoOAAa 0CHOBHO20 cepsepa, C — UHTEPBAN OTNPABKM NEepUOAMYECKMX cO0bLLeHMI B
CEeKYyHAAX C Uenbio NpoBepKn AOCTYNHOCTM OCHOoBHOro SIP-cepsepa.
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PesepsHbie SIP-nipokcu

Ona pobasneHua pesepBHOro SIP-MpPoKcM HaxKMuTe KHOMKY «[Jo6aBuTb» M BbLINOJHWUTE cleaylowme
HACTPOMKM:

—  SIP-npoKcu cepsep — ceTeBoM aapec pesepsHoro SIP-cepBepa. MoXHo yKa3aTb Kak IP-agpec, TaKk
U AOMeHHOe uMs (4epe3 aBoeTouMme MOXHO 3aaatb UDP-nopt SIP-cepBepa, NO ymMo/4aHMIO
5060);

— Cepsep peaucmpayuu — CETEBON aapec pe3epBHOro cepBepa perncrtpaunm (dyepes gsoertouyme
MOXHO yKa3aTb UDP-nopT, no ymonuyaHuto 5060). MoxKHO yKasaTb Kak IP-agpec, Tak U fOMeHHoe
uma. Ecnm yctaHosneH gnar nepeg nonem Cepsepa peaucmpayuu, TO BKAOYEHA PErMCTpaLmA Ha
pe3epBHOM cepBepe.

Ona ynaneHuns pesepBHOro SIP-npoKcu yctaHoBuTe ¢aar HanpoTMB 3aJaHHOIO aZpeca M HaxKmute
KHOMKY «Yaannto»

—  SIP domain — pomeH, B KOTOPOM HaxoAMTCA YCTPOMCTBO (3aN0NHATb NPM HEOBX0AMMOCTH);
—  lMpumeHums SIP Domain 0518 peaucmpayuu — npu ycTaHoBaeHHOM daare npumeHuTs SIP Domain
ans pernctpauuu (SIP-gomeH byaet noacrtasaaTbea B Request-Line 3anpocos Register);

—  Pexcum Outbound — pexxkum Outbound:

= BbIKAOYeH — MapLLPYTU3MPOBaTb BbI3OBbI COMIAacHO MNiaHa HyMepauuu;

= Qutbound — pna paboTbl UcxoaALlen CBA3M HeobxoaMm NaaH Hymepauun, oAHaKo Bce
BbI30Bbl ByayT MaplupyTM3MpoBaTbcA 4epe3 SIP-cepsep; B c/AyyYae OTCYTCTBUSA
perucTpaunmn aboHeHTy BblAAeTCA OTBET CTaHLUMK, YTOBbl MOXHO BbINO OCYLLECTBAATbL
ynpasneHne aboHeHTCKUM cepsucom (ynpasneHue ABO);

=  Qutbound c ebidayeli «3aHAMO» — AnA paboTbl UCXOAALLEN CBA3M HeobxoAuM naH
HyMepaLumn, 04HaKo BCe Bbi30Bbl ByAyT MapLUpyTU3NpoBaThcACca Yepes SIP-cepsep; npu
OTCYTCTBUM PEFUCTPALIUN BOCMOJIb30BATbCA TenepoHmen byaetr HEBO3SMOXKHO: B TPyOKy
BblAAETCA CUTHaN OLMBKN.

— [epuod spemeHuU nepepeaucmpayuu — BPeMSs, B TEYEHNE KOTOPOro AeNCTBUTEbHA perncTpaums
aboHeHTCKOro nopta Ha SIP-cepsepe. lMepeperucrTpauma nopta OCYLLECTBAAETCA B CPeLHEM
yepes 2/3 yKasaHHOro nepuoaa;

— WHmepsan nosmopa peaucmpayuu — TNPOMEXKYTOK BpPEeMeHM Mexay MNomnbITKaMu
3aperucTpupoBaTbes Ha SIP-cepBepe B Cyyae HeycnewHol percTpaumm;

—  [yb6auyHsili adpec — AaHHbIA NapameTp UCNO/b3YeTCA B KaYecTBe BHELUHEro aapeca ycTponcTaa
npu pabote 3a NAT (3a wnto3om). B Kavectse nyb6anyHOro agpeca nponucbiBaeTca agpec
BHewHero (WAN) mHTepdeinca wntosa (NAT), 3a KOoTopbiM ycTaHoBAeH RG-5400. Mpu 3ToM Ha
camom wno3e (NAT) Heobxogumo caenaTb npobpoc cooteeTcTeytowmx SIP- n RTP-nopTos,
NCNOoJIb3yeMbIX YCTPOMCTBOM cepumn RG-5400;

—  MUcnonezosame SIP Display Name npu peaucmpayuu — npu ycTaHoBAeHHOM ¢dnare nepenasatb
nms nosnbsosatens B none SIP Display Info coobuweHun Register;

— Boeidaua «KlB» npu nonyyeHuu 183 Progress — npu ycTaHOBAeHHOM ¢are BblAaBaTb CUrHan
«KOHTPOAb NOCBINIKM BbI30Ba» Npu npueme cooblueHns «183 Progress» (6e3 BnoxeHHoro SDP);

— Bbi30o8 aboHeHmMa — nNpeABapuUTeNbHbIN OTBET, KOTOPbIA OTNpaBAseTca YCTPOMCTBOM
BbI3blBatoLEeMy 060pyA0BaAHUIO MPY BXOAALLEM 3BOHKE:
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= 180 Ringing — Bbi3blBalowWemMy obopyaoBaHUO oTnpasasetca oteeT 180; noayy4Ms 3TO
cooblieHue, Bbi3blBatoLLee 060pyA0BaHME AONKHO BblAaTb B IMHWUIO JIOKANbHbIA CUTHAN
KMNB;

= 183 Progress with SDP — Bbi3biBatoleMy obopyaoBaHuio oTnpasaseTtca otseT 183+SDP —
NCNOJIb3yeTCcA ANA MNPOKAOYEHUA PA3roBOPHOrO TpPaKTa A0 OTBeTa Bbi3biBaemoro. B
AaHHOM cnydae RG-5400 6ypeT yaaneHo BblaaBaTb Bbi3blBatolemMy aboOHEHTy CUrHan
KMB.

— 100rel — ucnonb3oBaHMe HafeKHbIX NpeaBapuTenbHbix otBeTos (RFC3262):

- Supported— noaaep*xka ncnosib3oBaHnA HageXHbIX NpegBapuTe/IbHbIX OTBETOB,
- Required - Tp66OBaHMe MCNONb30BaTb HaAdeXHble NnpeaBapuTe/ibHbIE OTBETDI;
" BbIKAOYEH — He UCNO/1b30BaTb HAAEKHbIEe npeasapuTesibHble OTBETDI;

MpoTokosom SIP onpepeneHo Aga TMNa OTBETOB HA 3aMNPOC, MHULMUPYIOLNI coeguHeHNe
(INVITE) — npenpapuTenbHble M OKOH4YaTesbHble. OTBETbI Knacca 2xX, 3XX, 4xX, 5xx M 6xx
ABNAOTCA OKOHYATeNbHbIMM M NEepesatoTcsas HaALEXKHO — C MOATBEPNKAEHUEM WX COObLLEHMEM
ACK. OTBeTbl Knacca 1xx, 3a ucknodeHmem otseta 100 Trying, ABNAKOTCA NpenBapUTENbHbIMU U
nepeaaroTca HeHaaeKHo — 6e3 noaresepaeHus (RFC3261). 3Tn oTeeTbl cogepkaT MHGOPMaLUIO
O TeKywen cragmm ob6paboTkm 3anpoca INVITE, BcnenctBve 4Yero noTeps TaKUX OTBETOB
HexenaTtenbHa. MiIcnonb3oBaHMeE HaAeXHbIX NpeaBapuUTesibHbIX OTBETOB TaKXKe npeaycMOTpPeHO
npotokonom SIP (RFC 3262) n onpeaensietca Hanmvunem tera 100rel B UHULMMPYIOLLLEM 3aMPOCE,
B 9TOM C/ly4ae npenBapuTeNbHble OTBETLI NOATBEPKAAOTCA coobleHmem PRACK.

Paboma Hacmpoliku npu ucxodauel cesasu:

=  Supported — nepepasatb B 3anpoce INVITE Ter supported: 100rel. B stom cnydyae
B3aMMOAENCTBYIOWMIA  WAO3 N0  CBOEMY YCMOTPEHMIO  MOXeT nepeaasBaTtb
npeasapuTesibHble OTBETbI IMOO HAZEKHO, NGO HET;

= Required — nepegaBaTb B 3anpoce INVITE tern supported: 100rel v required: 100rel. B
STOM Cc/lydae B3aMMOZENCTBYIOWMIA W3 [A0/XKEH nepefasBaTb npenBapuTesibHble
OTBETbl HafeXHOo. Ecnv B3aMmMoaencTBylOWMIA W03 HEe NOAAEPrKMBAET HaAeXHble
npeasapuTesibHble OTBETbl, TO OH AO/IKEH OTKNOHWUTb 3anpoc coobueHnem 420 c
yKasaHMeM Henopnep:Kusaemoro Tera unsupported: 100rel, B 3Tom cnyyae 6yapet
oTnpaB/ieH NoBTOPHbIN 3anpoc INVITE 6e3 Tera required: 100rel;

= BbikaoyeH — He nepegasaTtb B 3anpoce INVITE HM oguH U3 TeroB supported: 100rel wn
required: 100rel. B 3TOM cnyyae B3aMMOAENCTBYIOWMIA LWAO3 OyaeT nepenasaTb
npeagsapuTesibHble OTBETbI HEHAZAEKHO.

Paboma Hacmpoliku npu exodaweli ceasu:

=  Supported, Required — npn npueme B 3anpoce INVITE Tera supported: 100rel, nnb6o Tera
required: 100rel, nepenaBaTb NpegsapuTenbHble OTBETbI HageKHo. Ecan Tera supported:
100rel B 3anpoce INVITE HeT, To nepegaBaTb NpeaBapuUTeNbHble OTBETbI HEHAAEKHO;

=  BbikatoveH — npw npueme B 3anpoce INVITE Tera required: 100rel, oTKAOHMTbL 3anpoc
coobuweHnem 420 c ykasaHuem Henogaeprkmpaemoro Tera unsupported: 100rel. B
OCTa/IbHbIX CAy4asax nepesaBaTb NpeaBapuUTe/IbHblE OTBETbI HEHALEXKHO.

—  Paspewums timer — npu ycTaHoBNeHHOM dare BKAOYEHa Noaaepykka pacmnpeHma timer (RFC
4028). MNocne ycTaHOBNEHWNA cOeQUHEHUA, ecin 06e CTOPOHbI NoAAEePKMUBALOT timer, ogHa U3 HUX
nepuogmyeckm otnpasnser 3anpocbl re-INVITE gna KoHTpons coeguHeHua (ecnm BCTpeyHas
cTopoHa nogaep*xkmnsaet meton UPDATE, ans yero oH gonxeH 6bITb YKa3aH B 3arosioBke Allow —
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obHOB/NIEHNE CceccuW OCYLLLeCTB/IATCA MOCPEeACTBOM MEepPUOAMYECKO OTNPaBKM CcOOBLLEeHU
UPDATE);

MuHumaneHoe 8pemMs ceccuu, C — MUHUMa/bHbIN WHTEPBAN NPOBEPKM paboTocnocobHoCTU
coeamHeHua (ot 90 ao 1800 c, no ymondaHuio 120 c.);

Bpemsa ceccuu, ¢ — nepuos BpPEMEHW B CEKyHAaX, MO WCTEYEHMM KOTOPOro npousonaer
NPUHYAUTENIbHOE 3aBepLUEHME CECCUM, B C/IyYae eCn ceccua He byaeTt BoBpems obHoBneHa (oT
90 g0 80000 c., pekomeHayemoe 3HayeHue — 1800 c, 0 — Bpemsi ceccum He orpaHMyeHo);
Mepuoduyeckuli onpoc SIP-cepsepa — BbIboOp cnocoba onpoca SIP-cepsepa:

= OmkntoyeH — SIP-cepeep He onpawunBaeTcs;

= QOptions —onpoc SIP-cepsepa npu nomouwm coobuieHnin OPTIONS;

=  Notify — onpoc SIP-cepsepa npu nomouwm coobuieHmin NOTIFY;

= CLRF-onpoc SIP-cepsepa nyctbim UDP-naketom;

UHmepsan onpoca, ¢ — nepuom BPEMEHN B CEKYHAAX, Yepe3 KOTOPbIN BbiNosiHAETCA onpoc SIP-
cepsepa;

Obpabameisams 3a20n1080K Alert-Info — obpabaTtbiBaTb 3aronosok Alert-Info B 3anpoce INVITE
ANA BblAayM Ha abOHEHTCKMIA NOPT OT/IMYHOM OT CTaHAAPTHOM NOCLINKKU BbI30Ba;

lposepamob mosnbko uma rnosas3osamens 8 RURI — ecnn ¢nar yctaHOBNEH, TO aHAaAU3UpPyeTCa
TO/IbKO abOHEHTCKMIA HOoMep (user), Mpu COBMNAZEHMM KOTOPOro BbI3OB OyAeT HasHayeH Ha
aboHeHTCKMI nopT. Ecan dnar cHAT, TO NpW NOCTYN/JEHUN BXOAALLEr0 Bbi30Ba MPOM3BOAUTCS
aHanu3 Bcex anemeHToB URI (user, host n port — aboHeHTcKuin Homep, IP-agpec u UDP/TCP-
nopt). Mpn cosnageHun scex anemeHToB URI BbI30B byaeT HazHaYeH Ha abOHEHTCKUI NopT.

Mepedasams IP-adpec 6 3a2on06Ke Call-ID — ecnn dnar ycraHoBneH, To B 3aronoske Call-ID npwu
ncxoasdLLer ceasm ucnonbayerca cobecTBeHHbIN IP-agpec ycTpoictea B popmaTe localid@host.

TpexcmopoHHAA KoOHpepeHyua

Pexcum — pexkum paboTbl TPEXCTOPOHHEN KoHbepeHumn. Bo3mMoXKHO ABa pekmuma:

= JloKanbHAA — KOHoepeHuMa cobupaeTca JIOKaAbHO YCTPOMCTBOM MOC/Ee HaXKaTusA
KombuHaumm «flash+3»;

=  YOaneHHas — KoHdepeHuUMs cobupaeTcAa Ha yAaneHHOM cepBepe, ANA 4Yero nocne
HaxaTtua «flash+3» Ha cepsep oTnpaBaseTca coobueHue Invite Ha HOMep, yKa3aHHbIM B
none «Cepsep KoHgepeHyuu». B 3ToM cnyyae KoHpepeHLMA paboTaeT nNo anroputmy,
onucaHHomy B RFC4579. NoapobHo AaHHbIM anropuTm OnucaH B NyHKTe 4.3.2.

Cepsep KoHhepeHyuu — B ObOLLEM C/ly4ae afpec CepBepa, OCYLLECTBAAIOWEro yCTaHOB/EHUe
KOHpepeHUUN no anroputmy, onucaHHomy B RFC4579. Appec 3apaetca B popmate SIP-URI:
user@address:port. Mo»HO yKa3aTb TO/IbKO N0Jib30BaTe 1bCKyto YacTb URI (user) — B aTom ciyyae
coobuieHue Invite oTnpaBuTca Ha agpec SIP-npokcu.

Hacmpolika IMS
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Paspewumes ynpasneHue [BO c¢ IMS — npu ycTaHoBAeHHOM dare paspelleHo ynpasfeHue
HeKoTopbIMU BuAamMu ycayr ¢ cepsepa IMS (IP Multimedia Subsystem). B 3atom cnyuyae
BK/IloUeHMe ycnyr «TPexcTOpoHHAA KoHdepeHuma» (paboTaeT TonbKo no anroputmy RFC4579),
«YaepxaHue Bbi3oBa», «OxuaaHue Bbi3oBa», «lopAdYas AUHMA» (He3aBUCMMO OT TOrO,
BK/IIOYEHbl OHU WMAM HET B KOHUrypaumm) npomssoauT yaaneHHo cepsep IMS nocpeactsom
oTnpaBkn  coobuweHnn  Notify, B Tene  KoTopbix  NepeardTca  KOMaHAbl  Ha
aKktTueaumio/aeaktnsaumio ycnyr 8 dopmate XCAP (daktmueckm — XML, RFC4825). Bo3MOXKHbI
peXxumbl:

= BoikaoveH — IMS He ncnonbsyercs;

= Fe3 nodnucku - pa3pelleHo yrnpas/ieHMe HeKOTopPbIMU BUAAMU ycayr ¢ cepsepa IMS (IP
Multimedia Subsystem). B aTom c/iyyae BK/OYeHME ycayr «TPEXCTOPOHHAA KOHbepeHLMa»
(paboTaeT ToNbKO Mo anroputmy RFC4579), «YaepxaHue BbizoBa», «OXuAaHMe BbI30BaY,
«lopAvyasa AMHMA» (HE3aBMCMMO OT TOrO, BKJOYEHbl OHW WAM HeT B KoHdurypaumu)
npoussoauT yaaneHHo cepsBep IMS nocpeactsom oTnpaBku coobuieHnii Notify, B Tene
KOTOPbIX NepefarTca KOMaHAbl Ha aKkTusauuio/geaktmsaumioo ycayr B ¢opmarte XCAP
(dbakTmueckm — XML, RFC4825). Mpwu Takom BapmaHTe 3anpocbl SUBSCRIBE nocne perncrpaumm
abOHEHTOB LW/II030M He OTNpaBaATcA, obpabaTtbiBatoTca Tosibko NOTIFY 3anpochkl, NpUHATbIE
ot IMS, ¢ NOMOLLbIO KOTOPbIX NPOUCXOANT YNpaBAeHME YyCayramu;

®  C nodnuckoli - pa3pelleHo yrnpaBJeHMe HEKOTOPbIMU BMAAMK ycayr ¢ cepsepa IMS (IP
Multimedia Subsystem). B aTom cnyyae BKAOYEHME yCayr «TPEXCTOPOHHAS KOHpepeHUma»
(paboTaeT TonbKo No anroputmy RFC4579), «YaepxkaHue BbizoBa», «OXuMAaHME BbI30BaY,
«lopAYaa AuMHMA» (HE3aBMCMMO OT TOrO, BK/AIOYEHbI OHWM WAW HET B KOHUrypaumu)
npoussoauT yaaneHHo cepsBep IMS nocpeactsom oTnpaBku coobuieHnii Notify, B Tene
KOTOPbIX MNepeaaloTca KomaHAbl Ha aKTusauuio/aeaktvsaumio ycayr B dopmarte XCAP
(dbakTmueckn — XML, RFC4825). Mpu Takom BapuaHTe W03 oTnpasaseT 3anpocbl SUBSCRIBE
nocse pernctTpaunm aboHeHTOB M Npu ycnewHoln nognucke obpabatsisaet NOTIFY 3anpocol,
npuHATbIe OT IMS, ¢ NOMOLLLIO KOTOPbIX NPOUCXOAMT yrpaBaeHUe yCayramu.

Umsa ycnyau “YOepraHue ebi306a” — HasBaHuWe anemeHTa XML B Tene coobueHua Notify,
MCNoNb3yeMoro Aaa nepegayy KomaHAbl aKTuBauuwu/aeakTMBaumm ycayrm  «YpepikaHue
Bbi30Ba». Hanpumep, ecnm uma ycnyrm umeeT 3HaveHue «call-hold», To KomaHaa akTMBaLuMm
6yLeT BbIrNAAETb TaK:

<call-hold active="true"/>

a KOMaHZa feaKTMBaLMu:

<call-hold active="false"/>

Umsa ycnyeu "OxmudaHue ebi306a” — Ha3BaHue anemeHTa XML B Tene coobuweHus Notify,
MCNONb3yeMOro 419 Nepesadn KoMaHabl akTUBaUMK/aeakTMBauum yeayrn « OskugaHue Bbi3oBay.
Hanpumep, ecam umsa ycayru umeet 3HadyeHue «call-waiting», To KomaHaa akTMBauuu byaet
BbIFNAAETL TaK:

<call-waiting active="true"/>

a KOMaHAa AeaKTUBaUuu:

<call-waiting active="false"/>

Umsa ycayau "TpexcmopoHHAS KoHgpepeHyusa" — HasBaHue snemeHTa XML B Tene coobuieHun
Notify, ucnonbsyemoro A4na nepegaynM KoMaHAbl  aKTMBaUWUW/OeakTMBaUMKM  YCAyrU
«TpexcTopoHHAs KoHbepeHLMA». Hanpumep, ecanm uma ycayrm mmeet 3HadeHue «three-party-
conference», To KOmaHAa aKTUBaALMM BYAET BbIFAAETD TaK:

< three-party-conference active="true"/>

a KOMaHAa AeaKTUBaLuu:

< three-party-conference active="false"/>
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Umsa ycayeu "lopayaa auHua" — HasBaHMe 3nemeHTa XML B Tene coobuweHus Notify,
MCNONb3yeMoro ANA nepefayvyy KOMaHAbl akTMBaumm ycnyrn «lopsvas AnHusa». B KomaHze
aKTMBaUMKU nepenaoTca Homep TenedoHa ropsayeit AMHUM U TalimayT Bbi3oBa. Hanpumep, ecnu
UMAa ycayrm umeet 3HadeHue «hot-line-service» n HeobxoaumMo coBepliaTb BbI3OB Ha HOMep
30001 vepe3s 6 ceKyHA nocne nogbema Tpybku TenedoHa - KOMaHAA akTuBauum byget
BbIFALETb TaK:
<hot-line-service>

<addr>30001</addr>

<timeout>6</timeout>
</hot-line-service>
Ecnn KomaHAaa akTMBaUMK He NoaydyeHa, ycayra «fopadaa AMHUA» ByaeT BbiK/oYeHa.

YMOJIHaHUIKO eCnan He npuna KomMaHAda Ha akKTuBauUKO — BCe Bblle nepeyvyuncneHHble ycnyru

AEeaKTUBNPOBaAHDLI.

[1naH Hymepayuu

MnaH Hymepauuu 3afaetca Npu MOMOLLM PEeryiAapHbIX BblpaXkeHWn B nosie «Hactpoika nnaHa

Hymepauum».

Huxke npuBoanMTCA CTPYKTYpa M GOpMaT pPeryiapHbIX BblpaXkeHui, obecnevymBaloWmx pasfivyHble
BO3MOXHOCTU Habopa Homepa.

CTPYKTypa perynsipHoro BbliparKeHus:

Sxx, Lxx (),

roe

XX — NPOM3BOJIbHblE 3HAYEHUs TallmepoB S u L;
() — rpaHULbl NNaHa HyMepaumu.

OcHoBoW ABAAlOTCA 0603HayYeHUAa 408 3anucK  NociefoBaTelbHOCTM  HabpaHHbIX  Undp.
MocnepnoBaTeNlbHOCTb UMPP 3aMMCbIBAeTCA C MOMOLLbIO HECKONbKUX 0603HaYeHWuin: umndpsl,
Habupaemble ¢ KnaBuaTypbl TenedoHa: 0, 1, 2, 3, ..., 9, # n *. Ucnonb3oBaHue cumBona # B
AnannnaHe moxxet 6J10KMpoBaTh 3aBepLieHne Habopa ¢ NnomoLlblo 3TO Knasuwun!
MocnepoBaTeNbHOCTb LMbP, 3aKNOYEHHAA B KBaZpaTHble CKOBKM, COOTBETCTBYeT Nobomy 13
3aK/IIOYEHHDBIX B CKOBKM CUMBOY.

= [pumep: ([1239]) — cooTtBeTcTBYET Nt06OM U3 UMDP 1, 2, 3 nan 9.

Yepe3 Tupe moxet 6bITb YKasaH AumanasoH CMMBO/IOB. Yalle BCero MCNoab3yeTcA BHYTpU
KBa4paTHbIX CKOBOOK.

= pumep 1: (1-5) - nobas undpa ot 1 ao 5.
= [pumep 2:([1-39]) - npumep 13 NpeablayLLero NyHKTa ¢ MHOM GopMOli 3anmcu.

Cumson X cooTBeTcTBYET Ntoboi umdpe ot 0 4o 9.
= [pumep: (1XX) - ntoboi TpExaHaYHbIN HOMep, HauyMHatoWwuica Ha 1.

«.» - NOBTOPEHUE Npegbiayuiero cimaeoaa ot 0 po H6ecKkoHeYHoCTH pas.
«+» - NOBTOPEHME NpeablayLwero CMMBo1a OoT 1m0 6ecKkoHeyHoCcTH pas.

{a,b} — nosTOpPEHME NpeaplayLLero cumBeoa oT a Ao b pas;
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{a,} — noBTOpPEHME NpeablayLLEro CUMBOIA HE MEHbBLLE a Pas;
{,b} — noBTOpEHMe Npeapiayuiero cumsona He 6osblue b pas.
= [pumep: (810X.) - mexkayHapoAHbI HOMep ¢ 0BbiM KoAnYecTBOM LMdp.
Hactpoiku, Bansarowme Ha 06paboTky gMannnaHa:

— Interdigit Long Timer (6yksa «L» & 3anucu naaHa Hymepauuu) - BPeEMs OXMAAHWUSA BBOAA
cnegytowen umdpbl B TOM CAyyae, ecnM HeT wWabnoHoB, NoAXoAAlWMX nog HabpaHHyo
KOMBWHaUMIo;

— Interdigit Short Timer (bykea «S» 8 3anucu nAaHa Hymepayuu) - BPemMsa OXWAaHWSA BBOAA
cnegyowen unopbl, ecnm ¢ HabpaHHOM KOMBUHauUMen NONHOCTbIO COBMagaeT XoTAa 6bl 0AuH
WaboH 1 Npu 3TOM MMeeTcs ewe XoTa 6bl 0AMH WaboH, A0 NOSHOrO COBNAAEHUS C KOTOPbIM
HeobxoAMMOo OCyLLECTBUTb AOHAabop Homepa.

[JononHnTeNbHbIE BO3MOXHOCTU:
1. 3ameHa HabpaHHOW Nocneno0BaTENbHOCTH
CunHTaKcuc: <argl:arg2>

[aHHaa BO3MOMHOCTb MO3BOMSET 3aMEHUTb HabpaHHylD NocCnefoBaTe/IbHOCTb Ha  Atobyio
nocnenoBaTe/lbHOCTb HabMpaemblx cMMBONOB. [pM 3TOM BTOPOI aprymeHT AOJXKeH OblTb yKasaH
onpeaenéHHblM 3HaYeHnem, oba aprymeHTa moryT 6bITb NYCTbIMM.

= [pumep: (<83812:> XXXXXX) - paHHaa 3anucb OyaeT cCOOTBETCTBOBATb HabpaHHbIM
umdpam 83812, HO 3Ta NocnenoBaTeNbHOCTL ByAeT onylleHa U He ByaeT nepedaHa Ha
SIP-cepsep.

2. BcrtaBKa TOHa B Habop

Mpu BbIXOAE HA MeXKropos, (B OCbMCHbIX CTaHUMAX - Ha ropop,) NPUBbLIYHO CAbIWATb OTBET CTAHUWUU, YTO
MOXHO peann3oBaTb BCTAaBKOW 3anATON B HY>XXHYI NO3NLUIO0 NOCNen0oBaTeE/IbHOCTU U,Md)p.

= [pumep: (8, 770) - npu Habope Homepa 8770 nocne uudpbl 8 OyaeT BblgaH
HenpepbIBHbIN TOH.

3. 3anpet Habopa Homepa.

III

Echm B KoHue wabnoHa HOMepa AO6aBMTb BOCK!’IMLI,aTe}'IbeIﬁ 3HaK ', TO Ha6op HOMEepPOoB,

COOTBETCTBYIOWMX WaboHY, byaeT 3a610KMpPOBaH.

= [pumep: (8 10X xxxxxxx ! | 8 XXX XXXXXXX ) — BblpakeHue paspeluaeT Habop TONbKO
MEXKAYropOAHUX HOMEPOB M UCKOYAET MeXKAYHAPOAHbIEe Bbi30OBbI.

4. 3ameHa 3HayeHW TalmepoB Habopa Homepa

3HayeHUs TaliMepoB MOTYT ObiTb Ha3HayeHbl Kak A5 BCEro AManniaHa, Tak M 4Nns onpenenéHHoro
wabnoHa. bykBa «S» oTBedyaeT 3a YCTaHOBKY «Interdigit Short Timer», a «L» - 3a «Interdigit Long
Timer». 3Ha4YeHMA TaliMepoB MOXKeT ObITb YKa3aHO AN1A Bcex Wab/JOHOB B AMainiaHe, ecin 3HaYeHus
nepeyYmncaeHbl [0 OTKPbIBAKOLWENCA KPYFI0M CKOBKU.

= [pumep: S4 (8XXX.) nnum S4,L8 (XXX)
EC/v 3T 3HAYEHUA yKasaHbl TOJIbKO B OAHOM M3 MOC/AeA0BaTe/IbHOCTEN, TO AEWUCTBYIOT TO/IbKO Af

Heé. TakKe B 3TOM C/lydae He Haao CTaBuTb ABOETOYUNE MeXAY KJAHYOM U 3HAYEHUEM Taﬁlv\ayTa,
3HaYeHMe MOMKET bbITb PacnonoXeHOo B ntobom mecte WabnoHa.
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Mpumep: (S4 8XXX. | XXX) nam ([1-5] XX SO) — 3anucb BbI3OBET MIHOBEHHYIO Nepenady
Bbl30Ba Npu Habope TpexaHayHOro Homepa, HauMHatouweroca Ha 1,2, ..., 5.

5. Habop no npsmomy agpecy (IP Dialing)

CumBoA «@», NOCTaBAEHHbIN NOC/Ae HOMepPa, 03HAYaEeT, YTo Aanee byAeT yKasaH agpec cepsepa, Ha
KOTOpbI ByaeT oTnpaB/aeH BbI30B Ha HabpaHHbIN HoMmep. PekomeHayeTtca ncnonb3osatb «/P Dialing»,
a TaKXKe Npuém un nepegady Bbi3oBoB 6e3 peructpauuu («Call Without Reg», «Answer Without Reg»).
3To MOXKEeT NOMOYb B C/ly4ae OTKa3a cepsepa.

Kpome Toro, popmart agpeca c IP Dialing moxeT bbiTb MCNONB30BAH B HOMEpPaX, NpeaHasHauYeHHbIX
ONA nepeagpecalmmn 3BOHKOB.

Mpumep 1: ( 8 XXX XXXXXXX ) - 11-3HauyHbI HOMEpP, HAYNHAOLLMNCA Ha 8.

Mpumep 2: ( 8 XXX XXXXXXX | <:8495> xxxxxxX ) - 11-3HayHbIi HOMEp, HaYMHAIOLWMICA Ha
8, ecnn BBeAEH 7-MU 3HAYHbIN, TO 406aBUTL K Nepegasaemomy Homepy 8495.

Mpumep 3: (0[123] | 8 [2-9]xx [2-9]xxxxxX) - HABOP HOMEPOB 3KCTPEHHbIX CAYKD, a Tak
K€ HeKOTOpPOro CTpaHHOro Habopa MeXayropoaHWUX HOMEepOoB.

Mpumep 4: (SO <:82125551234>) - 6bICTPbIA HABOP YKa3aHHOro HOMepPa, aHa/or peXxnuma
«Hotline» Ha gpyrux Watosax.

Mpumep 5: (S5 <:1000> | xxxx) - AaHHbIA AMannnaH No3BonseT HabpaTb 1060 HoMep,
cocToalmn n3 umdp, a ecNm HUYEero He BBEAEHO B TeyeHMe 5 CeKyHa, Bbi3BaTb HOMEpP
1000 (monycTum, 3TO CeKpeTapb).

Mpumep  6:  (*S5x*XxxX*x# | * 2X*FXXXXXXXXXXXH | #xx# | [2-7]xxxxx | 8, [2-9]xxxxxxxxx | 8,
10x. | 1xx<:@10.110.60.51:5060>).

Mpumep 7: (1xx|0[1-9]|00[1-8] | *5x* xxxx*x# | * 2X*xxXXXXXXXXXH | #xx# | [2-7]xxxxx |8, [2-
9]xxxxxxxxx | 8, 10x.).

MHoraa moxeT noTpeboBaTbCA COBepLUaTb 3BOHKM JIOKA/NbHO BHYTPW ycTpolicTea. Mpu
aTOM ecnu IP-aapec yCcTpoilcTBa He M3BECTEH WAWM NEPUOAMYECKU U3MEHAEeTCA, YA06HO
MCNoNb30BaTb B KayecTBe agpeca cepBepa 3apesepBupoBaHHoe cnoso «{local}», uTto
O3Ha4yaeT OTMNPaBKy COOTBETCTBYIOWEN MNOCAef0BaTeNIbHOCTU UMPP Ha COBCTBEHHbIN
aZipec ycTpolicTBa.

Mpumep: (123@{local}) — BbI3oB Ha HOomep 123 6yaeT obpaboTaH NOKANbHO BHYTPU
yCTpolicTBa.

Hacmpolika koda nepexsama

Mpy NOMoLLM AaHHOW KOMaHAbl MOXHO YCTaHOBMTb KOZ, nepexsaTa A5 3a4aHHOW rpynnbi.

CuHTaKcuC: ABC@{pickup:X}

roe ABC — Kop, nepexBaTa (Hanpumep *8);

X — Homep rpynnbl nepexsaTa (Hymepauma rpynn nepexsara ¢ 0).

Mpumep: 112@{pickup:0} — aboHeHTbl A 1 B cocToAT B ogHOW rpynne nepexeaTa C
nHaekcom 0. B cnyyae ecnm aboHeHTy A nocTynaet BXOAAWMI Bbi30B, TO abOHeHT b
MOXKET NepexBaTuTb BbI30B, Habpas KombuHaumio undp 112.

Hacmpolika 20s10c08bix KOOeKo8

CurHanbHbI npoueccop RG-5400 BbinonHaeT GpyHKUMM KOAMPOBAHUA aHa/IOroBOro peyeBoro Tpaduka,
AaHHbIX dakca/mogema B LMPOBbIE CUTHANLI, a TakKe obpaTHOro AexkoamposaHua. LLA03 noaaepsunsaer
cnepywowme ronocosble Kogeku: G.711A, G.711U, G.729, G723.1, G.726-24, G.726-32.

G.711 — npeacrtasnnet cobon MKM-koaupoBaHue 6e3 cxkatua pedyeBoit MHPopmauumn. [aHHbIN Koaek
[OoNXKeH ObiTb 06a3aTenbHO nogaep)kaH scemu npoussogutenamu VolP-obopyposaHus. Kogekn G.711A wu
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G.711U oTtnnyatotcs gpyr oT Apyra 3aKOHOM KoampoBaHMA (A-3aKOH — IMHENHOe KoampoBaHue M U-3aKoH -
HennHenHoe). KogmuposaHue no U-3akoHy npumeHseTca B CeBepHon AmepuKe, no A-3akoHy — B EBpone.

G.723.1 — KoAgeK co CKaTuem pedyeBoit MHbopMaLuK, NpegycMmaTpuBaeT Asa pexxnma paboTsl: 6.3 K6ut/c
n 5.3 Kbut/c. Kogek G.723.1 nmeeT AeTeKTop peyeBoit akTMBHOCTU 1 obecnedunsaeT reHepaLnio KOMPOPTHOro
WYMa Ha Y43a/IeHHOM KOHLEe B Nepuog, MoJlYaHuA.

G.729 — TaKKe ABNAETCA KOAEKOM CO CXaTuem peyeBol WHboOpmaumm n obecneymBaeT CKOPOCTb
nepegaun 8 K6ut/c. AHanormuyHo Kogeky G.723.1, kKogek G.729 noaaepKusaeT AETEKTOP peyeBoli akTUBHOCTU
n obecneymBaeT reHepaLnio KOMPOPTHOTO LWYMa.

— Koodek 1..6 — no3sonsAeT BbibpaTb KOAEKM M NOPAJOK, B KOTOPOM OHM ByayT MCNoNb30BaTbCA.
KogeKk € HauBbICILMM MPUOPUTETOM HYXKHO nponucatb B nosne «Kopek 1». Ona paboTbl
HeobxoAMMO yKa3aTb XOTA Obl OANH KOAEK:

= BbIK/AOYEH - KOAEK HE UCNOJIb3YeTCH;

= G.711a —wncnonb3oBatb Kogek G.711A;

=  @G.711u-wncnonb3oBaTb Kogek G.711U;

= G.723 —ucnonb3oBaTtb Kogek G.723.1;

= G.729 —ucnonb3oBaTtb Koaek G.729;

= G.726-24 — ncnonb3oBaTb Koaek G.726-24;

= G.726-32 — ucnonb3oBaTb Koaek G.726-32;

= (G.711a (wide band) — ucnonbzosatb Kogek G.711a (wide band);
= G.711u (wide band) — ncnonbsoBatb Koaek G.711u (wide band).

—  Bpemsa nakemus3ayuu — 4ncno MUAANCEKYHA pevn B ogHOM RTP.

— Bpemsa ducnepcuu, mc — napameTp, NO3BOAAOWMNI BOPOTLCA C 3XOM, BbI3BaHHbLIM AMcChepcueit
peyeBOro curHana. 3HavyeHuA NnapameTpa USMEHAIOTCA B NpOMeXKyTKe oT 2 Ao 128 mc.

Ka)Aoro W3 HanpasneHUMid B NJaHe HymepauuuM ecTb BO3MOMKHOCTb  334aHuA
npeanoYTUTENIbHOrO KogeKa AnaA nepegaun peun. Hactpoiika npousBoautca B NiaHe
Hymepauuun. [inA KaxKaoro HanpasieHUA A0NOIHUTEbHbIE HAaCTPOKU KOAEKOB YKa3blBaloTCA B
KpyrabiXx CKobKax nocne cnoBa «codecs:». Ecam HeobXoAMMO MCNONb30BaHME HECKOJIbKUX
KOAEKOB, TO UX NepeuynucaaioT uepes cMMBOA «,». MOXHO yKa3blBaTb HECKO/IbKO NapameTpoB
ONA HanpasneHusa. B Takom cayyae OHM AOMKHbI 6biTb pasgeneHbl CMMBOJIOM  «;»
(param1l:subparamil,subparam2;param2:subparamil,subparam?2). Donyctumble 3Ha4yeHus
cybnapametpoB - subparamX: g711a, g711u, g729, g723. lonycTuMble 3HAa4YeHUA NapameTpoB
paraml n param2 — codecs u rfc2833_PT cooTBETCTBEHHO.

/ MoryT 6bITb 3aAadHbl a/ibTePHATUBHbIE ro/10COBbl€ KOAEKN ANA Bbl6paHHOI'O HanpasneHua. Ana

MNpumep: ([23]xxx(codecs:g729; rfc2833_PT:96)|8x.(codecs:g711a;g711u)).

[bummep-6ygep

Oxuttep (jitter) — 3To HepaBHOMEPHOCTb NEPUOAOB BpPeMEeHM, OTBeAEHHbIX Ha [AO0CTaBKy MNaKeTa.
3afeprKKa B AOCTaBKe MaKeTa U AKUTTEP UCUNCAAETCA B MUNAUCEKYHAAX. BennumHa guttepa umeet 6obluoe
3HayeHue Npu Nepegade MHPOPMaLUN B peskUMe peasibHOro BpeMeHu (Hanpumep, ronoc Ui BUAEO).

B npotoKosie RTP, KOoTopblit eLe Ha3bIBalOT «NPOTOKOIOM NOTOKa Nepeaatowen cpeabl» (media stream),
ecTb none AnA MeTKM TOYHOro BpPeMeHM nepegavym OTHocuTeslbHO Bcero RTP-moToka. MpuHMmatowee
YCTPOMCTBO WCMO/Ib3YET 3TU BPEMEHHbIE METKU ANA BbIACHEHMA TOro, Korga creayeT OXuAaTb Maker,

AboHeHmcKuli wino3 cepuu RG-5400 87



O ELTEX

cobnofeH v NopsagoK naketos. Mcxoaa n3 aTol MHGOPMALLMM, NPUEMHAn CTOPOHA BbISCHAET, Kak cieayeT
HaCTPOWTbL CBOM MapameTpbl, YTOObl 3aMacCKMPOBaTb NOTEHLMA/bHbIE CETEBbIE MPOBEMDI, TAKME KaK 3a4EPHKKU
N oRUTTep. Ecn oxunpgaemoe Bpems Ha AOCTAaBKY NaKeTa OT OTNPaBUTENA K MPUEMHUKY HA NPOTAXKEHUWN BCETO
nepuoja pasroBopa CTPOro PaBHO OMpPeAEeNEHHOMY 3HAUYeHMUIO, Hanpumep 50 MC, MOXKHO YTBEpPKAATb, YTO B
TaKoW cCeTu OKuTTepa HeT. Ho 3ayacTyio nakeTbl 3a4epKUBAIOTCA B CETU, U BPEMEHHOW WHTEPBAN LOCTaBKU
MOMeT KoJsiebaTbCca B AOBONbHO 60bWOM (C TOYKM 3peHUus TpaduKa, KPUTUYHOIO KO BPEeMEHW) BPEMEHHOM
AmnanasoHe. B caiydae ecnm npunoxKeHMe-npMeMHUK Takoro 3ByKa UM BUAEO ByaeT BOCNPOU3BOAUTb €0 B TOM
BPEMEHHOM MOopsAKe, B KOTOPOM NPUXOAAT NaKeTbl, Mbl MOJlYyYMM 3aMETHOE yXyALWeHUA KayecTBa rosoca (unm
BMAeO). Hanpumep, ecnv aTo KacaeTcs rosoca, To Mbl YCAbIWWM NPepbiBaHME B rOJ10CE U ApYyrMe NoOMeXM.

YCTPOMCTBO MMEET CcaeayloLme HaCTPOMKKN AXKuTTep-bydepa:

—  MuHumanbHas 3a0epKa, MC — MUHUMANbHOE OXXNAaemMoe BPeMS 3a[ePHKKM pacnpocTpaHeHums
IP-naKeTa no cety;

—  MaKcumansbHaA  300epy#tKa, MC — MaKCMMalbHOE  OXWAdaemoe Bpemsa  33a[epiKKu
pacnpoctpaHeHus IP-nakeTa no cety;

— [lopoz HemeOdneHHo20 ydaseHUs NaKkemos, MC — MaKCMMabHbIM MPOMENKYTOK BPpEMEHM, Yepes
KOTOPbIN NPOUCXOANT yAaneHue peyeBbiX MNaKeToB M3 bydepa. 3HayeHWe AaHHOTO NapameTpa

6onbLle nnu paBHO MaKCMMaNbHOM 3a4epPKKe;

—  ®akmop onmumuzayuu 6ygepa — napameTp, UCMNOJb3yeMbl A/A ONTUMM3AUMKW pasmMmepa
OXKUTTep-bydepa. PekomeHayeTcs BbICTaBAATb ero 3HayeHume B 0.

[lepedaya ¢hakca u modema

Mepenaya pakca MOMKET OCYLLECTBAATLCA C UCMO/Ib30BaHMEM pedyeBoro Kogeka 711 uam cneupanbHoro
KoAeKa Ans nepegaun GbakcMmmabHbIX coobuieHnin T.38.

T.38 — cTaHAApPT, ONUCbIBaOLWMIA Nepegady GakCUMMUAbHbLIX COOBLLEHWNI B peasbHOM BpemeHu Yepes |P-
ceTn. CUrHanbl M AaHHble, nepesasaemble GakCMMUIbHBIM annapaTom, KOAMPYIOTCA B MaKeTbl NPoToKoa T.38.
B dopmupyemble NakeTbl MOXKET BBOAUTLCA M3BbITOYHOCTb — AaHHbIE U3 NPeablayLiMX NaKeToB, YTO NO3BONSET
OCYLLECTBAATL HaAeXHYo nepeaady ¢akca No HecTabuabHbIM KaHanaMm.

—  [epedauya modema — BbIGOP KoAeKa, KOTOpbI ByaeT MCNONb30BaThbCA A1A nepefadn AaHHbIX
npu AeTeKTMPOBaHMM LLAO30M CUTHAN0B MoaeMa:

= BbIK/NlOYEH — HE AeTEKTUPOBATb CUTHA/bl MOLEMA;
= (G.711a VBD — ucnonb3osaTb Kogek G.711A B pexkume VBD;
= (G.711u VBD - ncnonb3osaTtb Kogek G.711U B pexkume VBD.

B pexume VBD (Voice band data) w3 BbiKAOYaeT geTeKTop akTMBHOCTU peun (VAD), reHepaTtop
KomdopTHoro wyma (CNG) © 3XOKOMMEHcaTopbl, 4YTO HeoOXOAMMO NpPWU  YCTAHOB/IEHUUM MOLEMHOIO
coeanHeHuA.

V Bbl6paHHblﬁ KoAeK A0/1XKeH 6bITb TaKXKe aKTUBEH B CNUCKe Pa3roBOpHbIX KOAEKOB.

— Kodek ¢akca 1..3 — nosBosseT BblOpaTb KOLEKM W MNOPALOK, B KOTOPOM OHU OyayT
ncnonb3oBaTbcA. KogeK ¢ HamBbICLWUMM MPUOPUTETOM HYKHO nponucaTtb B none «Koaek dakca
1». Ana paboTbl HEOHXOAMMO YKa3aTb XOTS Obl OAMH KOAEK:

= BblKAt0O4YeH — KOAEK He UCMO/b3YeTCs.
= @G.711a - wucnonb3oBaTtb Koaek G.711A;

88 AboHeHmcKuli winto3z cepuu RG-5400



O ELTEX

"  @G.711u—wncnonb3oBaTb Kogek G.711A;
= T.38 —ucnonb3osatb NpoTokon T.38.

Bce Kopekn ¢akca AoNXKHbI 6biTb pasHbimu! Kpome atoro npu Bbibope G.711a uam
G.711u COOTBETCTBYIOLLMI KOAEK [O/KEH ObiTb aKTMBEH B CMNUCKE Pa3roBOPHbIX
KOA,eKOB YCTPOMUCTBA.

—  [MpuHumame nepexod 8 T.38 — npu ycTaHoBAEHHOM d/iare paspelleH BXxoaawmi re-invite Ha T.38
OT BCTPEYHOrO LWANH033;

—  Pasmep uzboimoyHocmu T.38 Redundancy — pobasneHwe wu36bITOYHOCTM B nakeTbl T.38,
3HaAYeHMe COOTBETCTBYET KOJIMYECTBY NPeAblAYyLIMX MAKETOB, KOTOpoe Ay6AMpYyeTcA B KaxKaom
HoBOoM nakeTe T.38. Takol cnocob M36bITOYHOCTU NpesHa3HAYeH B C/y4ae NOTEePU MNAKeTOB Npu
nepegauve.

JononHumensHsle napamempbi

— Mepedaya DTMF — cnocob nepegaumn curHanos DTMF:

= |nband — BHYTpMUNO/IOCHas Nepeaaya;

=  RFC2833 — cornacHo pekomeHgauum RFC2833 B KayecTBe BblAE/NIEHHOM Harpysku B
peyesbix nakeTtax RTP;

=  SIP info — nepepayva coobuieHnii no npotokoay SIP B 3anpocax INFO.

— [epedaya Flash — cnocob nepegaun Flash:

= SIP info (Hookflash) — nepepaya coobuieHMiA Ha B3aMMOAEWCTBYIOLLYIO CTOPOHY MO
npotokony SIP B 3anpocax INFO. Cobbitne flash nepepaetca B pacliMpeHUM
Application/Hook Flash kak signal=hf;

= SIP info (DTMF Relay) — nepefaya cooblleHMiA Ha B3aMMOAENCTBYIOLLYIO CTOPOHY MO
npotokony SIP B 3anpocax INFO. Cobbitne flash nepepaetca B paclUMpeHUM
Application/dtmf-relay Kak signal=hf;

= SIP info (Broadsoft) — nepepaya cOOOWEHUI Ha B3aMMOAENCTBYIOWYIO CTOPOHY MO
npotokony SIP B 3anpocax INFO. Cobbitne flash nepepaetca B pacliMpeHUM
Application/Broadsoft kak event flashhook;

= S|P info (SSCC) — nepepaaya coobuieHNt Ha B3aMMOAENCTBYIOLLYIO CTOPOHY NO NPOTOKONY
SIP B 3anpocax INFO. CobbiTne flash nepegaetca B paclumpeHun Application/sscc Kak
event flashhook.

— Tun Haepy3Ku 014 nakemos RFC2833 — Tun Harpy3ku ana nepegaym naketos no RFC2833
(paspelueHHble 418 UCNO/Ib30BaHMA 3HaYeHusA — oT 96 o 127);

— OO0uHakosbIli mun Hazpy3Ku 044 Npuéma u nepedayu — ONLUA UCMONb3YETCA NPU UCXOJALLEM
BbI30BE A1 COr/1acoBaHMUA TUMNa Harpysku cobbiTuiA, nepegasaembix no RFC2833 (DTMF u Flash).
Mpu yctaHoBneHHom d¢nare nepegava M npuem cobbitmin no RFC2833 ocywwectsaseTca c
Harpyskon M3 MNPUHATOrO OT BCTPEYHOM CTOPOHbI coobuweHus 2000k. Mpwu cHaTom dnare
nepefaya cobbiTii no RFC2833 ocywectsaaeTca ¢ Harpyskoi M3 npuHaTtoro 2000k, a npuém —c
TUMOM HarpysKku U3 cobCTBEHHOWM KOHPUTYpaLMM (YKasbiBaeTcs B Ucxogsallem Invite);

— WHcnonsv3zosame O6HCI,Dy)f(€HU€ MmuwuHbl — NpPpN YCTaHOBIEHHOM cbnare MCNONb30BaTb OETEKTOP
TULWNHbI;

—  WUcnons3osams axonodasneHue — NP1 yCTaHOB/IEHHOM d)nare MCNOJ21Ib30BaTb 3XO0NoaaBneHUE;
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—  Ucnonezoeams RTCP — npu ycTaHoBAeHHOM dnare Mcnonb3oBaTb NpoTokon RTCP ana KoHTpons
3a Pa3roBOPHbIM KaHa/oM:

=  WHmepsan nepeda4yu — UHTEPBAN Nepeaadn naketos RTCP, cek;

=  [lepuod0 npuema — nepuom npuéma coobuweHns RTCP u3mepsetcs B eaMHULAX
WHTEepBasa nepesayn; ecim NO UCTEYEHUM Nepuoaa NpMéma OT BCTPEYHOM CTOPOHbI He
6yaeT nosy4yeHo HM oaHoro naketa — RG-5400 paspbliBaeT coegmMHEHME.

0O6wue HacTpoiku npoduneii SIP

—  MUcnonvzoeame STUN — npu ycTtaHoBieHHOM ¢nare ucnonb3yetca npotokon STUN (Session
Traversal Utilities for NAT) ans onpeaeneHuns nybanMyHoro agpeca ycrponctea (BHeLlHero agpeca
NAT). PekomeHayeTca UCNO/1b30BaThb AaHHbIM NPOTOKOA Npu paboTe ycTpoicTea Yepes NAT;

— Aodpec STUN-cepsepa — IP-agpec unm gomeHHoe nms cepsepa STUN, yepes gBoOETOUME MOXKHO
BBECTU aNbTEPHATUBHbIN NOPT cepeepa (No ymonyaHuio 3478);

—  WHmepsan onpoca STUN-cepsepa, cek — WHTepBaa, Mo UCTEYEHUM KOTOPOro OTNpaBaAeTcA
3anpoc Ha cepsep STUN. Yem meHblie MHTEpBan OMNpoca, TEM Bbile CKOPOCTb peakuum Ha
n3meHeHue nybanyHoro agpeca.

—  TpaHcnopm — “cnob3yemblii NPOTOKOA TPAHCNOPTHOIO YPOBHA:

=  UDP (npednoumumensHo), TCP — BO3MOXHO ucnosnb3oBaHue u UDP, n TCP, Ho y UDP
NpUoOpUTET;

= TCP (npednoumumensHo), UDP — BO3MOXHO ucnonbzoBaHue n UDP, n TCP, Ho y TCP
NpUoOpUTET;

= TosbKo UDP — ncnonb3yetca ToNbKo npoTokon UDP;

= TosnbKo TCP — ncnonb3yeTca ToNbKo NnpoTokon TCP.

—  Pextum muwuHbl — peXMM UTHOPMpPOBaHMA 3anpocos SIP, aapecoBaHHbIX abOHEHTaM, YYETHbIX
3anucelt KOTOPbIX HET Ha yCTPOICTBe.

[na BCTyNNeHuWa B CMAYy HOBOM KOHOUrypauuMuM M 3aHECEHMS HACTPOEK B 3HEpProHe3aBMCMMYI0 NaMATb

HaXXMUTE KHOMKY «[TpuMeHUMb». O OTMEHbl USMEHEHWNI HAXKMUTE KHOMKY « OmMeHa».

3.7.3.4 NMogmeHo «QoS»

B nogmeHio «QoS» HacTpamBatoTca GyHKLMM obecnedyeHuns KadyecTBa obcnykuBanua (Quality of Service).

90
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CeTb [LECOEL LR IP-reneeugeHne  JlokaneHele MHTepdeidcsl  USB-cepeBuckl  CucTema

HacTpoiikn cetw  Hactpoiika nuawii  Tpoduni m Mpedmkcsl ynpasnedus 0BO CurHansl eeizoea McTopuA BwlacE0E

HacTpolika guanazoHa RTP-noptoe

MuHumaneHsil RTP-nopr | 23000

Makcumanerelii RTP-nopt | 26000

&

HacTpoiika DSCP

~

DSCP ana curkanuzaymn (SIP) 0

DSCP anAa RTP 0

HacTpolika 802.1P

802.1P ana SIP 0 r

802.1P gna RTP 0 M

Hactpowka gmanasoHa RTP-nopTos

MuHumanoeHselli RTP-mopm — HWXHAA TpaHMuUa@ Anana3oHa RTP-nmopToB, MCMNO/b3yemblX Ans
nepefayv pasroBOpHOro TpadukKa;
MakcumaneHoell RTP-nopm — BepxHAA rpaHMua guanasoHa RTP-nopTtoB, ucnonbsyembix gns
nepesayv pasroBOPHOro TpadukKa;

Hactpoika DSCP

DSCP 0na cueHanusayuu (SIP) — 3HayeHne nons DSCP-3arosioBKa IP-naketa A/1Aa CUTHa/NbHOMO
TpadmKa (ycTaHaBAMBAETCA B AECATUYHOW CUCTEME CYMCIEHMA, NMPUHUMAET 3HayeHusa oT 0 go
63);

DSCP 0ns RTP — 3HauyeHue nona DSCP-3arosnoBka |P-nakeTa pgns ronocoBoro TpaduKa
(ycTaHaBnMBaeTCA B AECATUYHOM CUCTEME CHMCIEHUS, MPUHUMAET 3HavyeHus oT 0 go 63).

HacTpoitka 802.1P

802.1P 0ns (SIP) — 3HaueHMe NpuopuTeTa B TerMpoBaHHOM Kagpe Ethernet ans SIP-coobuieHui
TpaduKa (M3meHsetcs ot 0 go 7);

802.1P 0das RTP — npuopwuTeTa B TerupoBaHHom Kagpe Ethernet ana RTP-TpaduKa (M3meHaeTca
o1 0 g0 7).

[na BCTyNAeHua B CMAY HOBOWM KOHOUrypauMu M 3aHECeHMsA HacTPOeK B IHEProHe3aBMCUMYIO MaMATb
HaXXMUTE KHOMKY «[TpuMeHUMb». N OTMEHbl U3BMEHEHWNI HAaXKMUTE KHOMKY « OmMeHa».
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3.7.3.5 MoameHwo «MpeduKcbl ynpasneHua ABO»

B nogmeHto «[peduKkcbl ynpasneHma [OBO» HacTpamBaloTcA Kopbl, Habupaemble ¢ TenepoHHOro
annapaTa, 41A akTMBauum uan geaktnsaumm yenyr ABO.

ABOHEHT MOXeT ynpaBaATb COCTOAHMEM YCAYyr cO cBoero TenedoHHOro annapata. J[JocCTynHbl
cneayowme GyHKUNK:
—  aKTuBauusa ycayrm — * kog_ycnyru #;
— npoBepKa aKTUBHOCTM ycayru — *# koa_ycnyru #;
— OTMeHa ycayru - # kog_ycnyrn #;

Ona aktmBaumm ycnyr «besycnioBHaa nepeagpecauusa», «lMepeagpecauma Bbi30Ba MO 3aHATOCTUY,
«Mepeaapecaumn no HeoTBeTy», «Fopadan/Tennan AMHUA» TpebyeTtca BBeCTM HOMep TenedoHa:

* Kog_ycnyrn * Homep_TenedoHa #

Mocne BBOAA KoAa aKTMBAUMWM MAM OTMEHbI YCAYyrM aboHEHT yCabllWKUT curHan «MoarteepxkaeHue» (3
KOPOTKWUX CUrHANa), KOTOPbIN FOBOPUT O TOM, YTO YC/Iyra yCMNewHo akTUBMPOBaHa UM OTMEHeHa.

Mocne BBOZA KoAa NPOBEPKM ycAyrM abOHEHT MOMKeT ycablwaTtb AMbo curHan «OTBET CTaHUMM»
(HenpepbIBHbIN curHan), AMbo curHan «3aHATo» (KopoTkue ryaku). CurHan «OTBET CTaHUMM» FOBOPUT O TOM,
YTO yC/Iyra BKAKOYEHA M aKTUBMPOBAHA, CUrHAN «3aHATO» — YC/yra BbIK/OYEHa.

bBesycnosHan nepeaspecauma g # #20# H#20#
NepeapecaLyA Bbi30Ba N0 3aHATOCTH AT # #21# #21#
NepeaapecaLya no HeoTeeTy A7) # #208 #2208
PaspelunTb nepexsaT BLI30BA Ha NOPT "og # #23# 238
ropAYaAITennas MHUA "l o4 # #24# et
OspaaHne Boi30sa " 95 # #2548 ‘258

He DecnokouTs " 2 # #264# H26#

YnpasneHue aboOHEHTCKMM cepsucom

—  Yenyau [BO — cnucok ycnyr BO:

= be3ycnosHaA nepeadpecayus — ycayra, Npu aKTMBALMM KOTOPON BCe BbI3OBbI,
nocTynueLlLMe abOHEHTY NepeHanpPaBAAOTCA HA 3a4aHHbIA HOMep;

= [lepeadpecayus 8bi13080 10 30HAMOCMU — YCAyra, NPU aKTUBALMM KOTOPOM BCE BbI30OBbI,
noctynueluMe abOHEHTy, B C/ly4ae €ro 3aHATOCTM NEepeHanpaBAAOTCA Ha 3a[aHHbIN
HoMep;

= [lepeadpecayua no Heomseemy — YCAyra, NPW aKTMBaLMW KOTOPON BCE BbI3OBbI,
noctynueluMe abOHEHTy, MNepeHanpaBAAlOTCA Ha 334aHHbIM HOMep MNpW HeoTBeTe
aboHeHTa B TeyeHWe onpeseseHHOro BpeMeHu;

= [opAYas/Tennas /AMHUA — MNpPWM aKTMBALMM YCAyrM, Mnocne noAaHATUA TPybku uepes
YCTaHOB/IEHHbIA MHTEPBaN BPEMEHM MPOUCXOAUT aBTOMATUYECKUI Habop 3agaHHOro
HOMepa;

= OmudaHue 8bI1308a — aKTMUBaLMA YCAYrn No3sonseT aboOHEHTY B COCTOAHUM pas3rosopa
nosyyaTb yBeAOMIEHME O HOBOM MOCTYNMMBLUEM Bbl30BE. ABOHEHT MOMKET MPUHATH,
OTK/IOHUTb UJIM UITHOPUPOBATb OXKUAAIOLMI BbI3OB;
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= He b6ecrnoKoumb — ycnyra no3Bonder a60HeHTy BPEMEHHO OrpaHU4YnNTb BCE BXOoAAlLlne
Bbl30OBbI.

— Koo akmusauyuu — Kog, ANA aKTUBALMM YCAYTU;
—  Kod deakmusayuu — Koa, ANA AeaKTUBaLMU YCAYTU;
—  Kod nposepku cmamyca ycsyau — Koa, ANA KOHTPOIA aKTUBHOCTU YCAYT.

V Kopa, aeaktusauum u Kop, NPOBEpPKU CTaTyCa YCAYru 3an0O/IHAKOTCA aBTOMAaTUYECKN Ha OCHOBAHUU KOoAa
dKTusauyuu.

[na BCTyNnNeHWa B CUAYy HOBOWM KOHOUIypauuMu M 3aHECEHMS HacTPOEeK B 3HEepProHesaBMCHMMYI0 NMaMATb
HaXMUTE KHOMKY «[TpuMeHUMb». O OTMEHbI USMEHEHWNI HAaXKMUTE KHOMKY « OmMmeHa».

3.7.3.6 MNMoameHo «CUrHan Bbi3oBa»

B nogmeHio «CUrHan BbI30Ba» OCYLLECTBAAETCA HACTPOMKA a/ibTEPHATUBHOIO CUIHA/IA MOCbIJIKM BbI30BA
(kapeHuMKM) B 3aBUCMMOCTM OT HOMepa Bbi3blBatoLero aboHeHTa M60 B 3aBUCMMOCTM OT 3HAYE€HUS 3arooBKa
Alert-Info Bo Bxogsawem Invite. 3HayeHWe KadeHUMM ANA Ka)KOAOr0 CUrHana Bbi30Ba 3a4aETcs B BuAe
nocneAoBaTeIbHOCTU YepeayoLWmxca AINTENbHOCTEN MMNYAbCa U Nays, pasfaeneHHbix cumeosiom )" nan ;"
3HayeHne AOAUTENbHOCTM MMMyAbca/naysbl 3a4aeTcs B MUAAUCEKYHAAX W A0MXHO 6biTb KpaTHo 100.
MuHMMaNbHaa 4AUTENbHOCTb MMNYAbCa/nay3bl cocTaBaseT 200Mc, makcumanbHas - 8000 mc.

Ona Toro ytobbl NpMBA3aTb OoNpeaenéHHY0 KageHUMIo K 3HadYeHuto 3arosioBka Alert-Info Bo Bxoasaliem
Invite, Heobxoaumo B cooTBeTcTBYlOWEM npodune SIP akTuBMpoBaTb Ppaar « Obpabameisams 30201080k Alert-
Info», a B HacTpPoMKax KageHLUMM yKa3aTb Ha3BaHMe CMUrHasia B noJsie «HassaHue curHana» (Hanpumep, Example-
cadence). KageHuma byaet npourpaHa B IMHWUIO, €CAK BO BXoaallem Invite 3aronosok Alert-Info 6yaet nmetb
3HayeHue <http://127.0.0.1/Example-cadence>.

Ecnu kKageHums no 3aronosky Alert-Info He HaliaeHa, 6yaeT npousBeaeHa NOMbITKA HAWTU KageHLMo No
Homepy Bbi3blBatowero aboHeHTa. lMpu OTCYTCTBMM NoOcCnefHeN BblAAETCA CTAaHOAPTHbLIA CUrHaN Bbi30Ba C
KageHumeir "1000,4000".

Tabnuya curHanos

HaseaHwe cur{ana KageHumna
Bellcore-dri 1000.4000
Bellcore-dr2 1000,3000
Bellcore-dr3 1000.2000
Bellcore-drd 1000.1000
Bellcore-drs 700,700,700,3000

Ona penaktMpoBaHuAa onpeneneHHoOro CUrHana Ha*KMUTe Ha COOTBETCTBYIOLLYIO CCbIJIKY B KONOHKEe
«HaszsaHue cuzHana».

[na pobaBneHna CUrHana HaxkmmuTe KHOMKy «JJob6aBnTb» U BbIMOAHUTE CNeayiowmne HacTPOMKM:

AboHeHmcKuli wino3 cepuu RG-5400 93



o ELTEX

Pe,qa KTMPOBaTb CHUrHan
HaseaHue curHana Bellcore-dr1

RaaeHuma 1000.4000

— HassaHue cuzHana — UMA CUTHaNa;

— KadeHuusa — AnUTeNbHOCTb NOAAYM BbI3bIBHOFO HanpsXeHus Ha TenedoHHbIM annapaT U Yyepes
3anATYIO/TOMKY C 3anATOM ANUTENbHOCTb May3bl MeXAy CUrHanamu Bbi3oBa, 06a 3HayeHuA
O0MKHbI 6bITb KpaTHbI 100 MC, MMHUMaIbHOE 3HaYeHne 200mc, MakcumanbHoe — 8000 mc;

[na BCTyNNeHWa B CMAYy HOBOM KOHOUrypauuMuM M 3aHECEHMS HACTPOEK B 3HEpProHe3aBMCHMMYI0 NMaMATb
HaXMUTE KHOMKY «[TpuMeHUMb». O OTMEHbl USMEHEHWNI HAaXKMUTE KHOMKY « OmMmeHa».

3.7.3.7 MNoameHio «UcTopKnAa BbIZOBOB»

B nogmeHio «MCTOpMH BbI30OBOB» NMPOUN3BOAUNTCA HaCTpOI‘;IKa BeAeHNA XPOHO0IrMn BbiI3OBOB.

HCTOp NA BbI3OBOB

Pasmep MCTOpWUK BeI3oBOB | 10

Mony4nTs (ann MCTOPUK BLI30B0B * CradaTb

QUMCTHTE HCTOPKIO BLI3OBOB 2 OYNCTHTB

MOCMOTPETE "WCMOpPLK 8bi30608"

— Pasmep ucmopuu 8bi30808 — MAKCUMaAbHOE KO/MYECTBO 3anuceit B KypHane. [ManasoH
A0NyCcTUMbIX 3Ha4yeHM oT 0 go 10000 cTpok. 3HayeHue O OTKAoYaeT BeAEHME NCTOPUM BbI3OBOB.
Mpu [OCTMXKEHUM YCTAaHOBNEHHOrO OrpaHWYeHMA B KYPHane Ka)kgaa nocieayrolas 3anucb
YOAUT CaMyto CTPYIO 3aMMCb B Havase XypHana;

—  Tonayyumes ¢halin ucmopuu 86130808 — ANA coxpaHeHua daiina voip_history Ha nokanbHom MK
Ha*KMMTE Ha KHOMKY «CKayamey;

— Oyucmume UCMOPUIO B8bI30808 — [JAA OYUCTKM WCTOPUU BbISOBOB HAXKMUTE Ha KHOMKY
«Oyucmume».

[na npocmoTpa MCTOpMM BbISOBOB MepenauTe no ccbiike «lMocMmoTpeTb “Ucmopuro 86130808”» (
onuncaHve MOHUTOPMHIa NapameTpoB NpueeaeHo B pasaene 3.8.10 ModmeHwo «Micmopus 86130808%).

[na BCTyNNeHWA B CMAY HOBOM KOHOUrypaumMuM M 3aHECEHMS HacTPOEeK B 3HEepProHe3aBMCHMMYI0 NMaMATb
HaXXMUTE KHOMKY «[TpumeHUMb». A OTMEHbI U3MEHEHWUI HaXXMUTE KHONKY «OmmeHa».
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3.7.4 MeHio «IP-teneBugeHue»

3.7.4.1 MNoameHio «IPTV»

B nogmeHto «IPTV» BbINOAHAIOTCA HAaCTPOMKKM aAna paboTbl cepBuca IP-TeneBnaeHus.

HacTpoiiku undppoBoro TeneBugeHns

Brntounte IPTV ¥

Bepcua IGMP 3 v
Iz

I'Iepno,u,nqecxoe oDHOBNEHKE nNoANHUCKN

Brntounts ¥

Mepuog, oBHosnenna, ¢ | 50
BhICTpbIN BBIX0O U3 TPYNNbI
Brntounte  #
Hactpowka VLAN ana IPTV
Mcnoneaoeate VLAM
VLAN ID 63
802.1P 0 v
Hactposika HTTP-npokcn
Brntounte

Mopt HTTP 1234

Bkaroyume IPTV — npu ycTaHoBAEHHOM dnare paspelleHa TpaHCcaauma curHanos IP-Tenesnaenus
¢ WAN-uHTepdeitca RG-5400 (13 ceTM npoBaiigepa) Ha yCTPOKCTBa, NoAaKAtoUYeHHble K LAN-
nHTepdodelicy (no Ethernet unn Wi-Fi);

Bepcusa IGMP — Bepcua npotokona IGMP ana otnpaskn IGMP-coobleHnin ¢ WAN-uHTepdelica

(coobuleHUIt  aKTMBaALUMM WUAM  AeaKTUMBAUMW  MNOAMUCKUM HA KaHanbl |IP-TeneBmaeHus).
MoaaepkmnsatoTca sepcun 2 n 3.
lepuoduyeckoe obHoss1eHUe NoONUCKU
—  BKawo4ume — NPW  BKAOYEHHOW ONUUKM MPOMCXOAMUT nepuoauyeckas oTtnpaska ¢ WAN-

WHTepdelica coobleHnii Co CNMUCKOM aKTMBHbIX IPTV-KaHa/foB Ha BbIWECTOAWMM cepsep,
OCYLLECTBAAIOWMA  TPaHCNAUMIO  curHanos  IP-TenesmaeHums. BkntoyeHne  dyHKLMM
nepuMoamnyYeckoro o6HoOBAEHMA NOAMMUCKM HEODXOAMMO, €CIN BbILECTOSLMNIN cepBep OTKAOYaeT
TpaHcnaumio IPTV-kaHanoB Yepes onpeaeneHHbli MHTEPBaa BpeMEHMU;

Mepuod obHoBneHUs, ¢ — Nnepuoa, OTNPaBKM COOBLLEHUI CO CNUCKOM aKTUBHbIX IPTV-KaHanos, B
CeKyHOax. YCTaHOBWUTE BENMYMHY Mepuoaa OOHOBNEHUA B 3HAYeHMe, MeHbllee, YemM TalmayT
OTKNOYEHUA TPAHCNALMM CUTHANA BbILLIECTOALLMM CEPBEPOM.

Hacmpolika VLAN 0as IPTV

Ucnonezoeams VLAN — npu ycTaHoBAEHHOM dnare cnonb3oBatb Aaa ycayrn IPTV BblaeneHHbI
VLAN (Homep VLAN moxeT coBnagatb ¢ Homepom VLAN ans ycnyrm UHTepHeT nnmn STB), nHaue —
ans IPTV 6yaeT mMcnosb3oBaTbcA WMHTepdeirc ycnyrm MHTepHeT. dTa HacTpoWMKka no3sonneT
onpeaenntb UHTepdenc ana npuéma rpynnosoro Tpadpuka;

VLAN ID — ngeHtnduKaumoHHbit Homep VLAN ansa npuéma curHanos IP-teneBnaeHus;
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— 802.1P — npwusHaKk 802.1P (gpyroe Ha3saHue CoS — Class of Service), ycTaHaBAMBAEMbIN Ha
ncxopAwme ¢ AaHHOro uHTepoerica IP-nakertbl. MpMHUMaeT 3HaYeHus oT 0 (HU3LWKIA NpUopUTET)
80 7 (HauBbicwuii npuopuTeT). Ucnonbsyetca B paboTe anroputmoB obecneyeHus KauyecTBa
cepswuca (QoS).

Hacmpolika HTTP-npokcu

—  Bkawvums — npu yctaHoBneHHOM d¢nare BkAtoveHa o¢yHKuMA HTTP-npokecn. HTTP-npokcu
ocyuiectBnseT npeobpasoBaHMe UDP-notoka B notok HTTP, mcnonb3ytowmin npotokon TCP
(NnpoTOKON HafeXHOW AOCTaBKM MAKETOB), YTO MO3BO/AET YAYULWMTb KayecTBO TPAHCANPYEMOTO
N300paXKeHMA NpU NJOXOM KauyecTBe KaHana CBA3W B JIOKA/bHOW ceTu. PyHKUMA nosesHa npu
npocmoTtpe IPTV yepes 6ecnposoaHbii KaHan Wi-Fi;

— Tlopm HTTP — Homep nopta HTTP-npoKcK, c KoToporo ByaeT ocyLLecTBAATLCA TPAaHCAMPOBaHME
BMAEO0-NOTOKA. Mcnonb3yiTe 3TOT NOPT ANA NOAKAIOYEHNA K TPAHCAIMPYEMbIM YCTpOMCcTBOM RG-
5400 notokam IPTV.

Hanpumep, ecam RG-5400 nmeet Ha LAN-unTepdeice agpec 192.168.0.1, ana noprta NpoKcu-
cepBepa BblbpaHO 3HayeHue 2345, n HeobxoAMMO BOCMpPOM3BECTM KaHan 227.50.50.100,
TpaHcampyrowminca Ha UDP-nopt 1234 — ana nporpammbl VLC agpec NOTOKa HYXKHO 3a4aTb B
Buae: http://@192.168.0.1:2345/udp/227.50.50.100:1234.

[na BCTYNieHUs B CMAYy HOBOW KOHOUIypauum M 3aHECeHUs HACTPOEK B SHEepProHe3aBUCMMYLO MamMATb
HaXXMUTE KHOMKY «[TpumeHumMb». AN OTMEHbI USMEHEHWNI HAXKMUTE KHOMKY « OmmeHa».

3.7.4.2 MNoameHto «STB»

B noameHto «STB» BbINONHAOTCA HAacTPoOUKK BblageneHHon VLAN ana paboTbl umMdpoBoit TeNneBU3NOHHOM
npucrasku (Set-Top Box).

HacTpoiika seigeneHHoro VLAN ana TB-npucTtaeku (Set Top Box)

BENKO4YNTL STE ¥

]

vicnono3aoeats VLAN - &

VaeHTU(UKaTOp VLAN | 124

802 1P 0 v

Lins npuesaky NoKansHsX UHMePEeticos  cepeucy STB nepeddume Ha cmpanuuy "TloKansHaie UHMEPMEUcs! - CYHKUUOHANEHOE HAHAYEHUE".

—  Bkawvume STB — npu ycTaHOBAEHHOM dnare 6yaeT BKAOYEH perkum STB gna cooTBETCTBYIOLLMX
NnopToB B pasaene «J/loKasbHble MHTEPENCHI;

—  MUcnonezoeame VLAN — npu yctaHoBieHHOM ¢nare Wcnosb3oBaTb Aaa TB-npuctaBku
BblgeneHHbln VLAN (Homep VLAN moxkeT coBnagaTtb ¢ Homepom VLAN ana ycayrun UHTepHeT nam
IPTV), MHaue 6yaeT ocyllectsnsetca paboTa STB 6e3 Tera VLAN Bo BHellHel ceTu;

—  WoeHmugukamop VLAN — Homep VLAN, KoTopbii OyaeT WCNonb3oBaTbCA A1A Nepenayu
TpaduKa cepsuca STB ¢ nntepderica WAN ycTponcTsa;

— 802.1P - npwusHaKk 802.1P (gpyroe Ha3saHue CoS — Class of Service), ycTaHaBAMBaeMbIt Ha
nucxoasalume ¢ AaHHoro uHtepderica IP-naketbl. NMpuHUMaeT 3HayeHus oT 0 (HU3WKIA NpuopuUTeT)
00 7 (HauBbicwuit npuoputeT). Ucnonblyetcs B paboTe anroputMoB obecrneyeHus KavecTsa
cepsuca (QoS).
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[obasneHune noptos LAN B cepsuc STB nponsBoanTca B NAnUTKe «/TokanbHble UHMepgelicsi» U3 pexxmma
6bICTPOro KOHPUrypmMpoBaHMa yCcTponcTBa. B cepsmc STB TakKe MOXKHO A06aBUTb TOYKy gocTyna 2.4 nan 5 My,
(nnn obe cpasy). Mpu atom mexxay WAN mn LAN (WLAN)-nHtepdeinicom cepsuca STB cospaérca mocT ans
NPO3pPayYHOro NPOXOXKAEHMA NAKETOB OT TB-NpUCTaBKM Yepes yCTPOUCTBO M 0bpaTHO. CheayeT OTMETUTD, YTO B
cnyyae BKAtoYeHHOM onummn «Mcnonb3osate VLAN» ¢ uHTepdeiica WAN TpadumKk yxoauT M nNpuUHMMAETCA C
HacTpoeHHbIM Terom VLAN, a Ha uHTepdeice LAN (WLAN) — TpaduMK HeTErMpoBaHHbIW (Ter cHUmaeTcs).

[na BCTyNneHua B CMAYy HOBOM KOHOUrypauuuM v 3aHECeHMs HacTpOeK B 3HEepProHe3aBMCHMMYI0 MaMATb
HaXMUTE KHOMKY «[TpuMeHUMb». O OTMEHbI USMEHEHWNI HAaXKMUTE KHOMKY « OmMmeHa».
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3.7.5 MeHio «JloKanbHble nHTepdeincbI»

B meHlo «JloKanbHble MHTepdeNncbl» AaA Kaxaoro uHTepdeica ycraHaBaMBaeTcAa ¢yHKULMOHANbHOE
HasHaueHue.

3.7.5.1 MoameH «PYHKUMOHANbHOE Ha3HAYEHne»

B nogmeHto «PyHKUMOHANbHOE Ha3HauyeHue» Ana Kaxgoro nopta u Wi-Fi nntepdeliica ycraHaBnmBaetca
TMUN NPeAOCTABAAEMOI YCAYT.

PYHKUNOHaNbHOE Has3HaYeH e

LAN O MHTEpHET v

LAN 1 STB v

LAN 2 STB v

LAN 3 MHTEpHET v

Wi-Fi2.4 Ty VHTEpHET v

Wi-Fi 5 'y MHTEpHET v

® OTMeEHA

/ B TeKyweii Bepcumn MO anA noKanbHbIX MHTepPENCcoB MOXKHO BbiGpaTb TUN cepBuca UHTepHeT,
STB unm nonb3osatenbckue VLAN. Mpu 3Tom Ha KaXKablii NOKanbHbIN uHTepdeiic pa3pelwaerca
TpaHcaAumMa curHanos IP-teneBuaeHua Npu BKAOYEeHHOM GyHKuum IPTV.

Tun cepsBuca UHTepHeT o3HayaeT, 4To ¢ gaHHoro LAN-nopTa OyaeT oCylLecTBAATbLCA BbIXOA, B CETb
NHTepHeT; TMn cepsuca STB — aaHHbIM LAN-NOPT NnpegHasHa4vyeH Ans NoaKAo4YeHNA TeIeBUSMOHHOM NPUCTABKM
(Set-Top-Box). Mpwu 3atom nopt WUHTepHeT coeauHeH ¢ WAN-uHTepdencom OAHOMMEHHOM ycnyru 4yepes
mMmapupytmusaumio, a nopTt STB coeamnHeH ¢ WAN-uHTepdeicom ycnyrm STB yepes mocT (Tpaduk npoxoaut
npo3spayHo ¢ WAN Ha LAN 1 06paTtHo).

WAN-uHTepoeiic ycnyrn STB HacTpansaeTca B pasgene 3.7.4.2.

Tun cepsuca 3apaéTca Takke ana mHtepdencos Wi-Fi — otaenbHo ana 2.4 n 5 Ty, Tun cepsuca
WHTepHeT o3Ha4yaeT, 4To ¢ gaHHoro Wi-Fi-uHTtepdeica yepes maplipyTU3auMio OCYLLECTBAAETCA AO0CTyn B
NHTepHeT; TN cepsuca STB — aaHHbIN Wi-Fi-uHTepdeiic BkatoyeH B MocT STB 1 npo3payHo coeamnHéH ¢ WAN-
UHTepdericom aTon ycnyru.

Takum obpasom, ycTpoincTeo cepum RG-5400 obecneymBaeT BO3MOXKHOCTb BbixoAa B WMHTepHeT u
NOAKNIOYEHUA TENEeBU3NOHHOW MNPUCTAaBKM KaK MO MPOBOAHOMY KaHany, TaKk M u4epe3s becnpoBogHoe
nogxntoyeHune no Wi-Fi B itobom ananasoHe YacTor.

Ana BCTyn/1€HUA B CUNY HOBOW KOHd)MI'ypaLI,VIVI N 3aHeCeHNA HaCTPOEK B 3HEProHeE3aBUCMMYHO MAaMATb
Ha*XMUTe KHONKY «MpnumeHuTb». [InAa oTMeHbI N3MEHEHUN HaXKMmuUTe KHOMKY «OTmeHa».
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3.7.6 MeHIo «USB-cepBUCbI»

B MeHio «USB-cepBucCbl» BbIMNOAHAOTCA HACTPOMKM NPOTOKO/IOB, obecneymBalowmx [OCTyn K
MHOOPMauUMK M BOCnpousseaeHUo megma-$annos, Haxoaawmxca Ha USB-HocuTenax, MOAKMOYEHHbIX K
yCTpolicTBy.

3.7.6.1 TMoameHio «FTP»
B nogmeHto HactpamsaeTca goctyn K USB-Hakonutento no npotokony FTP.

Cetb IP-tenedoHna IP-teneengedne  JokanbHble nHTepdencol [EUEZEELENTEN CucTema
Samba DLNA

HacTpoiikn gocTtyna
PaspewnTs focTyn kK USB 13 BHeLWwHeR ceTu (WAN)

PazpewmTb AocTyn K USB 13 NokansHon ceTu (LAN) &

HocTyn aHOHHUMHOMY NoNb3cBaTento TONbKO YTEHKHE T

NOB

+ [PUMEHNTE %X OTMeHa

Ons paspelieHna goctyna K noaxkatoyeHHomy USB-ycTpolictBy no npotokony FTP u3 BHelwHen (dyepes
WAN-nopT) uam BHyTpeHHen (Yepe3 LAN-nopTt mam becnposogHyto Touky aoctyna Wi-Fi) cetu yctaHoBuTe
cooTBeTCTBYIOWME paaru.

Ona  paspeweHuAa [ocTyna aHOHMMHOMY MNOAb30BaTeNl0 K nogKkatodeHHomy USB-ycTpolictay
ycTaHoBuTe dnar «octyn aHOHMMHOMY NoJsib30BaTeNto». ECTb HECKO/IbKO perKMMOB A40CTyna:

= OTK/lOYEH;
"  TONbKO YTEHME;
=  YTeHue n 3anuco.
Ona BCTynneHWs B CUAYy HOBOW KOHOMUIypauuu U 3aHECEHUA HACTPOEK B 3HEProHEe3aBUCMMYIO MaMATb
HaXXMUTe KHOMNKY «[lpumeHumeo». ONna OTMEHbl U3SMEHEHWUI HaXXMUTE KHOMKY « OmmeHa».

3.7.6.2 TMogmeHio «Samba»
B nogmeHto HacTpamneaetca goctyn K USB-Hakonutento no npotokony SAMBA.

Cetb IP-tenecbonns  IP-teneenpeHne  JlokanbHbie uHTepdieiicel EVEEESY TSN Cuctema

HacTpoiikn Samba

BrO4nTE

C]

Pafo4as rpynna WORKGROUP

Pexim OCHOBHOM v

7

JocTynHbl ABa BapMaHTa HaCTPOMKM MPOTOKO/Ia: OCHOBHOM M PacLUMPEHHbIN.

OcHoBHoOM
—  Bk/t0UATb — NapameTp ynpasaneT BKAoYeHneM/oTKoueHnem paboTbl NPOTOKONA;

— Pabouyas rpynna — Ha3BaHWe pabouei rpynnbl gaa 4ocTyna.
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PaclumpeHHbI

—  BKAOYATL — NapameTp ynpasaseT BKAOYeHNnem/oTKAoYeHNneM paboTbl NPOTOKONaA;
— Pabouyasn rpynna — Ha3BaHue paboyelt rpynnobl Aas A40CTynNa;
— Tonb3oBaTenun — Ana HaCTPOMKM NOAA HaxKaTb «Jobasume» 1 BBECTU:
e  Ums nonb3oBaTens Samba — Mma Nosib3oBaTeNsa, UCNO/Ib3yemMoe 415 aBToOpM3aLUum;
e [laponb— Napo/ib, UCNONb3YEMbIN A5 aBTOpU3aLMN.
—  TManku — gns HaCTPOMKM NepeyHs AO0CTYMNHbIX MO NPOTOKOAY ANPEKTOPUI HaxKaTb «Jobasume»:
e [lanka — BblbpaTb NanKky Ana NnpeaocTaBAeHUs 40CTyna;
e /IMa — BBECTU MMA NaNKK ANA 0TOOparKeHMA NoJIb30BaTENAM;
e  OnucaHue — onucaHue K narnke;
e  Jloctyn — BbIGpaTb NO/Ib30BaTE/EM, KOTOPLIM AOCTYMHA YKa3aHHan nanka.

3.7.6.3 NoameHio «DLNA»

B noameHio «DLNA» HacTpauBaeTca gocTyn K meaua-dainam Ha USB-HakonuTene AnsA yaaneHHoro
BOCMNpousBeaeHme no TexHonorum DLNA.

HacTtpoiku cepeepa DLNA
BrniounTe @
VimAa cepeepa RG-5421 DLNA Server
MopTt 8200
PasfeneHne TUNOB MyneTuMeana ¥

WMHTepBan oTnpaeku SSDP-HOTUhUKALMA 300

+ [PUMEHHTL X OTMEHA

|'|mi K MyneTuMegua

Manka TR MyneTHMeana
Ayano
Buneo

WM3o6pameHns

Henb3a 4oGaBnTe 3anuck (TaOnuua 3anonHeHa) % YaanuTs

Hacmpolku cepsepa DLNA

—  Bk/ounTb — NapameTp ynpasaneT BKAOUeHMeM/oTKAoueHnem paboTbl cepsepa;

— WmaA cepsepa — napameTp onpegendaetr aHoHcupyemoe nmsa cepsepa DLNA;

— TopT — TPaHCNOPTHbIN NOPT, UCNO/Ib3YEMbI CEPBEPOM;

— PaspeneHuve TMNOB MynbTUMeAMA — NPU aKTUBALMU Pa3NYHbIE TUMNbl MyAbTUMeaMa
aHOHCUPYIOTCA OTAENbHO;

—  WHTepBan otnpasku SSDP-HoTUdMKaALM, C — napameTp onpeaenseT BpeMeHHOW MHTepBa
MeKay nocblnkamm SSDP-HoTudMKaumin (3HayeHne no ymonyaHuio — 300 c).

fymu K myasmumedua
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B AaHHOM NYHKTE BO3MOXHO YKa3aTb Nanku anAa onpegeneHHoro tmna myabthmeana.

V [na ogHoro TMNa MyabTUMeAMa BO3MOXKHO YKa3aTb HECKO/IbKO Nanok.
A Mpu OTKNIOYEHHOM pa3aeneHun TMNOB MyJ/IbTUMeAMna A0CTaTOYHO YKa3aTb KopeHb USB-
HaKkonuTens.

3.7.7 MeHio «Cucrema»

B meHio «Cuctema» BbINONAHAKOTCA HaCTDOVIKM CNCTeMbIl, BpeMeHHN, A0CTyNa K yCTpOVICTBy Nno Pa3/iIndHbIM
NPOTOKO/1aM, MPOUNU3BOANTCA CMEHa Napoaa n obHoBNEHME nporpammHoro obecneyeHus yCTpOﬁCTBa.

3.7.7.1 TMoameHio «Bpema»

B noameHto «Bpemsa» BbINOJIHAETCA HACcTPOMKa NPOTOKO/1a CUHXPOHU3auumn Bpemenn (NTP).

HacTtpoiku BpemeHu

Yacoeol noAc Moscow, Russia v

ABTOMATUYECKWA Nepexol Ha NeTHes/ ¥
IUMHEE BpPEMA

Mepexog Ha NeTHee BpeMA - LIS LRI v
B - v - v
Mepexod HA 3MMHEE BREMA - v - LRI v
B - v - r
CaBUr BpeMeHn (MUH. ) 60

Brmtoyute NTP &

Cepeep CUMHXpOHM3aUMM | pool.ntp.org

Hacmpoliku epemeHu

— Yacosoli nosc — N03BONAET YCTaHOBUTb YACOBOM MOAC B COOTBETCTBMM C BMKaANLWIMM ropoaom B
Baluem pervioHe 13 3a4aHHOIO CNUCKa;

— Asmomamu4eckuli nepexod Ha nemHee/3umMHee 8pemMsa — MNpPW ycTaHoBAeHHom ¢nare byaer
nepexog Ha neTHee/3umHee Bpema 6yaeT BbINOMHATLCA aBTOMaTUYECKM B 3afaHHbIA Nepuop,
BPEMEHM:

- I'Iepexod Ha 71iemHee epemMA — AeHb, KOrga BbINOJIHATb Nepexod Ha /IeTHEE BPeEMA,

- /7epex00 HAQ 3UMHee epemMA — AeHb, Koraa BbINOJIHATb Nepexod Ha 3MMHee BpeMA,
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= (COsuz spemeHU (MUH.) — Nepuos BPEMEHM B MUHYTaX, Ha KOTOPbIW BbINOJHAETCS CABUT
BPEMEHMU.

—  Brawvume NTP — yctaHoBuTe dnar, ecim HeoHXo0AMMO BKAOUNTb CUHXPOHMU3ALMUIO CUCTEMHOTO
BPEeMEHMW YCTPOMCTBaA c onpeaeneHHoro cepsepa NTP;

— Cepsep cuHxpoHu3ayuu — IP-agpec/aoMeHHOe MMA cepBepa CUHXPOHM3ALMN BPEMEHN.

[na BCTynAeHWUA B CMAY HOBOM KOHOUrypaumMm M 3aHECeHMA HAcTPOEeK B SHEeproHe3aBMCUMYI0 MamMATb
HaXXMUTE KHOMKY «[TpuMeHUMb». s OTMEHbI U3MEHEHWNI HAaXKMUTE KHOMKY « OmMeHa».

3.7.7.2 TMoameHto «loctyn»

B noameHto «JlocTyn» HacTpauBaeTcs AOCTyN K ycTpolictey nocpeactsom WEB-uHTepdeiica, Telnet n
SSH.

[MopTel AOCTYNA
MNopt HTTP 20
Mopt HTTPS 443
MNopT Telnet 23

MNopT S5H 22

Hoctyn k yenyre "ViHTepHeTt"
Web
BHewHAR ceTe  # HTTP HTTPS

NlokansHas cete  # HTTP & HTTPS
Telnet

BHEWHAR CETE

llokanbHas cete
S5H

BHEWHAR CETh
llokanbHan cete ¥
Ping
BHEWHAR ceTh ¥
Hoctyn k yenyre "ValP"

Web HTTP HTTPS

Hoctyn k ycnyre "VIHTepdeic ynpaeneHna"

Web HTTP HTTPS
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Mopmei docmyna

B naHHOM pasgene BbinosiHsaeTcA HacTpolika TCP-nopTtoB anna cepsucos HTTP, HTTPS, Telnet, SSH.

— [Mopm HTTP — Homep nopTa Ana goctyna Kk Web-untepdeiicy yctpoiictsa no npotokony HTTP, no
ymonyanumto — 80;

— [Tlopm HTTPS — Homep nopTa ana goctyna Kk Web-uHtepdelicy yctporictea no npotokony HTTPS
(HTTP Secure — 6e3onacHoe NoAKAYEHME), NO YyMOIYaHUIO — 443;

— Mopm Telnet — Homep NopTa ANA AOCTyNa K YCTPOWUCTBY Mo npoTokoay Telnet, no ymonyaHuo —
23;

— [Topm SSH — Homep nopTa A/1a AOCTyNa K YCTPOMCTBY MO NpoToKoay SSH, no ymonyaHuio — 22.

Mo npotoKkonam Telnet n SSH ocywecTBAAETCA AOCTYN K KOMaHAHOM CTpoKe (KoHcoAb linux).

Locmyn K ycnyee MUHmepHem

[na nonyyeHna AocTyna K yCTpoMCTBY C MHTepdeincoB ycayrn MHTepHeT yCTaHOBUTE COOTBETCTBYOLLME
paspelleHms:

Web, BHellHAA ceTb:

— HTTP — npu ycTaHoBneHHOM dnare paspeweHo nogkatodeHne K Web-KoHourypatopy
ycTpoiictea yepes WAN-nopT no npotokony HTTP (He6e3onacHoe nogKao4YeHUe);
— HTTPS — npu ycTaHoBfeHHOM ¢nare paspeweHo nogkaodeHne K Web-KoHourypatopy

ycTpolictBa yepes WAN-nopT no npotokony HTTPS (6e3onacHoe noakntoYeHME).

Web, J/lokanbHas ceTb:

— HTTP — npu ycTaHoBneHHom ¢nare paspeweHo noakatodeHne K Web-koHdurypatopy
ycTpolictBa 4yepe3 LAN-nopt (unm yepes 6ecnpoBoaHyto Touky goctyna Wi-Fi) no npotokony
HTTP (Hebe3sonacHoe NoAKNtOYEHNE);

— HTTPS — npwu yctaHoBNeHHOM dnare paspeweHo nogkatoveHne K Web-koHdurypatopy
ycTpolictBa 4yepe3 LAN-nopt (unm yepes 6ecnpoBoaHyto Touky aoctyna Wi-Fi) no npotokony
HTTPS (6e3onacHoe nogKkaouyeHue).

Telnet:

Telnet — npoToKoA, NpegHa3HAYeHHbIN ANA OpraHU3auuMuK ynpasiaeHua no cetu. Mo3BonseT yganeHHo
NOAKMOUYMTBCA K LUO3Y C KOMMbIOTEPA A1A HAaCTPOMKK U ynpaBaeHuA.

Ons paspelleHUs AoCTyna K ycTpouhcTBy no npoTokony Telnet u3 BHewHel (yepe3s WAN-nopT) wam
BHyTpeHHen (4epe3 LAN-nopT uam becnpoBofHyto Touky goctyna Wi-Fi) ceTm ycTaHOBUTE COOTBETCTBYHOLLME
dnarn.

SSH:

SSH — 6e30nacHbIi NPOTOKOA YAANEHHOrO YNpaBaeHUsA ycTpolcTBamu. B oTamume oT Telnet npoTokon
SSH wudpyeT Becb Tpaduk, BKAOYAA NepesaBaemble Naposu.

Ons paspelleHUs A0CTyna K YCTPOMCTBY Mo npoTtokony SSH w3 BHewHen (4epes WAN-nopT) wam
BHyTpeHHen (4epe3 LAN-nopT uam becnpoBofHyto Touky goctyna Wi-Fi) ceTm ycTaHoBUTE COOTBETCTBYIOLWME
dnarn.

Ping:

ICMP-ping — mexaH13M, peann3oBaHHbIi B npoTokose ICMPV4 1 v6 ana KOHTPOAA AOCTYNHOCTU CETEBbIX
YCTPOWMCTB.

Ona paspeweHuns oteeTa Ha Bxogsawme ICMP-echo coobuieHMA ycTaHOBUTE COOTBETCTBYOWMNI dAaar.
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Hocmyn K ycnyze VolP

B AaHHOM pasgene OCyLLecTBAAETCA HACTPOMKa AocTyna K uHTepdelicy ycayrm VolP (uHtepdelic ycayrm
VolP HacTpamBaeTca Ha cTpaHuue IP-tenedoHma — Hactpolika cetn) yepes WEB (npotokonbl HTTP nnau HTTPS),
a TaKe no npotokonam Telnet u SSH, ICMP. [na paspeweHua AOCTyna MO KaKoMy-M6O M3 yKasaHHbIX
NPOTOKOJ/I0B YCTAHOBUTE COOTBETCTBYIOWME dpaaru.

Locmyn k ycnayee VLAN ynpasneHus

Pa3gen no3sonser HaCTPOUTb AOCTYN K MHTepdeicy management VLAN ana ynpasneHUs yCTPOMCTBOM,
ncnonbsysa npotokonbl HTTP, HTTPS, Telnet, SSH, ICMP. HacTpoika nHtepdeica npomM3BoaMTCA Ha CTpaHULe
Cuctema — VLAN ynpaBneHua. [Ona paspewleHna AOoCTyna Mo Kakomy-aMbo M3 yKasaHHbIX MPOTOKO/IOB
YCTQHOBMTE COOTBETCTBYIOWME dpaaru.

Ana aBTopusaumm no npotokonam Telnet n SSH no ymonuaHuio Mcnonb3yloTcs MMA NOb3oBaTeNs

V admin, naponb — password. lMocne aBTOpU3aLMM CTAaHET AOCTYNMHAa KOHCO/Ib OMnepauuoHHOM
cuctembl  Linux ¢ BO3MOXHOCTbIO  MCMNOJIb30BaHUA  OCHOBHbIX KOMaHA  KOMaHAHOro
uHTepnpetatopa shell.

[na BCTyNNeHuWa B CMAYy HOBOM KOHOUrypauMuM M 3aHECEHMS HACTPOEK B 3HEpProHe3aBMCHMMYI0 NaMATb
HaXMUTE KHOMKY «[TpuMeHUMb». O OTMEHbl USMEHEHWNI HAaXKMUTE KHOMKY « OmMmeHa».

3.7.7.3 MopmeHio «KypHan»

NoameHio «ypHan» npeAHasHa4YeHo A/ HAaCTPOMKKM BbiBOAA PAa3HOro poAda OT/1Iafo4YHbIX COOOLEHUM
cUCTEeMbl B Uenax obHapy)KeHua npuumH npobnem B pabote ycTpoicTtBa. OTAafOYHYO MHPOpMaLMIO
BO3MOKHO MOYYNUTb OT CAeAYHOLMX NPOrPaMMHbIX MOAYNEN YCTPOMCTBaA:

=  MeHegep TenedoHUn —oTBeyaeT 3a paboTty dyHKUn IP-TenedoHum.

= CUCTeMHbI MeHea)Kep — OTBeYaeT 3a HaCTPOMKy YCTPOMCTBA COrnacHo danay
KOHObUrypaumu.

=  MeHeaxep KOHPUrypaumm — oTBevaeT 3a paboTty ¢ daitnom KoHdurypauuu (uteHue m
3anucb B GailNl KOHOUIypauMmM M3 Pas/iMyHbIX MCTOYHWMKOB) U cBop UHbOopmauun
MOHWTOPUHIa YCTPOMCTBA.
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AypHan TenedoHumn
BriBog *ypHana OTHKNIYEHD (]
Cwmikn
Npegynpexgerna
OTnagoyHas WHopMaLna
lHiopmanHonHele coodueHna

¥YpoBSHE TpaCCHpoBEKK SIP 3

AypHan cUCTeMHOro MeHeepa
BuiBog #ypHana OTknyeHo V
Qwnbrn
NpegynpexgeHna
OTnagoYyHas HHopMayna

IHopMayrontble conbweHna

}K}‘DHEU'I MeHelxepa I{OHCt]IHII"_fDEiLI,HL‘I
BoiBog #ypHana OTrnmYEHD V
Quwnbrn
MpeaynpexgeHna
OTnagovyHan vHdopMauna

lndropmayuontble coobueHna

HacTpolika Syslog
BrnoynTh
PexstumM Cepeep
Appec Syslog-cepeepa sy=sl0g.server

MNopT Syslog-cepeepa 1234

HypHan menedoHuUU

—  BbI800 }#ypHana — HanpaB/ieHWe BbIBOAA COODOLLEHMI KypHaNa:
= OMK/IOYEeHO — }KYPHaN OTKNIOYEH;

=  Syslog — coobuieHns BbIBOAATCA NO MPOTOKOAY syslog Ha yaaneHHbIn cepsep nnMbo B
NIOKaNbHbIM dalin (HacTpolika NPOTOKO/1a OCYLLECTBASAETCA HUXKE);

=  KOHCOnb — COODLEHNA BbIBOAATCA B KOHCOJb YCTPOMCTBA (HEOOXOAMMO MOAKAOYEHME
yepes nepexoaHnk COM-nopra);

- TenHem — C006LLI,EHMF| BbIBOAATCA B telnet-ceccuio; AnAa 3Toro CHa4dana HEOGXOAMMO
CO034aTb NOoAKNKOYEHNE NO NPOTOKONY telnet.

Huxe HaCTpanBaeTCA Tun COO6LL|,€HVIIZ, BbIBOAMMDIX B XKYPHan TeI'IEd)OHVIVIZ

Owubku — ycTtaHoBuTe dnar, ecim HeobxoANMMO BbIBOAMUTL COObLLEHMA TUNA «OWNBKNY;
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— [pedynpexcdeHus — ycTaHoBuTe ¢nar, ecim HeobxogMmOo BbIBOAWUTb COObLEHMA TuMa
«[TpedynpexcoeHusn»;

— OmnaadoyHaa UHpopmayua — ycTaHosBuTe nar, ecin HeobxoAMMO BbIBOAUTL OTAALO4YHblE
coobleHus;

—  UH@opmayuoHHble coobuweHus — ycTaHoBuTe dnar, ecam HeobxoguMmo  BbIBOAUTb
MHPOPMALMOHHbIE COObLLEHUS;

—  YposeHb mpaccuposku SIP — 3apaéT ypoBeHb BblBOAA cO0OLWEHUI cTeKa SIP-meHemxepa
TenepoHUN.

HypHana cucmemHo20 MmeHeodepa

—  Bbig00 M#ypHasaa — HanpaeaeHWe BbiBOAA COOBLLEHMI KypHana:
= OMK/I04YeHO — }KYPHaN OTKNIOYEH;

=  Syslog — coobLlLeHnA BbIBOAATCA MO MPOTOKOoAY syslog Ha yaaneHHbld cepsep nnbo B
NIOKanbHbIM $hainn (HacTpPoiKa NPOTOKONA OCYLLECTBAACTCA HUXKE);

=  KOoHCOsb — cOObLIEeHMA BbIBOAATCA B KOHCO/b YCTPOMCTBA (HEOBXOAMMO NOAKAOUYEeHUe
yepes nepexoaHnk COM-noprta);

=  TenHem — coobuweHua BbiBOAATCA B telnet-ceccuto; ans 3Toro cHavana HeobxoaMmo
€034aTb NOAKAOYEHME MO NpoToKoAy telnet.

HuKe HacTpamBaeTcs TUN COOBLLEHNI, BbIBOAMMbIX B KyPHaa CUCTEMHOIO MeHeaKepa:
—  OwubKu —ycTaHoBUTE dAar, ecin HeobxoaMMO BbIBOAUTL CO0BLWEeHNA TUNA «OLWNOKIN»;
— [lpedynpemcdeHus — ycTaHoBuTe ¢nar, ecnm HeobXoAMMO BbIBOAUTb COOBLWEHMA Tuna

«[TpedynpexcoeHusn»;

— OmnadoyHaA UHGopmayusa — yctaHoBuTe ¢nar, ecnm HeobxogMMO BbIBOAUTb OT/NALOYHbIE
coobuieHus;

—  WHpopmayuoHHble coobujeHus — ycTaHoBuTe ¢nar, ecanm HeobxogMmo  BbIBOAUTL
MHPOPMALMOHHbIE COObLLEHUS;

HypHan meHedxcepa KoHGuU2ypayuu

—  Bbi800 MtypHasa — HanpasieHWe BbiIBOAA COOBLLEHNI KypHana:
= OMK/II04YEHO — }KYPHaN OTKNIOYEH;

=  Syslog — coobuieHns BbIBOAATCA NO MPOTOKOAY Syslog Ha yaaneHHbIn cepsep nnMbo B
NIOKaNbHbIM dalin (HacTpolika MPOTOKO/1a OCYLLECTBASAETCA HUXKE);

=  KOHCOMb — COObLEHMA BbIBOAATCA B KOHCO/b YCTPOWCTBA (HEOOXOAMMO MOAK/IOUEeHUe
yepes nepexogHuk COM-noprta);

=  TenHem — coobuleHna sbiBoaaTca B telnet-ceccuio; ansa 3toro cHavana Heobxoanmo
co3AaTb NOAK/AYEHMeE No npoTokoay telnet.
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HuKe HacTpamBaeTcs TUN COOBLLEHWI, BbIBOAUMbIX B }KYPHaAA MeHeAKepa KOHOUrypaunm:

—  OwubKu — ycTaHoBUTE dNar, ecin HeobxoaMMO BbIBOANTL COOBLWEHNS TUMA «OWMOKNY;
— [pedynpexcdeHus — ycTaHoBuTe ¢nar, ecnM HeobxoAuMMO BbIBOAMTbL coobleHua Tuna
«[TpedynpexcoeHusn»;

— Omaado4yHas uHgopmayus — ycTaHoBuTe dnar, ecnm HeobxoaMMO BbIBOAWTL OTNaA04YHbIE
coobueHus;

—  WHpopmayuoHHble coobujeHua — ycTaHoBuTe dnar, ecam  HeobxoouMMO  BbIBOAMUTH
MHGOPMAUMNOHHbIE COOBLLEHMS.

Hacmpolika Syslog

Ecnmn xoTa 6bl OAMH U3 KYpPHANoB (MeHeaKepa TenedoHUM, CUCTEMHOIO MEHEAMKEPA UM MeHeaXepa
KOHOUrypaumm) HacTpoeH ana BbiBoga B Syslog, Heobxoaumo BKAtouUTb Syslog-areHTa, KoTopbli byapet
nepexsaTbiBaTb OTNaZ04YHble COOOLLEHMA OT COOTBETCTBYIOLWLETO MEHEeAXKepa W OTNPaBAATb MX NMBO Ha
yAaneHHbI cepBep, MMB0 CoXpaHATb B N0KabHbIN palin B popmarte Syslog.

—  Bkaoyume — npwv yctaHoBNAeHHOM daare 3anyuweH Syslog-areHT;
—  Pexum — pexxum pabotbl Syslog-areHTa:

=  (Cepsep — NHPOPMALMA KYPHANOB OTMPaBAsAETCA Ha yAaneHHbli Syslog-cepsep (3ToT
PEKMM Ha3bIBAETCA «yAaneHHbIA XypHan»);

= JlokanbHsll ¢paiin — nHGOPMaLLMA KYPHANOB COXPaAHAETCA B IOKanbHOM daine;

= Cepsep u palin — HOPMALMA KYPHANOB OTNPaABAAETCA Ha yaaneHHbl Syslog-cepsep u
COXpaHAeTcA B IoKanbHOM daline.

[anee B 3aBUCMMOCTM OT pexkmMma Syslog-areHTa LOCTYMNHbI HACTPOMKM:

— Adpec Syslog-cepsepa — IP-agpec unnm pgomeHHoe wumsa Syslog-cepsepa (Heobxoaumo anA
pexunma «Cepsep»);

—  Mopm Syslog-cepgepa — nopT ans BXxogAwmx cooblieHnin Syslog-cepsepa (No ymonyanuio 514,
Heobxoanmo ans pexnma «Cepsep»);

—  Wmsa ¢alina — ima daina gna xpaHeHUs }ypHana B popmate Syslog (HeobxoamMmo Ans pexknma
«®Danny;

— Pasmep ¢palina, Kb — MaKcMManbHbIN pasmep o¢aiina KypHana (HeobxoaMmo ANA pexunma
«Ddann»).
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3.7.7.4 MopmeHio «Maponu»

B nogmeHto «lMaponn» ycTaHaBAMBAIOTCA MapoOAM AOCTyNna aAMWHUCTPATOPa, HENPUBMAETMPOBAHHOMO
nonb3oBaTensa u Habaogatens.

YcTaHOBAEHHbIE NAPOAN UCMOAB3YIOTCA AN A0CTyna K ycTpoictey Yepe3 WEB-uHTepdeiic, a TakKe no
npotokonam Telnet n SSH.

Mpu Bxoae yepes WEB-nHTepdeic agmumHmcTpaTop (Maponb no ymonyaHuio: password) nmeeT nosHbIMi
JOCTYN K YCTPOWCTBY: YTEHME M 3aNUCb NHOObIX HACTPOEK, MOAHbLIA MOHUTOPUHI COCTOAHMA YCTPOMCTBA.
HenpueuaernposBaHHbIi Nob30BaTe/1b (MAPOab MO YMOHAHUIO: USer) MMeeT BO3SMOXHOCTb BbINOJIHUTb TOIbKO
ceTeBble HAaCTPOMKM (Kpome HacTpoeK noakatoveHua K MHTepHeT) u HacTpolikm Wi-Fi, umeer pgoctyn K
MOHWTOPUHTY COCTOAHMA ycTpoicTBa. HabnogaTtenb (Naponb No ymoa4YaHWIO: viewer) MmeeT BO3MOXKHOCTb
TONbKO MPOCMATPMBaTb KOHPUIYpauUMIO M [AaHHble MOHUTOPUHra ycTpolicTBa 6e3 BO3MOMHOCTM BHOCUTb
Kakue-nmbo nameHeHwms.

[/ NornH agpmuHucTpatopa: admin
JIorMH HenpuBMUIErMPOBaAHHOIO NOJIb30BaTENA: User
NoruH Habnopartensa: viewer

Mapone agmuHueTpaTopa (admin)

Maporns

MoATBEpKAEHUE

Mapons HENPUBWNETMPOBAHHOMO NONb30BAaTENSA (User)

Mapons

MoATBEpKAEHUE

Mapons Habnwogatena (viewer)

Mapone

MoATBERHAEHME

- /70p0/7b GaMUHUCmmeOpO — B COOTBETCTBYHOLWLME MONAA BBEAUTE NMAPOJIb aMUHUCTPATOPA U
noareepanTe ero;

- ﬂodmeepmdeHue naposiAa — B COOTBETCTBYHOLWME NMOSIA BBEAUTE NAPOJ/Ib HENPUBUNETUPOBAHHOIO
nonb3oBaTeNAa U nogrsepanTe ero.

[na BCTyNnNeHWa B CUAYy HOBOM KOHOUIypauuMu M 3aHECeHMs HacTPOeK B 3HEepProHe3aBUCHMMYI0 MaMATb
HaXXMUTE KHOMKY «[TpuMeHUMb». QN5 OTMEHbI USMEHEHWUI HAXKMUTE KHOMKY « OmMeHa».

108 AboHeHmcKuli winto3z cepuu RG-5400



S ELTEX

3.7.7.5 MoameHIo «YnpaBneHne KoOHPUrypauymein»

B noameHio «YnpaBneHuMe KOHOUrypaumein» BbINONHAETCA COXpPAaHEHWE U OOHOBNAEHWE TeKylen
KOHUrypaumum.

daiinel KoHUrypayum

Mony4nTs apXMB KOHDUIYPaLIMK © * CrauaTb
YCTpORCTBA

3ArpY3IUTE EPXHE KOHPUIYPaLMK HE BeiGepuTe daiin | Paiin He BbOpaH

YCTPORCTBO
. 3arpyanTb
CBpoc Ha 33BOACKME HACTPOMKN W

Mony4eHue KoHGu2ypayuu

YT06bl COXPaHUTb TEKYLLYIO KOHOUIYpauMIo YCTPOWCTBA HA JIOKaNbHbI KOMNLIOTEP, HAXKMUTE KHOMKY

«CKayaTtb».

Ob6Hos1eHUe KoHguypayuu

3aepy3ums apxue KoHghuaypayuu Ha ycmpolcmeo — BbIOOP COXPAaHEHHOTO Ha JIOKa/lbHOM
KomnbtoTepe ¢anna KoHpurypauuu. Ons obHOBAEHMA KOHPUrypauum yCTPOMCTBA HaXKmUTe
KHOMKY «BbibepuTe daitn», ykaxute dain (B popmarte .tar.gz) U HaXKMUTE KHOMKY «3arpysmTby.
3arpy»KeHHan KoHpUrypaums NpuMeHseTcs aBTomaTuyeckn b6es nepesarpysku ycTpomncTea.

Cobpoc Ha 3a800ckue Hacmpoliku — Ans cbpoca ycTpoMCTBa K HACTPOMKamM MO YMOAYAHUIO HAXMUTE
KHOMKY «C6poc».

3.7.7.6 MNopmeHio «O6HOBAEHME MO»

MNogmeHto «O6HoBNeHWe MO» npeaHasHayeHo A OOHOBAEHMA YNPaBAAIOLWEN MUKPOMPOrpaMmmbl

yCTpolicTBa.

OBHoBneHWe nporpaMmmHoro obecnedeHns

AKTMBHaA Bepcua N0 2.4.2.867

PesepeHan sepcua N0 242 E?

OoHosneHun MO maxkxe docmynHs! 10 adpecy:

hitp:/eltex nsk.ru/downloads

®aiin 0GHOBNEHWA MO BhiGepuTe taitn | Pain He suiopat

AkmusHasa eepcus 10 — Bepcua NPOrpamMmmMHOro obecneyeHwus, yCTaHOBAEHHOTO Ha yCTpoCTBe,
paboTatow,as B 4aHHbIN MOMEHT;

Mposepume 06HOBAEHUS — KHOMKA ANA NPOBEPKM MociegHel Bepcuy MPOrpaMMHOro
obecneyeHuns. C nomouibto 3Tol GyHKUMM Bbl MoxKeTe ObICTPO MPOBEPUTb Ha/M4YMe HOBOW
BEPCUM NPOrpPamMMHOro obecneyeHus U B cayyae HeObX04MMOCTU BbINOJIHUTL ero 06HOBEHME.
PesepsHas sepcusa O — BepcusA NporpaMmmHoro obecneyeHus, yCTaHOB/IEHHOTO Ha YCTPOWCTBE,
Ha KOTOPYO MOXKHO NepenTn B cnyyae npobiem c akTuBHoM Bepcuein MNO;
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— Cdenamb akmueHoU — KHOMKA, NO3BOAAIOWAA CAeNaTb pe3epBHYto Bepcuto MO akTMBHON, Ans
aToro noTpebyetcs nepesarpyska ycTpolictBa. AKTuBHaA Bepcua MO B 3TOM ciayyae cTaHeT
pesepBHOIA.

V‘ Ona pabotbl pyHKUUM NpoBEPKU 06HOBNEHUA HEO6XOAMMO Hannume Bbixoga B MHTepHer.

O6HOBUTb NPOrpaMmMHOe obecrneyeHne yCTPOMCTBA MOXKHO TaKKe BPYYHYI0, NpeaBapuUTebHO 3arpysus
¢dann NO c caitta http://eltex.nsk.ru/downloads v coxpaHus ero Ha KomnbtoTepe. AR 3TOr0 HAaXXMUTE KHOMKY
«Bblbepute daiin» B none ®alin obHosneHuUs 10 n yKaxuTe NyTb K Gaiay ynpasasiowen nporpammbl B
dopmare .tar.gz.

Ons 3anycka npouecca OOHOBAEHMA HeobXOAMMO HaxaTb KHOMKY «3arpysutb daiin». MNpouecc
obHOBIEHMA 3aliMeT HEeCKO/IbKO MUHYT (0 ero Tekyuwem cratyce 6yp,eT YKa3aHO Ha CTpaHMLI,e), nocne 4yero
YCTPOMCTBO aBTOMATUYECKU Nepes3arpysnTca.

’ He oTkntloyaiiTe NnUTaHMe YCTPOMUCTBA, He BbINOJIHANTE ero nepesarpysKy B npouecce

° obHoBneHua MO. Ecan He yaanocb 3Toro usbexkarto u 3arpy>kaembit 06pas MO 6bin
3anucaH He TMOJIHOCTbIO, B pe3ynbTaTe 4Yero 3anyck 3toro MO craHoBUTCA
HEeBO3MOXHbIM, LUIIO3 aBTOMATUUYECKM NONbITAETCA 3anyCcTUTb pe3epBHbI 06pa3 MO
(npm ero Hannuum).

3.7.7.7 MNoameHo «lMepe3arpyska»

B noameHto «lMNepesarpyska» BbINOJHAETCS Nepesanyck ycTpoicTaa.

Mepeszarpyska ycTpolcTBa

< MNepezarpyanTs

[na nepesarpyskuM YCTPOWCTBA HakMWUTE Ha KHOMKy «[lepesarpysuTb». [lpouecc nepesarpysku
YCTPOMCTBA 3aHNUMAET MPUMepPHO 1 MUHYTY.

3.7.7.8 MoameH «ABTOKOHPUrypupoBaHue»
B nogmeHio  «ABTOKOHPUIypMpOBaHWE»  BbINOAHAETCA  HAcTpoilKka  anroputma  DHCP-based

autoprovisioning (aBTOKOH®UrypMpoBaHMe Ha ocHoBe npoTokona DHCP) M npoToKona aBTOMaTUYECKOro
KoHdUrypupoBaHMa aboHeHTCKux ycTpoiicte TR-069.
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ABTOKOH(MIYpUPOBaHWE Ha ocHOBE NpoTokona DHCP
AsTomaTueckoe obHoENEHNE Kordpmrypauua u MO v
MpHCPHTET NEQAMETDOE HE DHCP options A
baiin koHturypaLm
WHTepean ofSHoENSHWA KOHDWUIYRELUKK, © 200
$ain Mo

MuTepean ofkoensnua MO, o 2800

ABTOKOH(UMYpUpoBaHKe no npoTokony TR-069

OBwue
BrniouuTe knuexTa TR-DE8
WuTepdeic VLAM ynpasneHus ¥

n

Agpec cepesps ACS http://192 168 .0.180:

w

FOF,

BrnwunTe I'ECH:J.H-—EGKHﬁ onpoc

Mepwog cnpoca, © 3600

Jdanpoc coeauHeHHA o ACS

Mwa nonezoeaTens a8

MNapone aC5805

-:'I-EI'IPDD COEAMHEHWA C KNHEHTON

A nonezoesTEns admin
MNapone admin
HacTpoikn NAT
Pasn NAT STUN v
Aopec STUN-cepeepa stun.local

MopT STUM-cepespa 3478
MUHUMENEHLIE NEpUoD, Cnpoca, © 30
MakcumaneHsid nepuod onpoca, © 60

ABMOKOHU2ypUposaHUe Ha ocHose Mpomokosa DHCP:

Asmomamuueckoe o6HosseHUEe — Bbl60p pexnma obHoBNEHMUS yCTpOl)'ICTBa; BO3MOXHO
HECKOJIbKO BApPNaAHTOB!

=  BbiKAOYEHO — aBTOMATMYecKoe OOHOB/eHWe KOHQUIypaumMm U MpOrpaMmHOro
obecneyeHnn yCTPOMCTBA OTKIOYEHO;

=  KoHgpueypauyus u O — paspelweHo nepuoguyeckoe O6HOBNEHWE KOHOUrypauum wu
nporpaMmmHoro obecneyeHuns ycTponcTsa;

= ToMbKO KOHuU2ypauus — paspelleHo nepuoanyeckoe OOHOB/JEHME  TOJIbKO
KOHUrypaLmmn ycTpoiicTea;
= Tonbko [0 — paspeweHo nepuoguyeckoe O6HOBAEHME TOIbKO MPOrPaMmMHOro

obecneyeHuns ycTpoincTaa.

AboHeHmcKuli wino3z cepuu RG-5400 111



O ELTEX

— [puopumem napamempoe U3 — AaHHbIN NapameTp onpeaenseT, OTKyaa HeobxoAMMO B3ATb
Ha3BaHMA 1 pacrnonoxKeHne dannos KoHOUIypaLMn 1 NPOrpaMmMHOro obecneyeHus:
= Static settings — nytTM K dainam KoHbUrypauum wm nporpammHoro obecneyeHus
onpeaenstoTca COOTBETCTBEHHO M3 napameTpoB «@alin KoHguaypayuu» n «@aiin MO»;
noapobHee paboTy anropuTma CMOTpUTE B pasaene 6;
=  DHCP options — nytm K dainam KoHoburypaumm u nporpammHoro obecneyeHus
onpegaenstotca u3 DHCP onumii 43 u 66 (ana sToro Heobxoammo ana ycnyrm MHTepHet
BblbpaTb NpoTokon DHCP); noapobHee paboTy anroputma cMoTpuTe B pasgene 6.

—  @alin KoHeueypayuu — NONHbIA NyTb K ¢panny KoHPurypaumun — 3agaértca B popmate URL (Ha
OaHHbI MOMEHT BO3MOXKHA 3arpyska ¢aiina KoHourypaumm no npotokosam TFTP n HTTP):

tftp://<server address>/<full path to cfg file>

http://<server address>/<full path to cfg file>

roe < server address > — agpec HTTP- unun TFTP-cepBepa (gomeHHoe ums unm IPv4),
< full path to cfg file > — nonHbI NyTb K daliny KoHOUrypaLuUmn Ha cepBepe;

—  WHmMepsan obHOBAEHUA KOHGU2YPayuU, C — MPOMEXKYTOK BPEMEHWN B CEKYHAAX, Yepes3 KOTopbli
OCYLLECTBAIAETCA Nepunoanyeckoe obHoB/IEHME KOHPUIYpaLUKM YCTPOMCTBA; BbIOOP 3HauYeHua 0
O3HayaeT 04HOKpaTHOe 0BHOB/IEHWNE TONIbKO CPas3y Noc/e 3arpy3Ku YCTPOMCTBa;

—  @alin 10 — nonHbIN NyTb K daiiny nporpammHoro obecnevenus — 3agaértca 8 popmarte URL (Ha
JaHHbIA MOMEHT BO3MOKHa 3arpy3Kka ¢aiina MO no npotokonam TFTP u HTTP):

tftp://<server address>/<full path to firmware file>

http://<server address>/<full path to firmware file>

roe < server address > — agpec HTTP- unu TFTP-cepBepa (gomeHHoe ums unm IPv4),
< full path to firmware file > — nonHbIN NyTb K Ppanny MNO Ha cepBepe;

— WHmepsan o6HosneHua [10, ¢ — NPOMENKYTOK BPEMEHM B CEKyHAaX, 4Yepe3 KoTopblit
OCyLLEeCTBAAETCA Nepuogmyeckoe o6HOBAEHME NPOrpamMmMHOro obecneyeHns ycTpoMCTBa; BbIGOP
3HayeHusa 0 03HayvaeT OAHOKpPaTHOE 0OHOBJ/IEHWE TOJ/IbKO CPa3y NOC/Ie 3arpy3Ku yCTPoCTBa.

JeTanbHoe onucaHue aaropMtma aBToOMaTUYeCKOro 0BHOBNEHWNS Ha OCHOBE NPOTOKO/1a DHCP CMmoTpuTe

B pa3sgene 6.

ABMOKOHpuU2ypuposaHue 1o npomokosay TR-069:

O6wue:

—  Bkawuumes knueHma TR-069 — npu ycTaHoBAeHHOM ¢nare paspelleHa paboTa BCTpOEHHOro
KAneHTa npoTtokona TR-069;

—  UWHmepdgpelic — BbIbOp MHTepdeica ana paboTbl No npotokony TR-069. Ecan Ha wto3e BKAKOYEH
nHtepdelic VLAN ynpaeneHusa, To aaHHas VLAN aBTomaTMyeckun byaeT cnonb3oBaTbea Ana paboTsl
no npotokony TR-069. HacTpolika Bbibopa UHTepdelica byaeT 3a610KMpPOBaHa;

— Adpec cepsepa ACS — appec cepBepa aBTOKOHOUrypupoBaHuA. Agpec Heobxoaumo BBOAMUTbL B
dopmate http://<address>:<port> unm https://<address>:<port> (<address> — IP-agpec wau
aomeHHoe nms ACS-cepsepa, <port> — nopt cepsepa ACS, no ymonuyaHuto nopt 10301). Bo BTopom
cny4dae KameHT Byget ucnonb3oBaTb H6e3onacHbi npotokon HTTPS ana obmeHa vHpopmaumeli ¢
cepsepom ACS;

—  Bkawuume nepuodudyeckuli onpoc — nNpu YCTaHOBAEHHOM dnare BCTPOEHHbIN KaneHT TR-069
OCyLLEeCcTBASAET Nepuoanyecknin onpoc cepsepa ACS ¢ MHTepBasom, paBHbIM «[lepuody onpoca», B
cekyHpax. Llenb onpoca - 06HapyKMTb BO3MOMKHbIE MU3MEHEHUA B KOHPUIYpaL MK YyCTPOMCTBA.
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3anpoc coeduHeHus ¢ ACS:

—  Uma nonezosamens, llaposib —ma NONb30BaTENA U NAPOAb ANA AOCTyNa KaneHTa K ACS-cepsepy.

3anpoc coeQuHeHUs ¢ KAUeHMOoM:

—  WmA nonvzosamerns, MNaposab — nma nNonb3osaTena n naponb ana gocrtyna ACS-cepBepa K KAUEHTY
TR-069.

Hacmpoliku NAT:

Ecnu Ha nyTn mexay KameHTom u cepsepom ACS numeeT mecTto npeobpasoBaHue ceTeBbix agpecos (NAT
— network address translation) — cepsep ACS MOXKeT He MMETb BO3MOMKHOCTb YCTAHOBWUTb COeAMHEHME C
K/MEHTOM, €eC/M He UCNo/Ab30BaTb OnpeAeneHHble TEeXHO/0rMM, Mno3BosAlwme 3Toro usbexarb. ITn
TEXHONOTUWN CBOAATCA K OnpeaesieHno KAMeHTOM cBoero nybanyHoro agpeca (agpeca NAT wam no-gpyromy —
BHELUHEero agpeca LW/t3a, 33 KOTOPbIM YCTaHOB/AEH KAueHT). Onpeaenns cBol Nyb6/AMYHbIA agpec, KAUEHT
coobLLaeT ero cepsepy, 1 cepBep B Aa/ibHENLLEM A1A YCTAHOBEHUA COEANHEHMA C KIMEHTOM UCMONb3YET YKe
He ero JIoKa/JibHbl agpec, a ny6nYHbIN.

—  Pexcum NAT — onpepenaet, KakKMM 06Pa3oM KAMEHT AO0MKEH NOAYyYMTb MHOOPMALMIO O CBOEM
ny6anyHom agpece. BO3MOXKHbI cnenytoLlme pexxmmei:

=  STUN —ncnonb3oBatb npotokon STUN gns onpegeneHunsa nybanyHoro agpeca;

=  Manual — py4HOI pexum, Korga nybinyHbIA agpec 3ag4aeTca iBHO B KOHPUrypauuu; B
3TOM pPEeXKMMEe Ha YCTPOMCTBe, BbiMosiHAWEM PpyHKUMM NAT, Heobxoammo aob6asuTb
npasuno npobpoca TCP-nopTa, Mcnonbayemoro KaneHtom TR-069;

=  Off — NAT He ncnonb3yeTca — AaHHbIA PEXUM PEKOMEHAYETCA UCMO0/b30BaTh, TOJIbKO
KOraa YyCTpOWCTBO NoAKAlodeHo K cepBepy ACS Hanpsmylo, 6e3 npeobpasoBaHus
ceTeBbIX apecoB. B aTom csyyae nNyb6AnYHbIA agpec coBMadaeT C JIOKaNbHbIM agpecom
KNMeHTa.

Mpu BbIbOpe pexkmma STUN Heobxoanmo 3a4aTb C/iefyolmne HacTPOIKu:

— Adpec STUN-cepsepa — IP-agpec unm gomeHHoe nma STUN-cepsepa;
—  Mopm STUN-cepsepa — UDP-nopT STUN-cepBepa (No ymonyaHuio 3HauyeHue 3478);

—  MuHumaneHsIl nepuod onpoca, ¢ n MaxkcumansHeil nepuod onpoca, ¢ — onNpeaenatoT MHTepBan
BPEMEHM B CEKyHAAX 4/1A OTNPaBKM Mepuoamyecknx cooblueHunii Ha STUN-cepsep C Lenbio
o6HapyKeHUa usMmeHeHna nybanyHoro agpeca.

Mpu BbibOpe pexkuma Manual nybandHbIN agpec KAMeHTa 3a4aeTca BPYUHYIo Yepes napameTp Adpec
NAT (appec HeobxoamMmo BBOAMTL B popmaTe IPv4).

Mo npotokony TR-069 BO3MOXHO NPOM3BECTU MOJIHOE KOHPUIrypupoBaHWe YCTPOICTBa, 0BHOBAEHME
nporpammHoro obecneyeHus, yteHne nHdopmaumm ob ycrpoiictee (Bepcua MO, moaenb, CEPUHbIA HOMep U
T.4), 3arpy3Ky U BbIrpysKy Lenoro daina KoHGUrypauum, yaaneHHyto nepesarpysky ycTpomnctsa (nogaepskaHbl
cneundukaumm TR-069, TR-098, TR-104).

[na BCTynneHua B CUYy HOBOM KOHOUIypauuu M 3aHECEHUs HACTPOEK B IHEPrOHE3aBUCUMYIO NaMATb
HaXMUTE KHOMKY «[TpuMeHUMb». QN5 OTMEHbI USMEHEHWUI HAXKMUTE KHOMKY « OmMmeHa».
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3.7.7.9 MNogmeHio «UHTepdeiic ynpaBneHusa»

MeHto «UHTepdenc ynpaBneHUA» MNO3BONAET HACTPOUTb CETEBON WHTeppenc ANA OpraHu3aumum
ynpaBaeHUa YyCTPOMUCTBOM, UCMONb3ya npoToKosbl HTTP, HTTPS, Telnet n SSH.

WHTepdeiic ynpasneHns

Brntounte uHTEpdEAC ynpaenednA ¥

VLANID 20
802 1P 0 ¥
MpoTtokon DHCP v

AneTepHateHelil Vendor ID (onuua 60)

Vendor ID {onuua 60)

MepenyHem DNS
Bropuynei DMNS
Bkaw4yumbs uHmMepghelic yrnpasneHUs — NPU  YCTaHOBAEHHOM dnare ynpaBaeHue

YCTPOMCTBOM MOXKET MPOM3BOANTLCA B BblaeneHHoM VLAN, HoOmep KOTOPOWM yKasaH B
none «VLAN ID»;

802.1P — npusHak 802.1P (gpyroe HasBaHue CoS — Class of Service), ycTaHaBnMBaeMbli
Ha ucxoaslme ¢ gaHHoro nHtepdeiica IP-nakeTbl. MpuHUMaeT 3HaveHMA oT O (HU3LWKIA
npuopuTet) Ao 7 (HaMBbICWINI NPUOPUTET);

lpomoKos — BbI6Op NPOTOKOa Ha3HaYeHMA agpeca Ha MHTepdelic:

Static — pexum paboTbl, Npn KoTopom IP-agpec u Bce Heobxoaumble HACTPOMKKM Ha
WAN-nHTepdeiic HasHavaeTcA BpyyHyto. [pu  Bblbope Tuna  «Staticy ans
pPeaaKTUPOBaHUA CTaHYT AOCTYMNHbI CAeAytoLLe NapameTpbl:

— IP-adpec —ycTtaHoBKa IP-agpeca nHtepdeiica ynpasaeHus;

— Macka nodcemu — macka noacetu nHtepderica ynpasneHus;

— LWWnwo3 no ymonyaHuto — IP-aapec ceTeBOro LW03a N0 YMONYAHUIO MHTepdeiica
ynpasneHus;

— [epsuyHsili DNS, BmopuyHbili DNS — IP-agpeca DNS-cepBepoB, HE06X0ANMMbIX
Ana paboTbl NPOTOKO/I0B aBTOKOHOUIYPUPOBAHMA LLIKO3a, HACTPOMKa KOTOPbIX
Npon3BOamMTCA Ha CTpaHuue Cucrema — ABTOKOHGUrypuposaHue.

DHCP — pexum paboTbl, Npu KoTopom IP-aapec, macka noacetu, agpeca DNS-cepsepoBs
W gpyrue napameTpbl, Heobxoaumble gns paboTbl MHTepderica (Hanpumep, CTaTUYECKne
MapLpyTbl), 6yayT nonyyeHbl o DHCP-cepBepa aBTomaTnyecku. Ecam oT nposaiigepa He
yaaétca nonyuntb agpeca DNS-cepsepos, Bbl moxeTe Ha3zHaAuUTb UX BPYYHYIO B NOAAX
«lMepeuuHbili DNS» n «BmopuuHbili DNS». Appeca, 3aflaHHble Bpy4YHylo, ByayT MMeTb
npuoputeT Hag agpecamu DNS-cepsepos, noaydeHHbIMKU No npoTokoay DHCP.

[Ona npotokona DHCP nmeeTcs BO3MOMKHOCTb 334aTb Heobxoanmoe 3HadYeHume onumm 60.

— AnemepHamusHbili Vendor ID (onyus 60) — npu ycTaHoBAeHHOM ¢nare
ycTpoiictBo nepenaét B8 DHCP-coobuieHunax B onuum 60 (Vendor class ID)
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3HaueHue wu3 nons Vendor ID (onyus 60). Mpu nyctom none onuua 60 B
coobueHunsx npotokosa DHCP He nepeaaércs.

Ecan dnar AnemepHamusHeili Vendor ID (onyus 60) He ycTaHOBAEH — B ONUMKU
60 nepepaeTca 3HaYEHME MO YMOYAHUIO, KOTOPOE MMEET crieaytowmin dopmart:
[VENDOR:npoussoamnTens][DEVICE:Tnn ycTpoictea][HW:annapaTHas Bepcus]
[SN:cepuitHbii Homep][WAN:MAC-agpec uHtepderica WAN][LAN:MAC-agpec
nHtepoderica LAN][VERSION:Bepcua nporpammHoro obecrneyeHus)

Mpumep:

= [VENDOR:EItex][DEVICE:RG-5421G-Wac][HW:1.2][SN:VI23000118]
[WAN:A8:F9:4B:03:2A:D0][LAN:02:20:80:a8:f9:4b][VERSION:#2.1.0]

[na BCTyNNeHuWa B CUAYy HOBOWM KOHOUrypaumMu M 3aHECEHMS HaCTPOEeK B 3HEepProHesaBMCHMMYI0 NaMATb
HaXMUTE KHOMKY «[TpuMeHUMb». O OTMEHbl USMEHEHWNI HAaXKMUTE KHOMKY « OmMmeHa».

3.7.7.10 MoameHo «ononHUTENbHbIE HACTPOUKN»

B nogmeHto «1onosaHUTENbHbIE HACTPOMKN» MOXKHO BKAOYMTL UPNP.

UPnP

BrntounTe UPNP ¥

3apesepeupoBaHHble VLAN ID

HavanbHsIit VLAN 1D 1

KoHeyHeIi VLAN ID B

Bkaouums UPnP — npwu yctaHoBneHHom dnare npoTokon UPnP 6yaet aktueeH. MpoTtokon UPnP
MCNONb3YeTCs HEKOTOPbIMM  NpuaoxeHuamn (Hanpumep, DC-KAnMeHTamu, TaKMMKM  KaK
FlylinkDC++) pana  aBTOomMaTM4yeckoro cosgaHua npasun  npobpoca TCP/UDP-noptos,
NUCNONb3yeMbIMW STUMU NPUNOKEHUAMM, Ha BblLECTOALLEM MapLlpyTM3aTope. PekomeHayeTca
BKAtounTb UPNP ans obecneyeHms paboTbl cepBMcoB obMeHa dalinamm B ceTu.

3apesepsuposaHHsbie VLAN ID

3apesepsupoBaHHble VLAN ID HeobxoaMmbl A1si BHYTPUCUCTEMHbIX HYXA W33 U MOryT 6biTb
M3MeHeHbl B 3aBUCMMOCTU OT ncnoabsyemoro Ha cetn VLAN ID:

HauvaneHsili VLAN ID — HavanbHoe 3HayeHwe uaeHTudukatopa VLAN B 3apesepBUMpPOBaHHOM
AvanasoHe, NpMHUMaeT 3HavyeHua [1-4090];

Koneunoili VLAN ID — HavanbHoe 3HayeHue wuaeHTudukatopa VLAN B 3apesepBMPOBAHHOM
AnanasoHe.  [laHHas HAcTpPoOWMKa HeAOCTYMHa A1A pPefakTUPOBaHWMA U pacCYMTbIBaeTcA
aBTOMATMYECKM.

[na BCTyNneHWa B CUAYy HOBOM KOHOUrypauuMu M 3aHECeHMs HacTPOeK B 3HEeproHe3aBUCHMMYI0 MaMATb
HaXMUTE KHOMKY «[TpuMeHUMb». O OTMEHbI USMEHEHWUI HAXKMUTE KHOMKY « OmMmeHa».

AboHeHmcKuli wino3z cepuu RG-5400 115



o ELTEX

3.8 MOHUTOPUHT cUCTEMDI

[ns nepexofa B peXMM "MOHUTOPUHT CUCTEMBI" HA NaHeNu cieBa BbibepuTe NyHKT K MOHUTOPUHIY.

= OBHOEWTE

A Ha HeKoTopbIX CTpaHULLAX He pPeasin30BaHO aBTOMaTHMYecKMe 06HOB/IeHUE SAHHbIX MOHUTOPUHTA

ycTpoiictBa. [Ana nonyyeHua Tekywien MHGopmaLmm ¢ yCTPOMCTBA HaXKMUTE KHONKY

3.8.1 TMoameHto «MHTEPHET»

B nogmeH0 «MIHTEpHET» OCYLL,ECTBAAETCA NPOCMOTP OCHOBHbIX CETEBbIX HACTPOEK YCTPOMCTBA.

Beixog B VMIHTEpHET

MOAKMOYEHNE K CETH MpoeogHoe
MpoTOKON AoCTyNa Static
IP-agpec 192.168.18.123

£ OGHOBUTL

Bbixo0 8 Internet

lNodknoueHue Kk cemu — cnocob NOAKNIOYEHMA K CETU Nepenaym AaHHbIX. HacTpoika nogkatoueHus
npounssoautca B pasaene Cetb — UHTepHeT:
=  [IlpogoOHOE — MNOAK/NOYEHME K CeTU npoBamgepa OCYLLecTBAAETCS MocpencTBom
coegMHeHnAa meaHbIM AN ONTUYEeCKUM naTy-kopaom c noptom WAN;
=  3G/4G USB-modem — nogx/odeHne K ceTn nposaiiaepa ocyuiectsnserca Yepes 3G/4G
USB-moaem, nogknoueHHbIn K nopTy USB Ha 3agHel naHenun ycTpoiicTBa;
= Wi-Fi-knueHm — NOAKNIOYEHME K CETW MpoBanAepa OCYLLEeCTBAAETCA Yepe3 aKTUBHYIO
TouKy goctyna Wi-Fi. Mpwn atom RG-5400 BbicTynaet B poan Wi-Fi-knmneHTa.

—  [Mpomokona docmyra — NPOTOKO/, UCMO/Ib3YEeMbIV A1 [OCTYNa K ceTn UHTepHeT;
— IP-adpec — IP-appec ycTpoicTBa BO BHELUHEN CETU;

— IP-adpec 80 sHympeHHeli cemu npoealidepa — |P-afpec, KOTOPbIN UCNONb3YETCA BO BHYTPEHHEN
ceTu nNpoBaigepa 4na A0CTyNa K 10KasbHbIM CETEBbIM pecypcam npoBanaepa.
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3.8.2 MNoameHto «IP-tenedpoHua»

B noameHto «IP-TenedoHuna» ocyllecTBaAeTca MPOCMOTP COCTOAHMA ceTeBoro WHTepdeiica VolP,
MOHWUTOPUHT ABOHEHTCKUX KOMMNEKTOB W COCTOAHUA pPernctpauuu rpynn Bbi30Ba, TECTUPOBAHUE JNHWUNA,
MOHUTOPUHT IMS.

CocTtosHne ceTeroro MHTepdeiica VolP

|P-anpec 0.000

MoHuTo PWHT abOHEHTCKMX KOMNNEKTOB

NMunna

MoHuTopuHr IMS

TnHua
¥Ynpaenexne c IMS BrlkniueHo
TpEXCTOPOHHAR KoHBEpeHUNA -
YoepwaHne BeI30Ba -
CrvnpaHne Bri3oea -
[opAYaA/Tennas NUHKA -
Homep ropauyeil nuHum -
TaiimayT ropadei NMHWN, © -

Wma yenyrn "Mepegava Beizoea” -

NoxkankbHBIA Perncrpaums Wctekaer Appec Coctoauue Coctoaune Ypanewuwli CocToAduwe Yoanewuwln Tecr
HoMep p Yepes Cepeepa INUHHUK BklzoEa 1 aboHeHT 1 Bbizoea 2 aboHeHT 2 TNHHUK
001 COTrntoyeHa Heaktnena

Tect

1

CocmosHue cemeso2o uHmepagetica VolP

IP-adpec — IP-agpec ceTeBoro uHTepdeliica ycnyrm VolP.

MoHumopuHe abo0HEHMCKUX KOMIIAEKMOo8

JIuHUA — Homep abOHEHTCKOro KOMMJIeKTa YyCTPOMCTBa;
JloKaneHobll Homep — Homep TenedoHa aboOHEeHTa, 3aKpenseHHbIA 33 AaHHbIM abOHEHTCKUM
nopTom;

Peaucmpayusa — cocTosiHMe permcrTpauumn tenedoHHOro HoMepa rpynnbl Ha NPOKCU-cepBepe:
=  OmekaodeHa — OYHKUMA perncTpaumm Ha SIP-cepBepe BbIK/AOYEHA B HACTPOMKax
npoguns SIP;
=  QuwubKa — npoueaypa perncTpaumm 3akoHYnAach Heyaaden;
= BbifosHeHa — npoueaypa perncrpaumm Ha SIP-cepsepe BbINOSHEHA YCNELIHO.

Ucmekaem yepe3 — BpemMs 4,0 NUCTEYEHUA perucTpaLmm aboHeHTCKoro nopTta Ha SIP-cepBepe;

Adpec cepsepa — appec cepBepa, Ha KOTOPOM TMOCAEAHMM pPa3 NpowWwsa perncrpauumio
aboHeHTCKasn MnHUS;
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— CocmosHue AUHUU — CcOCToAHUE GU3MYECKON NNHUKU. JIUHUA MOXKET HaxoguTbcA B OAHOM W3
cneayolWmx COCTOAHUIA:

= He akmueHa — TenedoHHas TpybKa nonoxeHa (1M60 abOHEHTCKUIA NOPT BbIKAKOYEH),
HopMasbHas paboTa;

=  AKmueHa — TenedpoHHaa TpybKa NoAHATa; B NIMHWUIO BblLAETCA CUIHAA OTBETA CTaHUMM,
ambo curHan KMNB, nnbo curHan owubku, Nnbo NMHUA HaxoauTCA B COCTOSIHUMU
pasroBopa;

= [locbinka 6613080 — Ha TenedoH NOAAETCA BbI3bIBHOW CUrHan (Npu NOCTynaeHuu
BXOAALLEro 3BOHKaA);

=  TecmuposaHuUe — 3anyLLeH NPoLecc TECTUPOBAHUA JIMHUMW.

— CocmosaHue ebizoea 1, 2 — aboHeHTCKMI NOpPT MOXET OAHOBPEMEHHO NnoaaepXmnBatb A0 ABYX
CeaHcoB cBA3M. B pgaHHOM none OTO6pa)KaeTCﬂ COCTOAHME BbI3OBa C COOTBETCTBYHOLWMM
yAOaNeHHbIM aboHeHTOM. Bbi30B MOXKeT HaXo4unTbCA B OAHOM U3 Caieayounx COCTOAHWUIA:

=  Habop HoMepa — ocyulecTBaseTca Habop Homepa ¢ TenedpoHHOro annapaTa;

= 3gHAAMO — BbI30OB MO KaKMM-TMB0 NpMUMHaAM OTOUACA, B IMHUIO BblAAETCA CUTHAN 3aHATO;

=" Ucxo0auwuli 861308 — OCYLLECTBASIETCA BbI30OB YAaNeHHOro aboHeHTa, B IMHUIO BblAAETCA
curHan KrB;

=  BxoOswuli 861308 — Ha TenedoHHbIM MNOPT MOCTyNaeT BXOAALMK BbI30B, B JIMHUIO
BblaeTCs BbI3bIBHOM CUIHan;

=  Pa32080p — YCTAaHOB/MIEHO PAa3roBOpHOE COeAMHEHWE C YAaNEeHHbIM abOHEHTOM;

= BcmpeyHblli Ha yOepHaHuU — YOAaneHHblit abOHEeHT NOCTaB/IeH Ha yaepKaHue;

= JloKanbHbIli Ha yOepyaHUU — NOKalbHblA abOHEHT MOCTaB/AeH YyAaNeHHbIM Ha
yaepKaHue;

=  QuwubKa, noasoxume mpybKy — B NMHUIO BblAAeTCA CUTHAN OWWNBKU. CUrHan owmnbKu
06bIYHO BblAAETCA NO MCTEYEHUU TalimayTa BblAauuM CUrHana 3aHATO (HacTpauBaeTcA
OTAENbHO ONA KaXKA0Mi IMHMMK), KorAa 3abblIn NONOXKUTL TPYOKY TenedoHa.

—  YOaneHHvoili aboHeHm 1, 2 — Homep TenedoHa yaaneHHoro aboHeHTa KaXK40ro ceaHca CBA3sK.

— Tecm aAuHUU — NoO KHonke TecT 3anycKkaeTcA MPoLEecc TeCTUPOBaHWUA aboHeHTCKoW AnHuM. O
cTaTyce npouecca CBUAETeNbCTBYeT obpaTHbiit Talmep (B cTonbue «COCTOAHME AMHUMNY),
CUTHaNM3UPYIOWMA 06 OCTaBLLIEMCA BPeMeHM TecTa. Henb3a 3anycTuTb TeCT 0AHOBPEMEHHO Ha
HECKO/IbKUX NNHUAX. [pogonKuTenbHoCcTb TecTa — 80 cekyHa. Ha Bpema TecTa aboOHEHTCKMIA
KOMMN/IEKT B6/1I0KMpyeTCA — COBEPLLATh M MPMHMMATbL 3BOHKM BYAEeT HEBO3MOMKHO.

JoKaneHbIN UeTekaer Adpec CocToAHNHe YAaneHHeln CocToAHNe YAANeHHEBIN TecT
LUEUE] Pernctpauna CocToAHHE NHUHUN _ _
HoMep Mepe: cepeepa EkI30OEA 1 AGOHeHT 1 ELI30BA 2 AGOHeHT 2 FAUHHK

1 20000 ECTb oo:oe: 12 192.168.16.250 { TeCcTMpOBAHKE (73)

Q
M0 OKOHYaHMKW TecTa pe3y/ibTaT MOMKHO MOCMOTPETb, Ha)aB Ha KHOMKY i.....i. B CTO}16Ll,e «Tect
AVHUKNY». Pe3ynbTaT NnpeactasnaeTca B Bue Ta6l'IMLI,bI N COAEPKUT Cneayrouine gaHHble:

= [lata Tecta

=  [locToAHHOE CTOPOHHee HanpaKeHue Ha nposoge TIP

= [loCTOAHHOE CTOPOHHEe HanpAXeHne Ha nposoae RING
=  HanpsAxeHue NUTaHnAa AMHUK

= ConpotusneHue mexgy nposogamu TIP n RING

= ConpoTtmsneHne mexay nposogom TIP n 3emnéi
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= ConpoTtueaeHune mexay nposogom RING v 3emnéi
= EmkocTb mexay nposogamu TIP n RING

=  EmKocTb mexay nposogom TIP n 3emnéii

*  EmKkocTtb mexay nposoaom RING 1 3emnéin

= [lpumep pesysbTaTa Tecta AmHuM 1:

PesynbTtaT Tecta: JluHuA 1 X
Hata TecTa 13:44:26 12.11.2013
MOCTOAHHOE CTOPOHHER HANPAXEHKE Ha Npoeode TIP 0054217 B
MOCTOAHHOE CTOPOHHER HANPAXEHKE Ha Npoeode RING  -0.043353 B
HanpAxeHe MMTaHWMA NMHMK -52.474335 B
COnNpOTHENEHWE MEXIY NPOBOAAMKM TIP 1 RING 462.7859330 KOM
CONpoOTHENEHKME MExLy NPOEOA 0N TIP 1 3eMnen 392 087830 kOm
COnpoTWBNEHWE MEXIY NPOBOAOM RING W 3emMnéR 340 859863 KOM
EMKOCTE MEXDY NPOBOAZMK TIP 1 RING 50 HD
EtkocTh MENLY NPOBOLOM TIP M 32MNER S0 HD
EMKDCTE MEXKAY NPOB0AOKM RING 1 3EMNé&i 50 HD
W ¥ Aa0MTE %X 33KpBITE

MoHumopuH2 IMS

MoHUTOPUHT IIMS NOKa3blBaeT COCTOSHUE HEKOTOPbIX YCAYr (aKTMBMPOBaHa MAW He aKTMBMPOBaHa) Ha
KaXkg01 abOHEHTCKOWM IMHUK, MPU YCNOBMM YTO HA 3TOM IMHWUK pa3peLleHo yaaieHHoe ynpasaeHue ¢ cepeepa
IMS (IP Multimedia Subsystem).

YnpasneHue ¢ IMS — noKa3sblBaeT, BKAIOYEHO WAU HeT yJaneHHOe ynpaBnaeHue ycayramu
aboHeHTCKOM AnHMK ¢ cepBepa IMS (HacTpauBaetcs B npodune SIP, cm. noameHio «MNpoduany);
TPEXCMOPOHHAA KOHhepeHyUs — NOKa3blBaeT, NPULLNA UAW HET KOMAHAA Ha aKTMBaLMIO YCAYIU
«TPEXCTOPOHHAA KOHpepeHLma» ¢ cepaepa IMS;

YOepyaHue 8bi3080 — MNOKa3blBAeT, MNpPULIAA WAM HET KOMaHAa Ha aKTMBaUWIo YCayrm
«YpeprkaHue BbI3oBa» ¢ cepsepa IMS;

OxcudaHue 8613080 — NOKa3blBaeT, MPULLIA UM HET KOMaHAA Ha aKTUBALMIO ycayrn «OxuaaHue
Bbl30oBa» c cepsepa IMS;

lopA4Yaa AuHUA — NOKa3blBaeT, MpuLAA WUAM HET KOMaHZa Ha akTuBaumio ycnyrm «lopsadas
AnHKUA» ¢ cepsepa IMS;

Homep 2opayeli nuHUU — NoKa3blBaeT Homep TenedoHa anAa ycayrn «fopavas MMHMA» B KOMAHAE
aKTMBaLuK OT cepsepa IMS;

Talimaym zopsaveli nuHUU, ¢ — NOKasblBaeT TalMmMayT Habopa ana ycayrm «lfopadas AUHUA» B
KOMaHAe aKTMBaLum ot cepsepa IMS.

' —ycnyra akTMBMPOBaHa;

— YyCnyra He akTuBnpoBaHa.
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3.8.3 NMoameHio «Ethernet-nopTbi»

B nogmeHto «Ethernet-nopTbi» BbINOAHAETCA NPOCMOTP cocTosHUA Ethernet-nopTtos ycTpoiicTea.

CocTtosaHne Ethernet-noptos

Mopt MogknoyeHne CropocTe Pexum MepeaaHo MpuHATO
WAN Brn 1000 MBuT/c Full-duplex 274 MBaiT (28 748 564 GaiT) 2.4 IGaiT (2 551 509 812 GaiT)
LAN 1 Beikn

LAN 2 Bhbikn

LAN 3 Bhikn

LAN 4 Bhikn

Z OOHOBHTE

CocmosHue Ethernet-nopmos

— [lopm — Ha3BaHMe noprTa:
=  WAN — nopT BHELIHEN ceTy;
= [AN 1..4— nopT NOKaNnbHOM CeTun.

— [loOkntoveHUe — COCTOAHUE NOAKNKOYEHUNA K AaHHOMY MOPTY:

= BKs. — K NOPTY NOAKAHOUYEHO CETEBOE YCTPOMCTBO (/IMHK aKTUBEH);
= BbiKa. — K NOPTY HE NOAK/OYEHO CETEBOE YCTPOWUCTBO (IMHK HE aKTUBEH).

— CKopocmb — CKOPOCTb MOAKNHOYEHMA BHELUHEero cetTesBoro ycrpoicrsa K nopty (10/100/1000

M6éwut/c);
—  Pextum — pexkum nepesaun JaHHbIX:

=  Full-duplex — nonHbIl gynnekc;
=  Half-duplex — nonygynnekc;

— [lepedaHo — Konn4yecTBo nepesaHHbIx 6anT c NOPTa;
—  [IpUHAMO — KONIMYECTBO NPUHATbLIX HaNT NopTOM.

[na nonyyeHuns Tekyulein nHpopmaumm o coctoaHnn Ethernet-noptos HaxmmTe KHONKY «OBHOBUTLY.
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3.8.4 NoameHto «Wi-Fi»

B noameHio «Wi-Fi» ocyuwecTBaserca nNpocmoTp WHPOPMaALMM O MNOAKMOYEHHBIX K/AMEHTax K
6ecnpoBoaHoi Touke goctyna Wi-Fi.

CoctosHue Wi-Fi (2.4 TTu)
OcHoeHoR VAP 1 VAP 2 VAP 3
Cratyc Brikn Brikn Brikn Brikn
WaeHtngmkarop cemn (SSID)
Homep kaHana
Coctoanme Wi-Fi (5 Ty)
OcHoeHol VAP 1 VAP 2 VAP 3
Crartyc Brikn Brikn Brikn Brikn
Waextngmkarop cetm (SSID)
Homep kaHana
Cn1coK NogKNKYEHHBIX KITMEHTOB
MAC-anpec Wma knnenTta SSID IP-anpec YpoeeHb curHana Nuanazon Bpewn nogknwyexus

CocmosHue Wi-Fi

— Cmamyc - coctoaHne cetn Wi-Fi:

= BbiKka. — cetTb Wi-Fi BbIKNOYEHa;
= Bkn. —cetb Wi-Fi BKntoyeHa.

—  WoeHmugukamop cemu (SSID) — nma Toukn goctyna Wi-Fi B cooTBeTcTBylOWEM AManasoHe
4acToT;

— Homep KaHana — TeKyU.I,Mﬁ HOMEpP KaHana, MCI'IO!'Ib3y6MbIVI TOYKOM AO0CTyna B COOTBETCTBYOLLEM
Anana3oHe 4acToT.

CrucoK rnoodKaYeHbIX KAUeHmMos

—  MAC-adpec — MAC-agpec KAneHTa, KOTOPbIN NOAKIOYEH K yCTpoMcTBY no cetn Wi-Fi;

—  WmA KnueHma - ceteBoe UMA NOAK/IHOYEHHOIO yCTpOVICTBa;

—  SSID — nms TOYKM JOCTYNa, K KOTOPOM NOAKAIOYEH KNEHT;
— IP-adpec — IP-agpec, Ha3HaYEeHHbIN KAUEHTY;

- ypOBEHb CUcHas1a —ypoBEHb CUTHANA OT KJ/IMEHTAQ;
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— JluanasoH — AnanasoH YacToT, B KOTOPOM MOAK/OYEH KANEHT (2.4 unn 5 Mw);

- BPEMFI MOOKAOYeHUs — BpemA NoOAKNHYEHUA K/IMEHTA K TOYKE AO0CTyna.

Ons nonydyeHua Tekyuweh wuHdopmauum o nogkntoudeHHblx Wi-Fi-KnMeHTax Ha)KMUTE KHOMKY
«OBHOBUTbLY.

3.8.5 NogmeHto «DHCP»

B nogmeHio «DHCP» MOXHO NOCMOTPETb CNUCOK noakatodeHHbix K LAN (WLAN)-uHTepdelicy ceteBbix
YCTPOMCTB, KOTOpbIM BblIM Ha3Ha4eHbl IP-aapeca nokanbHbim DHCP-cepBepom, a Takke Bpems A0 UCTeYeHun
apeHabl IP-agpeca.

Cnucok DHCP-knueHTOB

MAC-agpec MmMs KNMexTa IP-agpec EpeMa 00 NCTeYeHWA apeHakl

Z OGHOBUTBL

AxkmusHblie DHCP-apeHObI

MAC-adpec — MAC-agpec NoAKNHOYEHHOIO YCTPOWCTBA;
Uma knueHmMa — ceTeBoe MMA NOAKAKOYEHHOIO YCTPOMCTBA;

IP-adpec — IP-afpec, HasHaYeHHbIN KNNEHTY U3 NyJia aApecos;

Bpemsa 0o ucmeveHus apeHObl — CPOK, Yepe3 KOTOPbI MCTEKAET apeHaa Bblge/IeHHOro agpeca.

[na nonyyeHns Terkywen nupopmaumm o DHCP-kAneHTax HaxkmuTe KHOMKY «OBHOBUTBLY.

3.8.6 MoameHo «ARP»

B nogmeHto «ARP» BbinosiHAeTcs npocmoTp ARP-Tabnuubl. B ARP-Tabnuue coaep*utca nHdopmaums o
cooTteeTcTBMU IP- 1 MAC- agpecoB cocegHMX CETEBbLIX YCTPOMCTB.

ARP-Tatbnuua

IP-agpec MAC-agpec WHTepdieic
@

192.168.18.1 ASFO4B:80:ET:40 WAN

192.168.18.184 00:11:2F:7B:91.0E WAN

_ OGHOBHTL

ARP-mabauuya

— IP-adpec — IP-agpec yCTpONCTBa;
—  MAC-adpec — MAC-agpec ycTpoIiCTBa;
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—  UWHmepdghelic — nHTepdeiic, co CTOpoHbI KOTOPOro akTMBHO ycTpolicteo: WAN, LAN, Bridge.

[na nonyyeHus Tekywen MHGOPMaL UM HarKMUTE KHOMKY « OBHOBUTL».

3.8.7 MNogmeHto «YCTPOMCTBO»

B nogmeHto «YCcTpoincTBo» npmBegeHa obwan nHpopmauyma ob yctponcrse.

NHdopmaumsa o6 ycTpolicTee
W3nenue RG-5421G-Wac
Bepcua Mo 24287
Bepeua sarpyaHnka 2.4.2.87
3asoackon MAC-agpec ASF94B:11:D4:47
CepHiAHBIR HOMep V146006115
CHCTEMHOE BpEMA 14:27:53 13.07.2017
Bpems padoTh 3 oH, 00:42:36

UHpopmayusa 06 ycmpolicmee

— WU30enue — HaMmeHoBaHWUE MOAENN YCTPOMCTBA;

—  Bepcus 10 — BepcuaA nporpaMmHoOro obecrneyeHms yCcTpoicTBa;

—  Bepcus 3azpy3vuka — Bepcua MO HaYaNbHOTO 3arpy3ynKa yCTPOMCTBa;

— 3asodckoli MAC-adpec — MAC-agpec WAN-uHTepdelica ycTPONCTBa, YCTAHOB/IEHHbIN 3aBOA0M-
U3roTOBUTENIEM;

—  CepuliHbili Homep — CePUNHbBIN HOMEP YCTPOIACTBA, YCTAaHOB/IEHHbI 3aBOA40M-U3rOTOBUTE/IEM.

— CucmemHoe 8pems — TEKYLLME BPEMA U [aTa, YCTaHOBJ/IEHHbIE B CUCTEME;

— Bpemsa pabomel — Bpems paboTbl C MOMEHTA MOC/AEAHEr0 BK/IOYEHUS WM MepesarpysKku
yCTpolicTBa.
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3.8.8 MoameHto «Conntrack»

B noameHto «Conntrack» 0T06pa>1<a|0Tc;=| TeKyulne aKTuBHblE ceTeBble CoeaUHEHUA YCTpOﬁCTBa.

BelBog akTUBHBIX ceccuil NAT
HMCNO AKTHBHBIX 14
COBANHEHUIA
&2 HUCNO NOKAZAHHBIX 14
COEAMHEHNA
" CnucoK coeguHeHnn
MpeoTeoken Appec MCTO4HMKA Appec HasHa4YeHMsA Tanmayr
tcp 192.168.27.126:1557 19216818 44:443 &5 cek
tcp 192.168.27.126:1555 19216818 44:443 40 cex
tcp 192.168.27.126:1563 19216818 44:443 1 MKH 17 cek
tcp 192.168.27.126:1576 19216818 44:443 1 MKH 59 cek
udp 192.166.18 45137 192.1668.18.255:137 24 cek
tcp 192.168.27.126:1578 192 166816 44:443 4 nH 23 4 59 MuH 59 cek
tcp 192.168.27.126:1553 192 166816 44:443 38 cex
udp 000068 255255 255 255:67 4 cek
tep 192.168.27.128:1567 192 16816 44:443 1 MUH 44 cek
tep 192.168.27.128:1551 192 16816 44:443 19 cek
tep 192.168.18.44:35652 192.168.0.1:9595 1 MUH 47 cek
tcp 192.166.27.126:1565 102.166.16.44:443 1 MuH 33 cek
wp 192.168.27.128:1561 192.168.18.44:443 1 MHH B CEK
wp 192.168.27.128:11577 192.168.18.44:443 9cek

Bbieo0d akmusgHsbix cecculi NAT

—  Yucno akmugHbix coeduHeHUl — obliee KOMYECTBO aKTUBHbIX CETEBbIX COEAUHEHWNIA;

—  Yucsno nokazaHHbIX coeduHeHuli — KONNYecTBo coeauMHeEHUN, BblBegeHHbIx B WEB-uHTepdelic.
Y106bl He CcHMXaTb nNpou3BoauTeNbHOCTb paboThl WEB-uUHTepdeiica, makcMmManbHoe 4MCio
NoOKa3aHHbIX COeAMHEHUI OrpaHuYeHo 3HayeHvem 1024. OcTafibHble COEAMHEHUA MOMKHO
NOCMOTpPETb Yepes KoMaHAHYI KOHCONb ycTpoicTBa (KomaHaa cat /proc/net/nf conntrack).

Criucok coeduHeHull

—  [IpomoKosa — NPOTOKOA, NO KOTOPOMY YCTaHOBJ/IEHO COeAUHEHUE;

— Adpec ucmoy4Huka — IP-agpec 1 Homep NopTa MHULMATOPA COeAMHEHWS;
Adpec HaszHa4yeHuUs — IP-aapec u Homep NopTa agpecaTa CoeauHEHWS;

— Talimaym — nepuof BpeMeHMU A0 YHUUTOXKEHUS COeaUHEHUS.

[na nonyyeHuns Tekylein MHGopmaLmnmn HaxkmuTe KHonKy «OBHOBUTLY.
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3.8.9 MoameHio «MapLipyTusauma»

B nogmeHio «MapLpyTmsaumsa» oTobparkaeTtca Tabamua mapLupyTM3aLmn yCTponcTea.

Tabnuua mapwpyTusauusa

. Appecar Linws Macka dnarn MeTpuka O6paweHna OGHapyXeHWA HHTequeﬁC
@
- 192.168.3.0 0.0.0.0 255.255.255.0 U 0 0 0 bro
h 192.166.16.0 0.0.0.0 255.255.255.0 U o] 0 0 eth1
= 172.16.0.0 192.168.181 255.255.252.0 UG 0 0 0 eth1
192.168.0.0 192.168.181 255.255.0.0 UG 0 0 0 eth1
0.0.0.0 192.168.181 0.0.0.0 UG 0 0 0 eth1

< OOHOBMTb

— Adpecam — IP-agpec XocTa UM NogceTv HasHavyeHus, 40 KOTOPbIX YCTaHOB/IEH MApLUPYT;

— L3 —IP-appec Wnto3a, Yyepes KOTOPbIN OCYLLEeCTBAAETCS BbIXOZ HA agpecaTa;
— Macka nodcemu — macka noacetu;

— Gngeu — onpegeneHHble XapaKTEPUCTMKM AaHHOro MapuwpyTa. CywecTByloT cheaytowme
3HauyeHun ¢azo8:

= U - yKasbIBaeT, YTO MapLIpyT CO34aH U ABNAETCA MPOXOANUMBIM,;

= H - yKa3blBaeT Ha MapLlpyT K onpeaeieHHOM y34y;

= G - yKa3blBaeT, YTO MapLUPYT MposeraeT yepes BHewWwHMM w3, CeTeBon MHTepdeNnc
CUCTEMBI NPefoCTaBAAeT MapLpyTbl B CETU C MPAMbIM MoAakatodeHnem. Bce npoume
MapLpyTbl NPOXOAAT Yepe3 BHewHue wato3bl. Pnarom G 0OTMEYatoTCA BCe MapLUpyThl,
KpOMe MapLUPyTOB B CETU C NPAMbIM NOAKIOHYEHNEM;

= R - yKasblBaeT, YTO MApLIPYT, cCKopee Bcero, b6bla co3faH AUHAMUYECKMM MPOTOKOJ/IOM
MapLpyTM3aumnmn, paboTaloWwmm Ha JIOKA/NbHOW CUCTeMe, MOCPEeACTBOM MapameTpa
reinstate;

= D - yKasblBaeT, YTo MapwpyT 6bi1 gobaBneH B pesynbTaTe MNOJAyYeHUs coobuieHus
nepeHanpasneHusa ICMP (ICMP Redirect Message). Koraa cuctema y3HaeT o mapuipyTe
n3 coobeHma ICMP Redirect, maplupyT BKAOYaeTcs B Tabanuy maplipyTmnsaumm, 4tobbl
WCKNOYNTb NepeHanpasaeHne 414 nocaeayowmx NakeTos, NpegHasHaYeHHbIX TOMY Ke
afapecaty. Takme mapLpyTbl oTMeYeHbl dnarom D;

= M - yKasbIBaeT, YTO MApLIPYT NOABEPICA U3MEHEHUIO - BEPOATHO, B pe3y/ibTaTe paboTbl
ONHAMMWYECKOro MPOTOKOMA MApLUPYTM3aLMM HA JIOKaJIbHOM CUCTEME U MPUMEHEHUS
napameTpa mod;

= A - yKa3sbiBaeT Ha Oydepn3oBaHHbLIA MapLlLpyT, KOTOPOMY COOTBETCTBYET 3anucb B
Tabauue ARP.

= C- yKasblBaeT, YTO MCTOYHUKOM MapLLpyTa ABAseTcs bydep mapLupyTmM3aumm aapa;

= L - yKasbIBaeT, YTO NYHKTOM Ha3Ha4YeHWA MapLIpyTa ABAAETCA OOUH U3 a4 PecoB AAaHHOTO
KoMmnbloTepa. TaKMe «JIOKaNbHble MApLpPYTbi» CYWECTBYIOT TONbKO B bydepe
MapLipyTU3aLmm;

= B - yKa3blBaeT, YTO KOHEYHbIM MYHKTOM MapLIpyTa ABAAETCA LIMPOKOBELLATENbHbIN
agpec. TakMe «LWMPOKOBeLLATe/IbHbIE MApLIPYTbI» CYLECTBYIOT TO/MbKO B bydepe
MapLipyTn3aLmm;
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= | - yKasblBaeT, YTO MapLIPyT cBfA3aH c KosbueBbiM (loopback) nHTepdeiicom c uenbto
WHOW, Hexenn obpalieHne K Ko/bLeBOM ceTu. TaKkue «BHYTPEHHWE MapLIpyTbi»
CYLLECTBYIOT TONbKO B bydepe MmapwpyTnsaumm;

= |- yKasblBaeT, YTo AeiTarpaMmbl, Hanpasasaemble MO 3TOMy aapecy, byayT oTBepraTbcs
cucTemoi;

—  Mempuka — onpegenser «CTOMMOCTb» MapwpyTa. MeTpuKka MCNosb3yeTcs A8 COPTUPOBKM
Ay6MpyoLWMX MapLIpPyTOB, €CN TaKOBbIe NPUCYTCTBYIOT B Tabamue;

— ObpaweHus — 3apUKCMPOBAHHOE YUCNO OOpaleHWUi A K MapuwpyTy C Uebl CO34aHMSA
coeauHeHus (He UCNoNb3yeTcs B cucTeme);

—  O6Hapy»eHUA —4ncNo 0BHAPYKEHMIT MApPLLPYTA, BbINOJHEHHbIX NPOTOKOM0M IP;

—  UHmepgelic — nms ceTeBoro nHTepdeica, Yepes KoTopbl NpoaeraeT AaHHbIN MapLpyT.

[ns nonyyeHuna Tekywen MHGOPMALMM HAXKMUTE KHOMKY « OBHOBUTbY.

3.8.10 NMoameHio «UcTopUA BbIZOBOB»

B nogmeHto «McTopus BbI3OBOB» MOMKHO MPOCMOTPETb CMMUCOK COBEPLUEHHbIX TenedOoHHbIX BbI30OBOB, a
TaKXKe CBOAHYIO0 MHPOPMaLMIO NO KaXKaAoMY BbI30BY.

B onepaTMBHOM NamATM YCTPOMCTBA MOXKHO COXpPaHUTb A0 10 000 3anuceit 0 cCOBepLUEHHbIX Bbl30BaX.
Mpu KonuuectBe 3anuceit 6onee 10 000 camble cTapble (BBepXy Tabauupl) yaanawTtca, U B KoHel daiina

AO6aBI1$HOTCFI HOBbIlE.

3anuncb CTaTUCTMKM B KypHaie BbI30BOB He BeAETCA MPU HYNeBOM pa3mepe UCTOPUN.

®uUneTp (CKpBITE)

Mpu 3anonHernn noneil "Bpema nocTynneHuA Esizoea”, nnbo "Bpema vavana pazroeopa”, Bl MOXeTe BEOANTE AaTy W BpeMA B dopMate "yu:MM:Co
AAMMITIT", Hanpumep (anA 22 deepana 2012 roga, 18:31:01): "18:31:01 22.02.2012". Ecnwn AaTa He pacnoaHanack, To oHa OyneT NoAcEeYeHa KpacHsIM
LBETOM

FXS noptel NMuHnA 1

NokankKeli Homep

¥YaaneHHell HoMEp

|IP-agpec BCTPEYHOI CTOPOHEI
Bpema nocTynnednA Beizoea ot
Bpema nocTynnennA Beizosa 4o
Bpema Hayana paaroBopa ot
BpemA Hauyana paaroBopa 4o
CocToAHne Bri3oBa

Tun 3B0HKA BCE TUNbI v

Q MpumeHnTs HANLTP ® OTMEHNTE

Hacmpoums napamemps! UGMOPUY 85130608
3anucell, COTMAcHo KPUTEPWAM MOWCKA, He HailieHo
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OnwucaHue nonem TabaunLbl KUCTOPUS BbI3OBOBY:

— #—nopsaaKoBbIM HOMep 3anuncuy B TabunLe;
—  JluHUA — Homep abOHEHTCKOro NopTa YCTPOMICTBA;
—  JloKanbHbIl Homep — Homep aboHeHTa, 3aKpenieHHbIlM 33 4aHHbIM aBOHEHTCKMM MOPTOM;

—  YOaneHHvili Homep — HoMep yaaneHHoro aboHeHTa, ¢ KOTOPbIM Bbl10 ycTaHOBNEHO TenedoHHoe
coeauHeHue;

— IP-adpec ecmpeyHoli cmopoHsl — IP-afpec yaaneHHoro aboHeHTa, ¢ KOTOPbIM 6bI/10 YCTAaHOB/IEHO
TenepoHHoOe coeanHEHME;

—  BpemsA nocmyrineHus 8613060 — BPEMA U AaTa NOoCTynaeHna/coBepLlIeHnA Bbl30Ba;
—  Bpems Ha4yasna pa3eo8opa — BPEMA U AaTa Hayana pasrosopa;
—  [lnumenbHocms pazeo80pa — AJINTENbHOCTb Pa3roBopa B CEKYHAaX;

— CocmosHuUe 86bi3080 — TMPOMENYTOUHOE COCTOSAAHWE /MBO NpPUYMHA 3aBEpLIEHUA BbI30OBa,
onucaHne CTaHOBUTCA AOCTYMHbLIM NPU HaBEAEHUM KYpcopa Ha 3anncb COCTOAHUA BbI30Ba;

— Tun 8bI308a — TN BbI30BA: UCXOLALMIA NN BXOOALNIA;

— [lepedaHo nakemos — KONMYECTBO NepenaHHbix RTP-nakeTos 3a Bpems pa3rosopa;
— [epedaHo 6alim — KONNYECTBO NepeaaHHbiX 6aiT 3a Bpems pa3roBopa;

— [lNpuHAMo nakemoes — Konn4yectBo NpuHATbIX RTP-nakeTos 3a Bpems pa3roBopa;

—  [MpuHamo 6aiim — KO/IMYECTBO NPUHATLIX 6T 32 Bpemsa pa3rosopa.

B TabsuLLe UCTOPUM 3BOHKOB MOXHO NPoM3BecTM 0T6OpP 3anMceit No pas/iMyHbIM NapameTpam A4 3TOro
HaXXMUTe cCbiKy «OUAbTP (MOKasaTb)». PUAbTPaLMA MOXKET NPOU3BOAUTLCA MO HOMEPY aBOHEHTCKOW NHUN,
JNIOKaNbHOMY WAW yAaneHHoOMy Homepy, IP-agpecy BCTPeUYHOW CTOPOHbI, BPEMEHW MOCTYNAeHUa BbI30Ba,
BPEMEHW Hayana pasroBopa, COCTOAHMIO BbI30Ba M TUMY 3BOHKA. ONuncaHne napameTpoB GUAbTPaLUKN YKa3aHO
B OnMcaHMu nonen Tabanubl UCTOPUN BbISOBOB BbiLLeE.

Bpems nocmynaeHua evi308a om/00 Wnu Bpems Hayaaa pas2oeopa om/00 — BpPeMeHHble PaMKu
nocTynaeHus/coBepLieHMs BbI30Ba UM Havyana pa3roBopa B GopmaTe «HY4:MM:CC A4.MM.ITIT,

[Nna CKpbITMA HACTPOMKM NapameTpoB GpuUAbTPaUMM 3anuceit B Tabauue HaXKMUTE Ha CCbinky Puabmp
«CKPbIMb».

[na HacTpOMKM MapameTpoB UCTOPMM 3BOHKOB Ha*KMUTE Ha CCbIAKY «HacTpouTb nmapameTpbl UCTOPUK
BbI30BOB». [loApo6HOE onucaHne HAcTPOMKM NapameTpoB NpuBeaeHo B pasaene 3.7.3.7 MNoameHto «UcTtopua
BbI30BOBY,

Mpu HaxkaTuK Ha KHonky 4 npousoiaeT nepexos K Tabauvue, HaYMHasA C NepPBOW 3anucu.

MpU HaxaTuM Ha KHOMKy < npousoiaeT nepexod K npedpiayliei CTpaHuue ¢ Tabauuel nctopum
BbI30BOB.

Mpu HaxaTUM Ha KHOMKY #  NpoM3OideT Mepexos K cneaytollei cTpaHuue ¢ Tabauuei nctopum
BbI30BOB.

Mpu HaskaTum Ha KHonky ™ npowmsoigeT nepexoa K Tabauue, 3aKaHuMBasA NOCAeAHEN 3anuchio.
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CenekTop «3anucei Ha CTpaHULEe» NOo3BOASET HAaCTPOUTb KOMYECTBO BbIBOANUMbIX 3anuceit Tabauubl Ha
OJHOM CTpaHuue.

3.9 Mpumep HACTPONKHM

1. Noakntoumte MK K ogHomy n3 LAN-nopTOB YCTpOMCTBA, NPOBOA OT CETU MpoBakgepa NoAKIuYUTe K
nopty WAN;
2. B agpecHoli cTpoKke 6paysepa seeaute IP-agpec wntosa (no ymonyaHuto 192.168.1.1);

3. Mpwn ycnewHom NOAKAOYEHUM K YCTPOICTBY MOSBUTCS OKHO C 3aMpoCOM JIOTMHA M Napoas. YKaxuTe
JlozuH — admin, Maponb — password. Haxkmute KHONKy «BonTn».

Eltex RG-5421G-Wac

Noruu

admin

Mapons

Ecin 3TO OKHO He MnosBM/IOCb, ybeauTecb, YTO B HACTPOMKAx CETEBOro nogk/alouveHne Ha Bawem [K
YCTaHOBNEHO aBTOMaTU4ecKoe noay4veHue IP-agpeca.

4. B nantke « MHTEpHET» HacTpamMBaeTca BHelWHee coeanHeHune. B none «MpoTokon» BbibepuTe NpoToKOAN,
MCNONb3yeMbll BalLMM MOCTaBWMKOM ycayr WHTepHeT, W BBeauTe HeobxoAWMmble JaHHble COraacHo
WMHCTPYKLUMAM npoBaiigepa. Ecnn ana noakntoyeHMa K CeTM NpoBaiepa MCMO/Mb3YHTCA CTaTUYecKkue
HACTPOMKK, TO B nosie «lpPoToKoA» HYKHO BblbpaTb 3HavyeHue «Static», 3anoNHUTL Nona «BHewHUi IP-agpec
ycTponcTea», «MacKka noacetu», «LLnto3 no ymonyanuio», «MepsuyHbiii DNS» n «BTopuuHbin DNS» - 3HaueHus
napameTpoB NPefoCTaBAATCA NpoBakgepom. [1nA COXPaHEHUA U NPUMEHEHWA HACTPOEK HaXKMUTE KHOMKY

)

HUHTepHeT noppoGHee

PERMM padoTel | MapwpyTuaaTop j
MpoTokon | PPPOE j
MIMA NOML30BATENA | USEr
Mapob | s=sssssssssssssssesees
Senvice-Name | internet

ETopoi goctyn | DHCP :J

= -

[na yKasaHMA AONOAHWUTENbHBIX MAPAMETPOB NepenauTe B PEXMM pPaclUMpPEHHbIX HACTPOEK, HaxKaB
CCbINKY «noapobHee» (cmoTpuTte pasaen 3.7.2.1 NoameHto «MHTepHeT»).
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5. Ecau B ceTu Bawero MHTepHeT npoBaliaepa ucnonb3yetca npmesaska K MAC-agpecy, HaXMUTe KHOMKY
«nogpobHee» B nAnTKe «UHTepHeT» W OTKpoiTe nogmeHio «HacTpolika MAC-agpecos». B paspene
«HacTpoitka MAC-agpeca WAN» yctaHoBuTe ¢dnar «Mepeonpeaenuts MAC» u Beegute B nose « MAC» MAC-
agpec yCTPOMCTBA, KOTOPbIN paHee bbin NogKkatoyeH K cetn MHTepHeT. Ecan 6bin noagkntodeH MK, ¢ KoToporo B
OAHHbIA MOMEHT NPOM3BOAMUTCA HACTPOMKA YCTPOMCTBA, TO [OCTAaTOMHO HAXKaTb Ha KHOMKY KOHTEKCTHOIO MEHIO

1 BbI6paTb HYyXHbI MAC-agpec 13 BbiNagatowero meHro. [1aa coxpaHeHA U NPUMEHEHMA HACTPOEK HAXXMUTE
KHOMKY «[TpuMmeHnTb».

Hactpoiika MAC-agpeca WAN

Mepeonpegennts MAC

MAC X

Ecnn RG-5400 6ynet vcnonb3oBaThbCsA B KayecTBe 5-nopToBoro KommyTaTopa, B nauTke «UHTepHer»
BblbepuTe 3HauyeHue nona «Pexkmm pabotbl» Mocm. B none «IP-agpec» yKakute agpec, KOTopbii byger
Ha3Ha4yeH YCTpPOMCTBY AN A0CTyna K Hemy. BeBeaute macky nogcetv (no ymonuyaHuto 255.255.255.0) u npu
HEeobX0AMMOCTU W3 NO yMonYaHuo M agpec DNS-cepsepa. OnA coxpaHeHMA U NPUMEHEHWUS HACTPOEK

HaXXMUTe KHOMKY .

UHTepHeT noppoGHee
Pemur pabotel | MocT j
MpoTokon | Static j

IP-agpec 192 168.1.2

Macka nogceTd | 253.255.255.0
LUNto3 No yMamHaHmie | 192 168,11
MNeper4HBIA DMS 192 16811

BTopk4HBIR DS

3 -

B pemme Mocm wnwo3 He OyaeT aBTOMaTMYecKM Bblgasatb IP-agpeca no npotokony DHCP
YCTpOIACTBAM, NOAKAOYEHHbIM K MHTepdelicy LAN.

6. B nautke «IP-tenedoHuna» BbINOAHAETCA 6biCTpas HAaCTPOMKA abBOHEHTCKUX AWMHMIA AnAa paboTbl Mo
npotokony SIP. Ana 3Toro Bbibepute BKAAAKY «JIMHMA» C HOMEPOM NNHUM, KOTOPYIO HEOBXOAMMO HAaCTPOUTD.
OTmeTbTe NYHKT «BKAOUNTLY», BBeguTe Homep TenedoHa, KoTopblii 6yaeT Ha AaHHOW AMHWUK, IOTUH M NApoJb

ANA aBTOopM3aumm Ha SIP-cepsepe. [N coxpaHeHMA N NPUMEHEHWNA HAaCTPOEK HAXKMUTE KHOMKY .
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IP-TenedoHunA nogpobHee
Nuumua 1 SIP

Brntounte ¥

Homep | 902
AytenTudmrauna

WwmA noneaoearena | 20007

Maponk | =====

7. BobibepuTe BKNagKy «SIP» B nanTtke «IP-tenedpoHma» ana Hactpolikn napametpos SIP. Ykaxute IP-agpec
UAn pomeHHoe nmsa SIP-cepsepa M cepBepa permcTpaummn (Npu HeobxoAMMOCTM) B COOTBETCTBYIOLMX NOAAX.
Ecnn Ha cepBepax WCNONb3yOTCA HOMepa MOpToB, OTAUYHble OT 5060, TO 4yepe3 paBoeTOUME YKaKuUTe
a/NbTepHaTMBHbIE NOPThI. YKaxuTe SIP gomeH npu HeobxoaumocTtu. YcTaHoBuTe dnar «Perncrpaumsay, ecnm ana
paboTbl TenepoHUM HeobxogMma perucTpaums aboHeHTOoB Ha SIP-cepsepe (06bl4HO perucTpauma

HEO6XO,£I,MMa). [na coxpaHeHnA U NPMMEHEHNA HACTPOEK HAaXXKMUTE KHOMKY .

IP-TenedoHnA nogpodHee
MuHna 1 SIP

SIP-npokck cepeep
Pernctpauua
Cepeep peructpauun

SIP aomen

3 -

[N yKasaHMA SONONHUTENbHbIX MAaPamMeTPOB NePeRanTe B PEXKMM PaCLUMPEHHbIX HACTPOEK, HaKaB
CCbIIKY «noapobHee» (cmoTpuTte pasgen_3.7.3 MeHio «IP-TenedoHusa»).

8. B nautke «Wi-Fi» HacTpauBaloTca napametpbl cetu Wi-Fi. Bbibepute HeobXoAMMbIM YaCTOTHbIN
AuanasoH 2.4y nam 5MTu. Ana skntodeHma cetn Wi-Fi yctaHosute dnar «Brntoumntbs Wi-Fin. B none «SSID»
3aJaeTca MMA ToYKM goctyna. Mpu Boibope pexuma H6esonacHOCTU «off» ana nogkntodeHusa K cetn Wi-Fi He
6ynetr TpeboBaTbcA Koy pgoctyna. [na Toro 4tobbl orpaHuuMTb goctyn K cetm Wi-Fi B none «Pexum
6e3sonacHocTn» BblbepuTe «WEP», « WPA» nnn « WPA2» 1 yKaxKute Kato4, KOTopbl Byaet ncnonb3oBaTbea gas
noAKato4YeHua K ceTn. AnnHa kntova ana WEP gonxHa 6bitb 5 nam 13 cumsonos, ans WPA n WPA2 — o1 8 o
64 cumBonoB. YTobbl caenate Wi-Fi ceTb Hanbonee 3alWmLéHHOM ucnonbyite pexkum WPA nan WPA2. [na

COXpaHEeHUA U NPUMEHEHNA HAaCTPOEK HAaXXMUTE KHOMKY .
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Wi-Fi nogpotHee

24TTuy | 61Ty
Pesum pabote: Todka goctyna
Brnouuts Wi-Fi
SSID | Eltex\WViFi

Pexam GeaonacHocTn | Off r

= -

CyLLecTByeT BO3MOXKHOCTb MCMO/1b30BaTb O4HOBPEMEHHO ABa AMana3oHa 4YacToT. [1a 3Toro HacTpolite
aHaJIOrMYHbIM 06pPa3oM TOYKY AOCTyMNa B APYroi BKAaAKe.

Ona yKasaHusa AONONHUTE/IbHbIX MapaMeTpoB MepenaguTe B PeXMM PaclUMPEHHbIX HACTPOEeK, HaxkaBs
CCbINKY «noapobHee» (cmoTpuTe pasaen 3.7.2.11 NogmeHto « Wi-Fi»).

9. Ecnu npegnonaraeTca Ucnonb3osaHue IP-tenesnaeHnsa — B NanTke «IP-TeneBugeHue» oTmeTbTe NyHKT
«Brntountb IPTV». [Ina BkAOYEHUA BO3MOXKHOCTU nepenayun IPTV notokos no HTTP oTmeTbTe NyHKT «BKaounTb
HTTP-npokcu». B none «Mopt HTTP» yKaxuTe nopT, KOTOpbI OyaeT MCnosib30BaTbCA A8 MOAKIYEHMUSA
BHELWHMX YCTPOMCTB K IoKanbHOoMy HTTP-npokcK. PekomeHayeTcsa ncnonb3osatb HTTP-npokcu npu npocmoTpe
IP-TenesnaeHus yepes becnposogHyto cetb Wi-Fi (B Lensax ynydlleHUs KavecTsa TpaHCAupyemoro B adupe

n3obpaxkeHus). 0na cOXpaHeHUA U MPUMEHEHMUSA HACTPOEK HAXKMUTE KHOMKY .

IP-TeneenageHue noapobHee

Brnwounte IPTYV ¥

Brnwouwnte HTTP- #
NPOKCH

Mopr HTTP | 1234

Ecnn gna yenyrm IPTV ucnonbsyetca otaenbHbii VLAN, nepeiguTe B peXXnMm pacluMpeHHbIX HacTPOEK,
HayaB CCbINKY «noapobHee» u ykaxkute ID VLAN B cooTBeTcTBYIOWEM none (cmoTpuTe pasgen 3.7.4 MeHio «IP-
menesuoeHue»).

AboHeHmcKuli wino3z cepuu RG-5400 131



O ELTEX
4 WCNONb30OBAHUE AONOJ/IHUTE/NIbHbLIX YCNYT

4.1 [MNepepaya Bbi30Ba

Ycnyra nepepgaya Bbl30Ba MOXKET BbIMOMAHATLCA JIOKAaNbHO CcpeacTBamMu LWA03a Mb6o cpeacTBamu
B3aMMOAeNCcTByIOWEero ycTponctea. Ecam  ycayra  ocywecTtBasetca cpeactBamMu  B3aMMOAENCTBYIOLLETO
YCTPOICTBA, TO AOCTyN K ycnyre «[lepefaya Bbi30Ba» YCTAaHAB/MBAETCA Yepe3 MEHI0 HACTPOeK abOHEHTCKOro
nopta «IP-menegoHusa» -> «Hacmpolika auHul» nytem Bblbopa 3HayeHua «Transmit flash» B none «Pexcum
ucnonb3oeaHuAa flash». B 3Tom cnydae NOrMKY BbINOJIHEHWUS YCAYrKM OnpeaenseTr B3auMoAencTBylollee
YCTPOMCTBO.

Mpu BbINONHEHUU ycayrn «llepedaya 6b13068a» JIOKAZbHO CPeACTBaMM LWJIt03a AOCTYN K Hel
yCTaHaB/IMBAETCA Yepe3 MeHI0 HacTpPoeK aboHeHTCKOro nopTa «/P-menegoHusa» -> «Hacmpolika auHul» nytem
Bblbopa 3HauyeHus «Attended calltransfer», «Unattended calltransfer» nw6éo «Local calltransfer» B none
«Pexcum ucrone3osaHus flash».

Ycnyra «Attended calltransfer» no3Bonser BpeMeHHO pas3opBaTb coeAMHeHWe C aboHeHToMm,
HaxoAAWMMCA Ha cBA3K (aboHeHT A), yCTaHOBUTbL coeAuHeHue c Apyrum aboHeHTom (aboHeHT C), a 3aTem
BEPHYTbCA K MPEeXXHEMY coeanHeHuto 6e3 Habopa Homepa Mbo nepeaaTb BbI3OB C OTKAOYEHUEM aboHeHTa B.

Ncnonb3oBaHue ycnyrun «Attended calltransfer»:

Haxoaacb B COCTOAHMM pa3roBopa ¢ aboOHEHTOM A yCTaHOBMUTb €ro Ha yAepiKaHue C NOMOLLbIO KOPOTKOro
ot60s flash (R), gorKaaTbcs curHana «oTBET CTaHUMN» U HabpaTb Homep aboHeHTa C. MNocne oTBeTa aboHeHTa C
BO3MOKHO BbINOJIHEHWE CNEAYIOLLMX ONepaLnii:

— RO — oTKAoYeHWe aboHeHTa, Haxo4AWErocs Ha yAep)KaHuMu, coeauMHeHuMe C aboHEeHTOM,
HaxXOAMBLUMMCA Ha CBA3M;

— R1 - otkaoueHne aboHeHTa, HaxoAAWEroca Ha CBA3W, coeAMHeHWe C  aboHeHTOM,
HaXOAMBLUMMCA Ha yaepKaHuu;

— R 2-nepekntoyeHune Ha gpyroro aboHeHTa (cmeHa aboHeHTa);
— R 3 - KoHoepeHuus;

— R oTboli — nepeaaya BbI30Ba, YCTaHABAMBAETCA PAa3roBOPHOE COeAMHEHME MeXay aboHeHTamm A
mC.

Huke Ha pUcyHKe npeacTaBieH anroputm pabotsl yenyru «Attended calltransfer»:

132 AboHeHmcKuli winto3z cepuu RG-5400



O ELTEX

ABoHeHT A _ ABoHeHT C

INVITE ol
o 100 Trying ABOHEHT A
o= ycTaHaBnausaer
: 180 Ringing coeaMHENME C
o 200 OK aboxentom B
ACK 2
-
INVITE sendonly
ABOHeHT B crasuTt
100 Trying aboxenTa A Ha
200 OK receiveonly g yaepwanue (Hakumaer
i Fl
3 ACK et
INVITE a
< Lok ABoHeHT B
180 Ringing ycTavasnusaet
coeAuHEHNE C
B0 aboHenTom C
ACK .
Ha pauHom 3rane aboxent B momer: nepexnosarses memay aboHerramu A u C,
ucnonb3ys komGuraumio R (Flash) 2; ot6urt onworo na aboxentos, nenonssys
womBuHaumio R 0, nubo R 1; coeay 6 AucC ToyEKy.
INVITE sendonly &
Ly 100 Tryi ABoHeHT B cTasut
. aborenta C Ha
» 200 OK receiveonly yaepxanve
ACK &
ABoHeHT B knager ¢ REFER (replaces)
Tpy6ry (nepesava 202 Accepted
BbI30Ba) >
NOTIFY Activated 4
200 OK
INVITE (replaces) Ml
1 L
100 Trying ABoHeHT A
® ycraHasnumeaet
180 Ringing coepuHeHue ¢
200 OK aboHenTom C
Ll
ACK ol
ABowenT C paspbisaet ¥ BYE
coeavHenue ¢ abonenTtom B 200 OK
NOTIFY Terminated
P 200 OK
ABoHeHT B paspsieaer % BYE
coefuHeHue ¢ 200 OK =
aboneHTom A
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Ycnyra «Unattended calltransfer» no3sonseT NoctaBuUTb Ha yAepraHWe aboHeHTa, HaxoAdAllerocs Ha
cBA3n (aboHeHT A), c nomolibtio KopoTkoro oTtbos flash, n ocywectsutb Habop Homepa Apyroro aboHeHTa
(aboHeHTa C). Mepenaya BbI30Ba OCYLLECTBAAETCA aBTOMATMYECKM MO OKOHYaHMIO Habopa Homepa aboHeHTOm
B.

Huke Ha pucyHKe npeacTaBieH anroputm paboTsl yenyrn «Unattended calltransfer»:

ABoHenT A AboHeHT B

INVITE " \
100 Trying ABoHeHT A
o ycraHasnueaer
180 Ringing coeauHeHue ¢
200 OK aboHeHTOM B
ACK d /
INVITE sendonly
. ABoHeHT B crasur
b Lg aboHeHTa A Ha
200 OK receiveonly | )é/i'tep:)(auue (Haxwumaer
> as!
ACK
ABoHeHT B Habupaer
Homep aboHeHTa C u / REFER (replaces)
Kknaper Tpy6xy
(Nepenava seiaosa) 202 Accepted >
NOTIFY Activated -
200 OK
ABoHeHT B pa3pbisaer BYE
coeanHeHue ¢ 200 OK |
aboreHTom A ; NVVI‘I‘E
T >
le 100 Trying ABoHeHT A
I 1 yCTaHaenMBaer
o 180 Ringing coepvHeHue ¢
e 200 OK aboHenTom C
- ]
ACK %
NOTIFY Terminated N
200 OK 1

Ycnyra «Local calltransfer» nossonseT caenatb nepegadvy Bbi30Ba BHYTPWM LWJt03a 6e3 OTnpaBKu
BHellHero coobuieHns REFER B Tom cnydyae, ecnn aboHeHT C ABnsieTcA NoKanbHbiM aboHeHToM RG-5400 v
BbI30B €ro 6bli1 NpomMsBedeH Hanpsmyto B 0bxon Npokcu-cepsepa. Ecnm ke aboHeHT C ABAAETCA BHELWHUM
aboHeHTOM NMB0O NOKaNbHbIM, HO OH 6bln BbI3BAH Yepe3 NPOKcU-cepsep, ycayra «Local calltransfer» pabotaet
TaK Ke, Kak Attended calltransfer», To ecTb nepegaya BbI30Ba OCYLLECTB/AETCA MOCPEACTBOM OTMPaBKM
aboHeHTy B cooblueHnn REFER.
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4.2 YBepomneHue O NOCTYNJIeHUMn HOBOTo Bbi3oBa — Call Waiting

Ycnyra no3gossieT aboHeHTY, MPU 3aHATOCTU ero TelepOoHHbIM Pa3roBOPOM, C MOMOLLBIO onpeaesieHHOro
CUTHana Nosly4nTb ONoBeLLeHNEe 0 HOBOM BXOZALLEM Bbl30BE.

Monb3oBaTesb, MNPU MOJIYY4EHUN OMOBELLEHMA O HOBOM BbI3OBE, MOXKET MNPUHATb WU OTKAOHMUTb
OXKMOAoLW M BbI3OB.

[ocTyn K ycnyre ycTaHaB/MBAETCA Yepes MEHIO HACTPOEK abOHEHTCKOM IMHUKM NyTem Bblbopa 3HaYeHUn
«Attended calltransfer», nnbo «Unattended calltransfer», nnbo «Local calltransfer» B none «Pexcum
ucronszosarus flash» v yctaHoskmM pnara « OxudaHUEe 8613080,

Mcnonb3oBaHUe ycnyru:

Haxof4Aacb B COCTOAHUM Pa3roBopa M NOSYyYeHUU MHAMKALMM O MOCTYNAEHUN HOBOTO Bbi30Ba BO3MOMKHO
BbINOJ/IHEHWE CNeAYOLWMNX OnepaLuni:

— R0 —0TKa3 oT HOBOTO BbI3OBAQ;

— R 1 - npuHATb OXKNaaowmin Bbi3OB;

— R 2-nepekntoyeHne Ha HOBbI BbI30B (CMeHa aboHeHTa);
— R —~KopoTkuit otboi (flash).
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43 TpexcTopoHHAA KOHpepeHuUusn

TpexcTopoHHAA KOHpepeHUMa — ycayra, obecneynBatoLLas BOSMOXKHOCTb O4HOBPEMEHHOIO TeiepOHHOro
obueHns Tpex aboHeHTOB. Mepexod B pexXuMm KOHbEpeHUMM OCYLLEeCTBAAETCA MO HaXaTuio Knasuw R 3
(onucaHo B pasgene 4.1 lepedaya 8bi3084a).

AGOHeHT, cobpaBWKit KOHpepeHUMIo, ABAAETCA €ee WHMUMATOPOM, Apyrve aBa aboHeHTa — ee
YYaCTHUKaMMU.

BO3MOXXHO ABa pexunma paboTbl TPEXCTOPOHHEN KOHPEpPEHLMU: NOKaAbHbIM U yAaneHHblin. B nepsom
pexume KoHpepeHuma cobupaetca J/IOKaNbHO abOHEHTOM-UHMLUMATOPOM, BO BTOPOM — KoHdepeHuusA
YCTAHaB/AMBAETCA C NOMOLLbIO YAANEHHOFO CEPBEPA, TAaK HAa3blBAEMOTrO cepBepa KOHbEpPEeHUMU.

43.1 JlokanbHaa KOHdepeHumA

B perknme KoHdepeHLMM HaxkaTue KopoTkoro otbos flash mHuumatopom - urHopupyetca. CoobuieHun
NPOTOKOJIa CUTHaNM3auuu, MNPUHATbIE OT YYAaCTHMKOB M MNepeBOodsAliMe CTOPOHY WHMUMATOPA B pPEXUM
yOepKaHua, NPpUBOLAT K BbIBOAY 3TOMO Y4aCTHUKA U3 KOHPEPEHLMN, NPU 3TOM UHULMATOP M BTOPOM YyYaCTHUK
nepekKo4aTea B COCTOSHME 0BbIYHOTO ABYCTOPOHHEr0 Pa3roBopa.

KoHdepeHuma paspyLliaeTca, eciiv ee NoKMaaeT MHUUMaTop, 060MM y4acTHMKaM Npu 3Tom byaeTt nepeaaHo
coobuieHne otbos. Ecnm KoHdepeHuuto nokmMaaeT 6o U3 Yy4aCTHUKOB, TO €€ MHULMATOP M BTOPOM YYaCTHUK
nepeknoyaTca B COCTOAHME OObIMHOrO JBYCTOPOHHEro pasroBopa. KopoTkuit otooi flash npu stom
obpabaTbiBaeTcA Kak onncaHo B pa3sgenax 4.1 llepedaya 8biz08a v 4.2 YeedomsaeHue 0 nocmynaeHuu Hogo2o
8bI308d.

Ha pucyHKe HUXKe npencTaBieH afropuTm BbINoAHEHUA ycayrn «3-way conference» noKanbHO aboHEHTOM
B no npoTtoKkony SIP.
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YYACTHUK 2

P INVITE
100 Trying o MHuymnatop
o o yCTaHaBnAuBaeT
180 Ringing > coeanHeHue ¢
200 OK | y4acTHUKom 1
ACK _ /
INVITE sendonly
100 Trying \ WHuumatop cTasut
s g | yyacTHuka 1 Ha
200 OK receiveonly > yaepaHue (Haxumaet
ACK Flash)
INVITE %
< 300 Wrying UHnunatop
- 180 Ringing ycTaHasauBaeT
L 200 OK coeauHeHune C
< y4acTHUKOM 2
ACK . /
UHuumatop Haxkumaer flash 3 - INVITE (sendrecv)
cobupaet KoHdpepeHuuto. «
YyacTHuK 1 npu atom 200 OK (sendrecv) >
CHUMAETCA C yAePKaHUA. 200 OK
BYE
< YYacTHUK 2 nokuaaer
200 OK > KOHdepeHumio

/

i BYE
WHuumnatop paspbiBaert
coeavHeHue 200 OK

v
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4.3.2 YpaneHHasa KOHdepeHuuUn

YpaneHHas KoHdepeHumMa paboTaeT no anroputmy, onncaHHomy B RFC4579. OcobeHHOCTb anropmMtma
COCTOMT B TOM, 4TO No HaxaTuto flash+3 aboHeHT-MHMLMATOpP YyCTaHABAMBAET COEAMHEHME C CEPBEPOM
KOHbepeHLMM (HasbiBaeMbIM TaKKe GOKycom), nocne Yero npocuT GoKyC YCTaHOBUTL COEANHEHME C ABYMSA
APYTMMM YYaCTHUKAMM KOHpepeHUun. Huke Ha puUcyHKe AeTasibHO M306parkeH anropmuTm paboTbl.

INVITE
o . ABOHeHT A
180 Ringing | ycTaHaenuBaer
200 OK coeguHeHue ¢
AboHeHTOM B
ACK
RTP ABoHeHT A
INVITE, sendonly CTaBWUT Ha
200 OK | yaepraHue
(HaxkumaeT
ACK Flash)
B
INVITE aboHeHTa
- . ABOHEeHT A
180 Ringing | yctaHasausaet
_ 200 OK | coeanHeHwue c
- ' ABoHenTom C
ACK
INVITE, sendonly ABOHEHT A cTaBuT
200 OK | Ha yaepxaHue
< | (Haxumaert Flash)
ACK | aboHenTa C
ABoHeHT A (MHuuMaTop) st o i
OTNpaBnAeT Ha cepsep | | 180 Ringing
3anpoc Ha ycTaHoBNeHWe | 200 OK Contact:Conf-1D;isfocus|
KOHbepeHuuu | |4
(Hakmmaert 3) ACK
WNHWUMATOP NPOCHT | REFER sip:Conf-ID Refer-To:C
cepsep yCTaHoBMTs | | 02 Accepted
coegmHennec @ [® .
aborentom C | NOTIFY (Trying)
200 OK
INVITE Contact:Conf-ID;isfocus _
. v Cepsep
< 180 Ringing | ycraHasnmsaer
P 200 OK | coeanHeHue ¢
h | aboHeHTOM C
ACK .
4l <
P NOTIFY (OK)
200 OK
P SUBSCRIBE sip:Conf-1D
200 OK .
ACK R
p 200 OK
. NOTIFY (OK)
200 OK
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!
MHu1umMaTop npocut |

cepBep yCTaHoBMTD |
coeguHeHue ¢ |
aboreHToM B |

\

Bye

Iy

200 OK

REFER sip:Conf-ID Refer-To:B

P

202 Accepted F2

&4
<

NOTIFY (Trying) F3

P

\

200 0K F4 >
INVITE Contact:Conf-ID;isfocus £5
180 Ringing F6
200 OK F7
ACK F8 >
< NOTIFY (OK) -
200 OK > SUBSCRIBE sip:Conf-ID
200 OK _
NOTIFY :
200 OK i
«—NOTIFY (OK)
200 OK >
Bye
200 OK

v

Ll \\.

Cepsep
| ycTaHaBauBaeT
| coeguHenme ¢
| aboHeHToMm B
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5 AJITOPUTMbl YCTAHOB/IEHUA COEAUHEHUA

5.1 AnropuTtm ycnewHoro Bbi3oBa no nportokony SIP

MpoTokon SIP (Session Initiation Protocol) — npoTokon ycTaHoBAeHUs ceaHca obecneymBaeT BbiNOAHEHME
6a30BbIX 33434 YNpaBAEHMA BbI30BOM, TaKUX KaK OTKPbITUE M 3aBEPLUEHNE CEaHCA.

MpoTokon SIP onpegensaet 3 OCHOBHbIX CLLEHAPUA YCTAHOB/IEHUA COeAUHEHUA: MEXAY NOb30BaTENAMM,
C y4yacTMem proxy-cepsepa, C y4vactMem cepBepa nepeagpecauym. OCHOBHble anropuTmbl YCTaHOBAEHMA
coeamHeHnAa onucaHbl B aokymeHTe IETF RFC 3665. B pgaHHOm pasgene npuseseH npumep cueHapua
YCTAHOBAEHUA coeanHEeHMA No NPOToKoAy SIP mexay ABYMA WAKO3aMU, KOTOPbIM 3apaHee nssecTHbl IP-agpeca

Apyr apyra.

ABOHeHT A AboHeHT B

o

INVITE 1

100 Trying 2

180 Ringing 3

200 OK a

ACK

5

BYE 6
200 OK

7

OnucaHue anroputma:

1. ABOHeHT «A» BbI3blBaeT aboHeHTa «B».

LLnto3 aboHeHTa «B» npuHAN KOomaHAy Ha 06paboTKy.

AboHeHT «B» cBobogeH. B 3TOT MOMEHT Ha annapaT aboHeHTa «B» Bbligaetca «[llocblsiKa
Bbl30Ba», a aboHEeHTY «A» « KOHTPO/Ib NOCLINIKM BbI30Ba».

ABOHEHT «B» OTBEYAET Ha BbI3OB.

Lnto3 aboHeHTa «A» NoATBEPKAAET YCTAHOB/IEHME CECCUM.

OT6011 aboHeHTa «A», aboHeHTY «B» BblgaeTca aKyCTUYECKMIA CUTHAN «3aHATO».

LLinto3 aboHeHTa «B» noatBepKaaeT NPUHATYO KOMaHAy oTbos.

W

No v s
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5.2 Anroputm Bbi30Ba € ydyactuem SIP proxy-cepsepa

B faHHOM pasgene onucbiBaeTcA CLEHApWIt YCTAaHOBNEHUA COEAUHEHMSA MeXAy OBYMA LAK3aMU C
yyactmem SIP proxy-cepsepa. B 3Tom c/iyyae Bbi3biBatowWMi W03 (abOHEHT A) A0/KEH 3HaTb MOCTOSHHbIN
agpec aboHeHTa u IP-agpec proxy-cepsepa. SIP proxy-cepBep obpabaTbiBaeT CO0bLLEHNA, MOAYYEHHbIe OT
«aboHeHTa A», BbINOAHAET MOMCK «aboHeHTa B», npurnallaeT K ceaHCy CBA3W W BbINOAHAET GYHKLUM
MapLpyT13aTopa Mexay ABYMSA LW/I03aMM.

ABOHeHT A

SIP proxy
SERVER

g

Register
A6oHeHT A 3anpalwmnsaet S

{ Register
aBTOpU3aUNIO \ L 401 Unauthorized

ABoHeHT B 3anpawmBaeT

401 Unauthorized / aBToOpU3auUIo
6 Register >
AboHeHT A peructpupyeTcs ¢ Register
asTopusaumelt { i 200 OK 1 AboHeHT B pernctpupyetcs ¢
s 200 OK A / asTopu3saumen
INVITE
SIP-cepsep Tpebyer 7 _407 Proxy authentication required
ayTeHTUMKaLmio \ ACK
BbizoB { INVITE
ayTeHTUdUKaumeit = 100 Trying
INVITE =
100 Trying
180 Ringing
I8 180 Ringing

200 OK
200 OK

ACK

ACK

BYE
BYE

200 OK

200 OK

OnucaHue anroputma:

Peructpauusa Ha SIP-cepBepe.

1. ABoHeHT «A» 1 aboHeHT «B» pernctpupytotca Ha SIP-cepsepe.

2. SIP-cepBep 3anpawmnBaeT aBTOpU3aLMIO.

3. AGOHeHT «A» 1 aboHeHT «B» pernctpupytotca Ha SIP-cepBepe ¢ aBTopM3aLmeil.

4. Ortset SIP-cepBepa 06 ycnewHon permctpaumm.

5. AGOHeHT «A» Bbi3blBaeT aboHeHTa «B».

6. 3anpoc ayteHTudunKaumm ot SIP-cepeepa.

7. LWnto3 aboHeHTa «A» NnoaTBEPKAAET NPUHATYIO KOMaHAY HA 3aNpPOC aBTOPU3aL UK.
8. AGOHeHT «A» Bbi3blBaeT aboHeHTa «B».

9. SIP-cepBep NpuHAN KOMaHAY Ha 06paboTKy.

10. SIP-cepBep TpaHC/AMpPYeT 3anpoc BbiI30Ba aboHeHTOM «A» aboHeHTa «B».

11. Wno3 aboHeHTa «B» NpUHAA KOMaHAy Ha 06paboTKy.

12. A6oHeHT «B» cBobogeH. B 3TOT MOMEHT Ha annapaT aboHeHTa «B» Bblgaetcs «[llocblika

Bbl30Ba», a aboHEHTYy «A» «KOHTPOIb NOCLINKM Bbi30Ba».
13. ABoHeHT «B» oTBeYaeT Ha BbI30B.
14. Wno3 aboHeHTa «A» NOATBEPXKAAET YCTAHOB/IEHME CECCUM.
15. OT60i aboHeHTKa «A», aboHeHTy «B» BblAaeTca aKyCTUYECKUIA CUTHAN «3aHATOY.
16. Wnto3 aboHeHTa «B» NoATBEPKAAET NPUHATYIO KOMaHA4y oTOO0S.
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5.3 Anroputm BbI30Ba C y4acTMeM cepBepa nepeaapecaumm

B gaHHOM pasfefie ONMCbIBAETCA CLEHapUil YCTaHOBAEHUA COEAMHEHUA MEeXAy ABYMA LII03aMK C
yyacTvem cepsepa nepeagpecaumu. B 3Tom caydae BbisbiBatowmin w03 (aboHeHT A) camocToaTenbHo
yCTaHaBAMBaEeT COeAMHEHMe, a CepsBep nepeadpecaumu Aulb peanusyeT npeobpasoBaHuMe MOCTOAHHOIO
aapeca Bbi3biBaeMoro aboHeHTa B ero Tekylimin aapec. Agpec cepsepa nepeagpecauny aboHeHT NoJsyyaer ot
aAMUHUCTPaTOpa CeTu.

ABOHeHT A

Cepsep

nepeagpecauumu

Vi

&

1 INVITE

2 | 100 Trying

3« 302 Moved Temporarily

4 ACK

5 INVITE

6 100 Trying

7 180 Ringing

8 200 OK

9 ACK

10 BYE

11 200 OK
A .

OnucaHue anropuTma:

1. ABOHeHT «A» Bbi3biBaeT aboHeHTa «B». Bbi30B HanmpaB/iseTcs Ha cepBep nepeajpecauuu c
nHbopmauuei 06 agpece Bbi3bIBaEMOro aboHeHTa.

2. Cepsep nepeagpecaumm NpUHAA KOMaHAy Ha 06paboTKy.

3. CepBep nepeagpecaunmn sanpocua MHGOPMaLMIO O TEKYLLEM aapece aboHeHTa «B» y cepsepa

MecTononoxKeHus. NMoayveHHas nHbopmauma (TeKyLWMIA aapec BbI3bIBAEMOrO MN0Ab30BATENA UM

CMWUCOK 3aperncTpmMpoBaHHbIX aAPECOB BbI3bIBAEMOTO M0/1b30BaTeNA) NepesaeTcs B coobLieHnn

«302 moved temporarily» aboHeHTy «A».

LLnto3 aboHeHTa «A» NOATBEPKAAET MPMEM OTBETA OT CepBepa Nepeagpecaunm.

ABOHEHT «A» HanNPAMYIO Bbi3blBaeT aboHeHTa «B».

LLnto3 aboHeHTa «B» npuHAN KOmaHay Ha 06paboTKy.

ABOHeHT «B» cBoboaeH. B 3TOT MOMeHT Ha annapat aboHeHTa «B» BblgaeTcs «[ocbliKa

BbI30Ba», a aboHeHTY «A» « KOHTPOb NOCLINKA BbI3OBaY.

8. AGOHeHT «B» oTBeYaeT Ha BbI3OB.

9. LWnto3 aboHeHTa «A» NOATBEPKAAET YCTAHOB/IEHWNE CECCUN.

10. OT6011 aboHeHTKa «A», abOHeHTYy «B» BblAaeTcA aKyCTUYECKUI CUrHaN «3aHATOY.

11. Wnto3 aboHeHTa «B» noaTBepKAAET NPUHATYIO KOMaHAY oT6oA.

No vk
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6 AJITOPUTM PABEOTbl ABTOMATUYECKOIO OEHOBJ/IEHMA YCTPOMUCTBA HA
OCHOBE NPOTOKO/J1A DHCP

CeTe IP-tenecpoHma IP-teneBngeHne  JloKanbHbIe HHTEpERCHI m

Bpemna Hoctyn HypHan Maponwu YnpasneHne KoHOUrypaymen OfHoenexwne MO Mepesarpy3ika ABTOKOH(PHUIYprpoBaHne

VLAN ynpasneHms [ononHUTENEHBIE HACTROMKKY

ABTOKOHbUrypupoBaHune Ha ocHoee npoTtokona DHCP

ABTOMATHYeCKoe 0OHOBrNeHWe KoHgurypauma u Mo v
e MpUOPUTET NapaMeTpoB U3 Static settings v
& Dain KoHpUrypawmm titp:/Aftp-server.eltex/3MA cfg

VIHTepean o0HOBNEHNA KOHEUIYpaLMK, © 120
®ann N0 http:/ihttp-server eltex/3SN_fw

VIHTepBan oBHOBNEHWA MO, ¢ 180

Anroputm  paboTbl npoueaypbl aBTOMaTUYeCcKoro O06HOBAEHMA YCTpOMCTBA onpeaensercs
3HayeHnem napametpa «lpuopumem napamempos u3».

Ecnu BbIbpaHo 3HaueHue «Static settings», To U3 napameTpoB «Palin KoHguzypayuu» v «Palin MO»
onpeaenseTcs NoJiHbIN NyTb (BKIOYasn NPOTOKOA A0CTYNa M agpec cepBepa) K dannam KoHourypaumm
n nporpammHoro obecneyeHnus. MoaHbIM NyTb yKasbiBaeTcs B popmate URL (nogpeprkmsatoTca
npotokonbl HTTP n TFTP):

<protocol>://<server address>/<path to file>, rae

— <protocol> — nNpoToKo/, MCMONb3YEMbIN AN 3arpy3kM cooTBeTcTBylolWero ¢aina ¢ cepsepa
(nopaepxusatotca npoTtokonbl HTTP u TFTP);

— <server address> — agpec cepBepa, C KOTOPOro Heo6xoAMMO 3arpysunTb ¢ain (4OMeHHoe UMSA
nnu IPv4);

— <path to file> — nyTb K daitny Ha cepeepe.

B URL amonyckaeTca MCNo/sib3oBaHME CAeaylowmx MaKpocoB (3apes3epBMPOBaHHbIE CNOBa, BMECTO
KOTOPbIX YCTPOWCTBO NOACTaBAAET ONpeae/ieHHble 3HaYeHUs):

— SMA — MAC address — BmecTo AaHHoro makpoca B URL ¢alina ycTpoicTBo noacrasnser
cobcTBeHHbIn MAC-aapec;

— SSN - Serial number — Bmecto pgaHHoro makpoca B URL dalina ycTpoictBo nogacrasnser
COBCTBEHHBIV CePUIMHbIN HOMEP;

— SPN — Product name — Bmecto gaHHoro makpoca B URL daitna ycTpoicTBo noacrasnsaer
Ha3BaHWe mogenn (Hanpumep, RG-5421G-Wac);

—  SSWVER - Software version — BMecTo AaHHOro makpoca B URL daitna ycTpoicTBo noacrasnset
HOMep BEPCUMM NPOrpamMMHOro obecneyeHus;
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— SHWVER — Hardware version - BMecTo gaHHoro makpoca B URL ¢aitna ycTpoiictBo noacrasnset
HOMep annapaTHOM BEpPCUM YCTPOICTBA.

MAC-agpec, CEpUiHbIA HOMEp W Has3BaHME MOLENN MOMHO Y3HaTb Ha CTpaHMLE MOHWTOPWHra B
pasgene «YCTpPOMCTBOY.

Mpumepbl URL:

tftp://download.server.loc/firmware.file,
http://192.168.25.34/configs/RG-5400/my.cfg,
tftp://server.tftp/SPN/config/SSN.cfg,
http://server.http/SPN/firmware/SMA.frm v .4,

Mpu aTom AonyckaeTcAa onyckaTb HekoTopble napameTpbl URL. Hanpumep, $aiin KoHOUrypaumm mMoxxHo
334aTb B TakOom popmare:

http://192.168.18.6
nnu
config_rg24.cfg

Echm 3 URL-daitna KoHdurypauum wuam nporpammHoro obecrnevyeHus He yaaértca M3B/evb Bce
Heobxoammble gaa 3arpyskn daina napameTpbl (MPOTOKOA, agpec cepBepa MM NyTb K dainy Ha cepsepe) —
6yneT npounsseneHa NomnbIiTKa M3BAEYb HEU3BECTHbIN Napametp u3 DHCP-onuuit 43 (Vendor specific info) nan
66 (TFTP server) u 67 (Boot file name), B cnyyae ecnm B ycnyre MHTepHET yCTaHOBAEHO NOAyYeHME afpeca Mno
npotokony DHCP (bopmat 1 aHanms DHCP onuuii byaet npuseaéH Huxe). Ecnm s DHCP-onuuit He nonyyaetcs
n3BseYb HeAOCTaloWMI NapameTp, byaeT MCNOb30BaTbCA 3a4aHHOE 3HAYEHUE NO YMOIYAHUIO:

= ans npoTtokona: tftp;

=  ans agpeca cepBepa: update.local;

= ans umeHun daiina KoHpurypaumu: rg24.cfg;

= Ana MMmeHu dalina nporpammHoro obecnevenus: rg24.fw.

Takum obpasom, ecan nons «@aiin koHgpuaypauuu» n «@aiia MNO» ocTaBUTb NYCTbIMMK, U MO NPOTOKONY
DHCP He 6ygeT nonyyeHbl onuun 43 unm 66, 67 ¢ ykasaHnem mectononoxkenus 3tux ¢anos — URL daiina
KOHdUrypaumm byaet umeTs BUA;:

tftp://update.local/rg24.cfg,
a URL ¢aina NO:
tftp://update.local/rg24.fw.

Ecnum BbibpaHo 3HayeHne «DHCP options» — URL daitnos KoHdUrypaummn n nporpammHoro obecneyeHums
nssnekatotcsa u3 DHCP onumii 43 (Vendor specific info) nnm 66 (TFTP server) n 67 (Boot file name), gns
yero B ycnyre MHTepHeT A0/KHO BbITb YCTaHOBAEHO NoJlyYeHMe agpeca no npoTokosy DHCP (dopmat u
aHann3 DHCP onuuit 6yget npuseaéH Huske). Ecam s DHCP onumii He yaaeTca onpenennTb Kakom-
HMBYAb napameTp URL — gns Hero ncnosb3yeTca 3aaHHOe 3HauyeHMe No YMOAYaHUIO:

= Ans npoTokona: tftp;

= ans agpeca cepepa: update.local;

= ans umeHn daiina KoHpurypaumum: rg4.cfg;

= ans umeHu daiina nporpammHoro obecneyenus: rg24.fw.

dopmart onuum 43 (Vendor specific info)
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1|<acs_url>|2|<pcode>|3|<username>|4|<password>|5|<server_url>|6|<config.file>|7 | <firmware.fil
e>|8|<vlan_tag>

1 - Koa agpeca cepBepa aBTOKOHUIypmMpoBaHMs No npoTokoay TR-069;

2 - KoA, AnA ykasaHua napameTpa Provisioning code;

3 - Ko4 MMeHU NoNb30BaTeNA ANA aBTopu3aummn Ha cepsepe TR-069;

4 - Kkop napona Aana asTopusaumu Ha cepsepe TR-069;

5 - Kog, afpeca cepsepa; agpec cepsepa 3agaetca 8 popmate URL: tftp://address naum http://address.
B nepsom BapuaHTe yKasaH agpec cepsepa TFTP, Bo sBTopom — HTTP;

6 - Ko4 MMeHU daiina KoHPUrypaumu;

7 - Kog umenu daiina MNo;

8 - kopg Tera VLAN ana ynpasneHus.

"|" - obsa3aTeNbHbIN pa3aenuTeNbHbIA CUMBOA MEXAY KOAAaMU U 3HAaYEHUAMM NOAO0NLMNA.

Anroputm onpegenenusa napametpos URL ¢aiinos KoHourypauum u nporpammHoro obecneueHua us
DHCP onuui 43 1 66, 67.

1.  WHuumanmsauma DHCP-obmeHa
Mocne 3arpysku yctpoiictso nHuumnmpyet DHCP-obmeH.

2. AHanms onummn 43
Mpn nonyyeHun onumm 43 BbINOAHAETCA aHAAN3 NOAONUMI C Kogamu 5, 6 1 7 ¢ uenbto onpeaeneHuns
agpeca cepsepa U UMEH aliioB KOHOUIypaLMK U NporpammHoro obecrneyeHus.

3.  AHanus onuumn 66

Ecamn onuma 43 ot DHCP-cepBepa He nonyyeHa AMbO nosyyveHa, HO M3 HEE He yAanoCb M3BAEYb afpec
cepBepa — ocyulecTBasetrcA nouck onummn 66. Ecnm uma danna MO TakKe He y[anocb MNOAYYUTb —
OCYLLLeCTBAAETCA MOUCK onunu 67. N3 HNX M3BAEKAOTCA COOTBETCTBEHHO aapec cepsepa TFTP 1 nyTb K dainy
MNO. Oanee dainbl KOHPUrypauumn n nporpammHoro obecnedveHmsa ByayT 3arpy»Katbca ¢ agpeca us onuum 66 no
npoTtokoay TFTP.

Oco6eHHOCTU 06HOBNEHUA KOHGUTypaLmmn

dalin KoHPUrypaumm [oMmKeH umetb ¢opmart .tar.gz (B gaHHOM dopmaTe NPOUCXOAUT COXpaHeHue
KOHdurypaumm yepes Web-uHtepoeiic B 3aknagke «Cuctema» - «Ynpas/ieHUe KoHobUTypaumein»).
3arpyKeHHas ¢ cepBepa KOHOUIypauua NpMMeHseTcA aBTOMATUYeCKN be3 nepesarpysku ycTponcTBa.

OcobeHHOCTM 06HOBNEHMA NporpammHoro obecneyeHus

®ann nporpammHoro obecneyeHus [oaKeH umeTb ¢dopmat .tar.gz. MNocne 3arpysku daina MO
OCYLLECTB/ISIETCA €ro pacrnakoBKa M NpoBepKa Bepcun (Mo cogepxumomy ¢dalina version B tar.gz-apxuse).

Ecan Tekywaa Bepcus nporpammHoro obecneyeHWa coBnagaeT ¢ Bepcuen ¢dainia, NOSAYYEHHOro Mo
npotokony DHCP, o6HoBneHne MO npounssoguTbca He byaet. O6HOBAEHWE NPOU3BOAUTCA TOJIbKO B C/y4yae
HecoBnageHus Bepcuini. O 3anyweHHOM npouecce 3anucu obpasa nporpammHoro obecnedveHusa Bo flash-
NamMATb YCTPOMCTBA CBUAETENLCTBYET MOOYEPEAHOE UMKANYECKOE MUFaHWE WHAMKaTopa «Power» 3eneHbim,
OpPaHKEBbIM M KPACHbIM LLBETOM.

He oTKnlouaiite nUTaHKe U He NeperpyKaiite ycTpoiicTBO BO Bpems 3anucu obpasa eo flash-
’ namATb. [laHHble AeACTBMA NpUBeAYT K YacTUUHOM 3anucu MO, uTo paBHOLLEHHO Nopye
3arpysouyHoro pasgena ycTpoiicrea. [lanbHeliwan paboTa ycTpoiicTBa 6yaeT HeBO3MOXKHa. OnA
BOCCTaHOBJ/IeHUA PaboTOCNOCO6HOCTHU YCTPOICTBA BOCNO/Ib3YMTECh MHCTPYKLMEN, KOTopas
npuBeaeHa B pasaene 7.
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7 MNPOUEAYPA BOCCTAHOBJIEHMA CUCTEMbI TMOC/IE CbOA TMPU
OBHOBJIEHUUN NPOTPAMMHOIO OBECINEYEHUA

Ecnm npu BbINONHEHMM NpoLeaypbl 06HOBAEHUA nporpaMmmHoro obecneveHus (Yepes Web-uHtepdeliic
WAW 4Yepe3 MexaHM3M aBTOMaTM4eckoro O6HOBNAEHMs Ha ocHoBe npoTokona DHCP) npousowen cbol
(Hanpumep, n3-3a cNyyallHOrO OTKOYEHUA NUTaHMA) U pe3depsHas Bepcua MO Ha wWAKO3e OTCYTCTBYET UM
nospexXJeHa, B pe3y/bTaTe Yero AanbHelillasa paboTa yCTpOCTBa CTana HEBO3MOXHOW (MHAMKATOp «Power»
MOCTOAHHO TOPUT KPacHbIM LBETOM), BOCMO/b3yMUTECb C/edyloWMM anropuTMoM  BOCCTAHOB/EHUSA
paboTocnocobHOCTM yCTpOMNCTBa:

— Pacnakyiite apxuB c paliiom NporpammHOro obecrnedyeHums.
— Noakntounte MK K nopty WAN ycTpolicTBa, yCTaHOBMUTE Ha ceTeBOM WHTepdelice agpec u3
noacetn 192.168.1.0/24.

— 3anyctute Ha MK TFTP-knueHTa (ans Windows peKkomeHayeTcs MCMNonb30BaTb Mporpammy
Tftpd32), B KauecTBe agpeca yaAanéHHoro xocta ykaxure 192.168.1.6, a ana nepenaym Bbibepute
daiin linux.bin n3 pacnakoBaHHOro apxmBa NPoOrpaMmmHOro obecneyeHums.

— 3anyctute KOmaHAay OTNpaBKM ¢aina Ha yaaneHHbI xocT (KomaHaa Put). [loaxkeH 3anyctuTbes
npouecc nepegaun panna Ha yctpomnctso RG-5400.

— Ecnn npouecc nepegaun daina Havanca — AOXKAUTECH €r0 OKOHYaHWA, nocne yero RG-5400
Npou13BeaeT 3anMcb NPOrpaMmHoOro obecrneyeHuns B NamATb M aBTOMATUYECKM BbINOJHUT 3aMycK
cuctembl. Bpems 3anmcu cocTaBnfeT okosio 5 MMHYT. 06 ycnewHoM BOCCTaHOBAEHMM YCTPOMCTBA
CBUAETENbCTBYET OPAHMKEBbI WAM 3eNeHblit LBeT MuHAMKatopa «Power». [puM 3TOmM Ha
YCTPOICTBE COXpPaHAETCA KoHourypauma, Kotopas 6bina go cboAa. Ecav noAknoumTbea K
YCTPOMCTBY He yAaéTca — npomsBeanTe cbpoc Ha 3aBOACKME HACTPOMKM.

— Ecnun npouecc nepepaun daitna He Hadvanca, ybeautecb B KOPPEKTHOCTM CETEBbLIX HACTPOEK
KomnbloTepa 1 nonpobyiiTe ewe pas. B cayyae Heyaaum — yCTPOMCTBO HEOHX0AMMO OTNPaBUTbL B
PEMOHT NMBO0 BbINONHUTL BOCCTAaHOB/IEHWE, MOAKIIOYMBLUUCH K ycTpoicTBy no COM-nopTy yepes
cneumanbHbIi aganTep (Npu ero Haanuum).
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NPUNOXKEHWUE A. PACYET AJ/IUHbI TENNEGOHHON IMHUU

Ta6m4u,a — 3aBMCUMOCTb 3NN1EKTPUYECKOro conpotuneaeHUA 1 Km LI,EI'IEVI abOHEHTCKMX KabenbHbIX AUHUIN

NOCTOSHHOMY TOKY NpPW TeMnepaTtype oKpy:Katowen cpeabl 20°C oT NpMmeHseMoro Kabens.

KCN3Mb, KCMmnr, KCN3rr,
KCN3MK

Mapka Kabena ana AJINMC Avametp AneKTpuyeckoe AnnHa nuHun AnnHa
}KUAbl, MM conpoTtusieHune (apyrue TA), MHum (TA
1 Km yenu, Om, KM Pycb), Km
He 6onee

TN, TNNsn, TNN3, TMMN3n3, 0,32 458,0 3,537 1,528
TANB,TNMN anb, TAN3E, 0,40 296,0 5,473 2,365
TANBr, TNMNanbl, TNNB6LLUN, 0,50 192,0 8,438 3,646
TNManb6Ln, TNN3B6LLA, 0,64 116,0 13,966 6,034
TNN3snb6LUn, TAMT 0,70 96,0 16,875 7,292
TNB, TN36r 0,32 458,0 3,537 1,528
0,40 296,0 5,473 2,365
0,50 192,0 8,438 3,646
0,64 116,0 13,966 6,034
0,70 96,0 16,875 7,292
Tr, T, TBl, TK 0,40 296,0 5,473 2,365
0,50 192,0 8,438 3,646
0,64 116,0 13,966 6,034
0,70 96,0 16,875 7,292
TCrlin, TALLN 0,50 192,0 8,438 3,646
0,70 96,0 16,875 7,292
TCB 0,40 296,0 5,473 2,365
0,50 192,0 8,438 3,646
KCn3n 0,64 116,0 13,966 6,034
KCNn, KCN3m, KCMne, 0,90 56,8 28,521 12,324
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NMPUNOXEHUE b. 3ANYCK NMPOU3BOJIbHOIO CKPUNTA NMPU CTAPTE CUCTEMBbI

MepnoamMyeckn BO3HUKAeT HeobxoauMMOCTb MNpW  CTapTe YCTPOMCTBA BbINOAHATbL oOnNpenenéHHble
AencTBMA, KOTOPbIe HEeNb3A OCYLLECTBUTb 3aJaHMEM ONpPeaeneHHbIX HAacTPOeK Yepes ¢ann KoHpurypaumu. Ans
3TOro cnyyaa B ycTpoicTee cepumn RG-5400 npeaycmoTpeHa BO3MOXKHOCTb Yepe3 KOHOUTypauMOHHbIA daiin
HacTPOUTb 3anMyCK MPOU3BO/ILHOTO CKPWUNTA, B KOTOPbIM MOMHO MOMECTUTb ANtobylo  Kesaemyto
nocneAoBaTeNIbHOCTb KOMaHA.

[ns 3anycka NnponsBOAbHOMO CKPMNTA B daine KOHPUrypauum cosgaHa CeKunsa HacTpoek:

UserScript:
Enable: "0"
URL: mnn

Onuus «Enable» paspeluaet (ecnm 3HadeHue 1) unm 3anpeuaet (ecam 3HadeHune 0) 3anycK CKpMNTa, NyTb
K KOTOPOMY YKa3aH B napametpe URL.
3anycKaemblii CKPUMNT MOXKET Pacno/iaraTbCa KaKk Ha yaAanéHHOM cepBepe, Tak U Ha caMom ycTpoiicTee. C

YAANEHHOTO cepBepa CKPUMT MOXKET ObITb 3arpy*KeH nocpeactsom npotokonos HTTP nau TFTP. PaccmoTpum
npumepsbl panaa KoHOUrypaumm 4na 3anycka NoAb30BaTENbCKOTO CKPMMTA C Pa3HbIX MCTOYHMKOB.

1. 3anyck c HTTP-cepsepa

Ona 3anycka ckpunta ¢ HTTP-cepsepa Heobxoaumo B napametpe URL yKasaTb MOJHbIM NyTb K

dainy B popmate HTTP-URL:

URL: “http://192.168.0.250/user-script/script.sh”

B aTom cnyyae nocne crapTa ycTponcTea dain script.sh, xpaHawmitca B KaTtanore user-script no

agpecy 192.168.0.250, aBTOomMaTUYeCKM 3arpy3uTtca no npoTtokony HTTP c yKasaHHOro cepsepa,

nocne yero byaeT nponsseaéH ero 3anyck.

2. 3anyck c TFTP-cepBepa

Ons 3anycka ckpunta ¢ TFTP-cepBepa Heobxoaumo B napametpe URL yKasaTb MOAHbIA NyTb K

daiiny B popmate TFTP-URL:

URL: “tftp://192.168.0.250/user-script/script.sh”

B aTom cnyyae nocne crapTa ycTponcTea dain script.sh, xpaHawmitca B Katanore user-script no

agpecy 192.168.0.250, aBTomaTMyeckn 3arpysmtca no npoTtokony TFTP ¢ ykasaHHOro cepsepa,

nocne yero byget nponsseaEH ero 3anyck.

3. 3anycK N0KanbHOro CKpunTa

Beuay ocobeHHocTelr $GaiioBOM CUCTEMBI JIOKANbHbIA CKPUMNT AO/KEH pacnofiaraTbCA TObKO B

KaTanore /etc/config, T.K. TONbKO COAEPKMMOE 3TOrO KaTtasiora COXPaHAETCA Moc/ae nepesarpysku

ycTpoiictea. CKpunt B Katanore /etc/config moxkHo co3aath B0 ¢ NOMOLLLIO pegakTopa Vi, inbo

3arpysuTb ero ¢ BHewHero TFTP-cepBepa (KomaHgol tftp —gl user.sh <TFTP-server address>). Mocne

CO3/aHMA CKPUNTa eMy HEOBXOAMMO Ha3HaYMTb NPaBa Ha 3anNyCcK KOMaHAOWM

chmod 777 /etc/config/user.sh

B daine koHpurypaummn URL ans 3anycka NOKaNAbHOTO CKPUNTa MMeEeT BUA,:

URL: “File://etc/config/user.sh”

BaHO OTMETMUTb, YTO NO/Ib30BATENbCKUI CKPUNT A0/IKEH HAUMHATBLCA C ANPEKTUBLI #1/bin/sh.
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TEXHUYECKAA NOAAEPHKA

Ona nonyyeHMAa TEXHUYECKOM KOHCY/AbTaUMM MO BOMPOCAaM 3KcnsyaTauum obopygoBaHua OO0
«Mpegnpuatme «/ITEKC» Bbl moxkeTe 06paTnTbcA B CEPBUCHDLIN LLEHTP KOMMNAHUU:

Poccuiickan ®epepauymna ,630020, r. HoBocnbupck, ya. OKpy»KHana, gom 29B.
TenedoHbl LEHTPA TEXHUYECKOM NOAAEPIKKM:

+7(383) 274-47-87,

+7(383) 272-83-31,

E-mail: techsupp@eltex.nsk.ru

Ha oduumanbHOM cainTe KomMnaHUM Bbl moXKeTe HallTU TEeXHMUECKYIO AOKYMEHTaLMI0O U NPOorpammMmHoe
obecneyeHne ana npoaykumnm OO0 «lMpeanpusatue «3JITEKC», obpatutbca K 6ase 3HaHWA,
NPOKOHCY/IbTUPOBATLCA Y MHXKeHepoB CepBUCHOIO LEHTPa Ha TeXHUYeckom dopyme:

OdunumanbHbI cat KomnaHun: http://eltex-co.ru

TexHunueckuit popym: http://eltex-co.ru/forum

ba3a 3HaHuit: http://eltex-co.ru/support/knowledge
LleHTp 3arpy3ok: http://eltex-co.ru/support/downloads
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